THE DE-CIPHER / 
THE ANSWER TO SCRAMBLING! 
THIS MANUAL CONTAINS 
HOW TO BUILD BOTH 
VIDEO & AUDIO CIRCUITS, 
SCHEMATICS, THEORY, 
PARTS LIST, 

MODES OF OPERATION, 
"NUTHORIZED,OR BYPASS” / 
PLUS ADDED BONUS! 

U.S. GOVT. PATENT FOR 
THE VIDEOCIPHER uI° 
ONLY 82488 « S00 HPF HR 


TERMS , CASHIERS CHECK, POSTAL MONEY ORDER, COD'S 


THE STAGE DOOR VIDEO 


PO BOX 576 
BURNSVILLE NC 28714 


FOR COD’S ADD $2.00 FOR COD,S ONLY CALL 1-704-682-9536 
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SOCCER * * * XXX ADULT MOVIES « » * WRESTLING ! 1} 


Interchangeable 


% Small Size * Front Mount Crystal 


*Front Mount Pnase 


* Adjustments *Wall Mounted Power Pack x 90 Day Warranty 
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For * 295-22 
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P.0. Box 576 ue 
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XXX RATED XXX 
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the entire inventory of 
hadi decoders that 
were used for the (XXX) 


oer services 


oeo™ Modified Brand New Units 
ak his 95 THEY LAST! 


Exxtasy —-EASURE CHANNE, 


IF YOU HAVE ANY OF THESE BOXES, AND THEY WERE WORKING AT 
THE TIME THE SERVICE WENT DARK, WE WILL MODIFY THEM TO 
ACCEPT A.D.V.P.s AUTHORIZATION “KEY”, UPON SUBSCRIPTION. 
FOR ONLY 39.95 PARTS & LABOR AND 8.50 FOR 
RETURN SHIPPING, HANDLING, INSURANCE AND C.0.D. CHARGES 
DON’T MISS OUT ON THE HOTTEST XXX RATED SERVICE AROUND! 


VIDEOCIPHER II® SCHEMATICS, ONLY 
52 PAGE MANUAL ——_24.95 
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THE STAGE DOOR VIDEO 


: FOR COD’S ADD $2.00 1-704-682-9536 


EORNOWL LE NC 28714 


SAVE 
Get Both 
The **Decipher’’ 

and : 
VC I! Schematics 


(Complete Set) 


BOTH ONLY $34.95 
Order TOLL FREE 
1-800-334-7554 National 


inne 1-704-682-9536 


Please Note: Supply is Limited 


Opening Remarks: 

|) Micahel Fuchs/CEO/HBO/before Senate hearings in July stated in response 

TO a question about descrambling breaking... 

ome ee BREAK | Tae, J REY: CAN .HAVE, PT. oi." 

fuomeevoueMP. Fuchs... the check is tn The matl. 

Paves) &, dO nor know [Lf Videocipher is. broken. Jn my discussions with the head 
Gaeopesecurity, a Mr.* Ron Putnam, he assures me That Videocipher is not. broken. 
meetaddested’ that iris at keast badly bent if it isnot broken. 

Sewerare .ere, tonight, and tomorrow, and Friday to learm. how badly bent Video- 
eroner 1s... !|soriginallys invited the FCC To attend. They declined. | originally 
bavutrecdvG|l To. attend ... and theyaaccepted. Three people agreéd to come from 
Gl... three top management people. Then for reasons not clear to me, they 
deehined, Lo ,attend. 

They had their chance. And | am sure they will somehow have a full report 


On mie activities here, over the next 8 days, whether they attend or not. 


Seesmic hnotea piracy meeting. This is ‘not a meeting. to teach you how to 

break Videocipher. This is an assessment conference, where people who now know 

and understand Videocipher have come to explain their research and their findings. 
Tus sta free country, there are few restrictive laws here, and as you will ‘learn 


tomorrow morning during the legal session, US laws do not apply here. 


5) | will be very upset, even mad, if and when those who report on this 
meeting characterize these meetings as a piracy meeting. | do not condone 
piracy. | donhowever condemn the cable controlled pricing structure for 


programming software and descrambling hardware. We are here to learn if there 
might not be a way to force those who control software and hardware pricing 
to sit down and renegotiate their fee schedules. One way to force them to 
Come to a bargaining table is to hold over their heads the threat of wide 
scale duplication of the various videocipher busting techniques. The speakers 
Wernave assembled for you’ wil! address that subject in some detail. | am here 


Pemmoderate, see that the stin*shines, and try) to get you all, back home again 


Safe | ), qancanaytainieyapeE TS 
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ADDENDA TOs: VC2 DESIGN DEFFICIENCIES 
for Provo Roundtable Discussion 


As pointed out in my original talk, a number of glaring errors 
were made by the Linkabit VC2 design team. Those errors and a 
number of additional errors include: 

1. Sending the VC2 authorization over the same path that the 
encrypted digital audio and data channel both use. 

2. Using a common monthly key for each tier of service. This 
is probably the worst system design error made by the Linkabit 
team. This was catastrophic error number one, 

3. Placing a large segment of the VC2 operating system in a 
non-secure type 27128 EPROM that is easily read out by any 
hacker. Intel has had secure KEPROMs that CANNOT be read out 
without first keying in a lengthy password available for some 
time now. This was catastrophic error number two. 

4. Believing that hackers would be unable to read out U7's 4K 
ROM bytes by using such simple countermeasures as NOT connect- 
ing chip readout/enable internally to the external pin on the 
chip. This simple modification added $50K + to the price of 
U7 and was totally ineffective. This was a catastrophic error 
number three. 

5. Believing that hackers would be unable to read out U20's 2K 
CMOS static RAM bytes without first wiping out its volatile 
memory. This was catastrophic error number four. 

6. By foolishly not customizing the U7 DES processor chip 


instruction set. Texas Instruments offers customization of 
approximately 33 percent of the instruction set for this 
series of microprocessors. Had custom macro instructions 


been included in U7 rather than the standard instruction set 
it would have made understanding the VC2 program flow and 
logic many orders off magnitude more difficult and would have 
probably delayed the VC2 being compromised for another year. 
7. A possible misjudgment made by Linkabit was NOT to use a 
special TMS7000 microprocessor that offered EEPROM, electric- 
ally-erasable-programmable-read only memory for the most 
important chip, U7. Early in 1983, Seeq and and Texas Instru- 
ments teamed up to make a special version of the TMS7000 micro 
using Seeq's unique EEPROM technology. Had Linkabit used this 
special version it would have been possible to have dealers 
and/or distributors reprogram U7 in the field if any weak- 
nesses were discovered in the encryption system. i aa oe 
rather "far out” approach, but nevertheless would have 
provided a cover your fanny, belt & suspenders saving grace. 
NEW SUBJECT: 

It is widely known that VC2's data channel is capable of re- 
prgramming U20's 2K bytes of static RAM. So, what? Most any 
encryption ploy that the programmers choose to use has a 
countermeasures gambit that will render it ineffective in the 
long run. 

The most effective "temporary" ploy that General Instruments 
could make would be to reprogram U20 over the air while 
simultaneously modifying the tier concept so that EACH VC2 
channel had a completely different monthly key. This: is 
entirely possible since the VC2 system has the capability of 
designating many different tiers of service. 

It would wreak havoc with the current VC2 uplink system and 
require many expensive modifications, but nevertheless could 
be done. If it can done without too great an investment, be 


assured that it will be done in due course 
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THIS IS A DESCRIPTION OF HOW THE VIDEO CIPHER(TM) WORKS 
THIS INFORMATION IS ON PATENT NUMBER 4,479,142 


SUMMARY OF THE INVENTION 


To achieve the foregoing, and other advantages of the inven- 
tion, the standard T3 format is employed. This standard format 
provides for 56 85-bit words per multi-frame, with 7 frames 

per multiframe. Accordingly, each frame includes 8 85-bit words. 
Each of these 85-bit words consists of one control bit and 84 
(nominally) data bits. While in the standard T3 format, these 
84 bits are truly data, in the invention, some are used for 
other purposes, hence they are referred to as only nominally 
data. Considering a multiframe, then, we can locate 28 odd and 
28 even 84-bit "data" words. In accordance with the invention, 
each of the odd 84-bit data words includes a first 4-bit nibble 
which is used substantially only for transmission of digitized 
audio. Exceptions are two unused 4-bit nibbles, a singl 4-bit 
stuff opportunity and a single 4-bit digitized video nibble 

per multiframe. | 


In addition to simplify the decoding process at a receiver, the 
method and apparatus of the invention provides for the trans- 
mission of supplemental data in the form of a plurality of 
4-bit nibbles. This supplemental data actually consists of 

3 4-bit nibbles (or a 12-bit code word) signaling the start of 
each video horizontal scan line. Because the frame duration 

is fixed (by the T3 standard) that duration is not rationally 
related to the line rate or scan line duration. However, with 
the format described above, at least one of every pair of frames 
includes the code word mentioned above. For those frames which 
do not include the code word, encoded video is transmitted to 
its place. 


To provide for the generation of the standard T3 rate and format, 
the apparatus of the invention provides a buffer which operates 
as a first in, first out memory. The buffer is subjected to 
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four significant input signals, DPCM encoded video samples (since 
the digitized video is diffential encoded, the samples are 
sometimes referred to as differences or video differences), 
horizontal sync and a sampling clock, the latter at an integer 
multiple of the color subcarrier, e.g., 10.7 MHz. This clock is 
used to write the buffer, and the buffer is read by a read clock 
which is nominally an integer (4) sub-multiple of the T3 44.736 
MHz rate or 11.184 MHz. Although the read clock is exactly at 
this rate, the read operation is only nominally performed at this 
rate because, associated with the buffer is a sync detector which 
produces a sync detection signal, on reading a horizontal sync 
Signal from the buffer which has the effect of inhibiting the 
read clock. This allows a supplemental data generator to gene- 
rate and output the horizontal syne indicating code for insertion 
in the data stream during the time that the read clock is inhibited. 
After termination of the read clock inhibition, reading of the 
buffer continues. The read clock is generated by a timing circuit 
control which is subjected to a T3 rate clock input. The DPCM 
encoded video is output from the buffer to a data multiplexer, 
another input to the data multiplexer is the supplemental data 
Signal from the supplemental data generator. 


Accordingly, in one aspect, the invention provides for an inter- 
face for a video encoder arranged to output asynchronously 
encoded video and supplemental data in a T3 data formate and 
rate for interfacing with encoded video, sampled at an integer 
multiple of fy, where fy is the color subcarrier frequency com- 
prising: 


a buffer with DPCM encoded video and video sync inputs, and an 
output, means to write video and video sync into said buffer 


in response to a sampling clock, 
timing circuit control means responsive to a T3 rate clock for 


producing a data read clock at a submultiple of said T3 rate 


clock, 
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coupling means for coupling said data read clock to said buffer 
for reading out said buffer at said data read clock rate to pro- 
duce a data stream, 


sync detection means responsive to a syne signal read from said 
buffer for inhibiting said coupling means for a predetermined 
time, 


supplemental data generator means with an output coupled to a 


data multiplexing means for generating supplemental data, 


data multiplexing means responsive to video data read from 
said buffer and to supplemental data from said supplemental 
data generator means for outputting said video data and supple- 
mental data in time sequence, 


whereby detection ofa sync signal inhibits reading of said 
buffer for said predetermined time allowing insertion of said 
supplemental data. 


The standard T3 data rate and format constrains the availa- 
bility of DPCM encoded video data which can be transmitted and 
the asynchronous nature of the video sync and T3 data rate is 
a further complicating factor especially when it is desire to 
add horizontal line scan synchronous supplemental data which 
is therefore asynchronous with the frame rate. The T3 rate 
provides for 56 85-bit words wherein a First eb treis«control: 
data and 84 bits are nominally data bits. The 56 words can 
be thought of as 28 odd and 28 even words. Of the 28 odd 
84-bit data words, a 4-bit nibble of each is used for sub- 
stantially only digitized audio. These 4-bit nibbles pro- 
vide for two channels of digitized audio. Two of the 28 
4-bit nibbles are unused (occupied by non-information bearing 
pulses), a single 4-bit nibble is used as a single stuff 
Opportunity per frame, and another 4-bit nibble is used for 


encoded video. The remaining 84 data bits in each of the even 
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words and the remaining 80 data bits in the odd words are used 
for encoded video with one exception. The Supplemental data, 
in an embodiment of the invention, consists of three 4-bit 
nibbles representing horizontal line scan start, and a 4-bit 
parity nibble. Because of the asynchronous relation between 
the period bétween horizontal line scans and the T3 frame rate, 
the supplemental data does not appear in each frame. Rather, 
the supplemental data appears in at least one of each DPasrsor 


frames, and in some instances occurs in both frames of a pair. 


Therefore, in accordance with another aspect, the invention 
provides a method of transmitting DPCM encoded NTSC video in 
a T3 format comprising the steps of: 


assembling a serial digital bit stream into sequential T3 


frames, repeating at a T3 frame rate, 


said serial digital bit stream consisting of a sequence of 56 
85-bit digital words, 28 odd and 28 even words, each such word 
including a single control bit and 84 data bits, a majority of 
said 84 data bits comprising encoded video, each such odd 
digital word including a single 4-bit nibble of substantially 
only digitized audio data, said digital bit stream associated 
with at least every other frame including a plurality of 4-bit 


nibbles signaling a video:-scan line start. 


The multi-frame also includes provision for a frequency code 
which relates video sampling clock (directly tied to the color 
subcarrier) and the T3 clock. Actually, one is divided by the 
other and a single bit of the remainder is transmitted. At 

the receiver, this bit can be used to meter the generation 

of the color subcarrier to maintain the color subcarrier at 
receiver and transmitter in alignment relative to the T3 clock. 
More particularly, each multi-frame, a delay (four-stage counter) 
is pulsed, and the counter is clocked by the video sampling 
clock. At the same time, a one bit counter is clocked by the 
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video sampling clock. The one bit counter is reset a fixed 
number of video sampling clocks after multi-frame start. A 
latch is enabled to latch the state of the one bit counter 

a fixed number of video sampling clocks after multi-frame 
start. The condition of this latch is the freiquency code. 
It should be apparent that over many multi-frames, a sequence 
formed by a sequence of the single bit frequency code will 
indicate the relation between the multi-frame start period 
(tied to the T3 clock) and the video sampling clock period 
(tied to the color subcarrier). Thus, in another aspect, 

the invention provides an interface for a video encoder 
arranged to output asynchronously encoded video and supple- 
mental data in a T3 data format and rate for interfacing with 
DPCM encoded video sampled at an integer multiple of a color 


subcarrier comprising: 
means for inserting DPCM encoded video into a T3 frame, 


first means for comparing a video sampling clock directly 
reracea co Said color subcarrier and a T3' signal directly 
related to said T3 rate, and wherein said means for insering 


includes, 


means responsive to said first means for inserting data repre- 


sentative of said comparison into said T3 frame. 

BRIEF DESCRIPTION OF THE DRAWINGS 
The present invention will now be described in further detail 
in the following portions of this specification when taken in 
conjunction with the attached drawingsin which like reference 


characters identify identical apparatus and in which: 


FIG. 1 illustrates the format of the prior art T3 frame struc- 


ture; 
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FIG. 2 illustrates the format of the frame as employed in 
accordance with the invention to transmit NTSC DPCM encoded 
video and auxiliary information; 


FIG. 3 is a block diagram of the interface which accepts DPCM 
encoded video, horizontal and vertical sync, a sampling clock 
and audio data and produces the formatted data; 


FIGS. 4-7 are detailed block diagrams illustrating the sync 
detection and parity generation circuit 40, audio data latch 
50 and timing control 90; 


FIG. 8 is a timing diagram illustrating the timing relation 
between the video sampling clock, the DPCM encoded video and 
the horizontal sync; 


FIG. 9 is a timing diagram illustrating the timing relation- 
ship between the audio nibble clock, the audio sampling clock 
and representative audio data; and 


FIG. 10 is a timing diagram illustrating the response to 
detection of horizontal sync, and the insertion of the horiz- 
ontal sync and parity code words onto the tristate data bus. 


DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 


FIG. 1 illustrates the standard T3 format. FIG. 1 is organized 
on seven lines, thus each line represents a different frame, 

of the seven lines shown in FIG. 1 represent a single seven- 
frame multiframe. Those skilled in the art will be aware that 
this illustration is for convenience, in practice the entire 
frame is a serial time sequence. In accordance with the repre- 
sentation in FIG. l, X represents an alarm service channel 
wherein in any multiframe, the two X bits are identical. The 


P bits are parity information for parity taken over all infor- 
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Mation time slots in the preceding multifram; conventionally, 
both P bits are identical. The M bits are multiframe align- 
ment signals appearing, as shown in the fifth, sixth and 
seventh frames. Conventionally, Mo™and t)"vare’ OVand- i, Te= 
spectively. The F bits are frame bits, which appear ina 
sequence as shown in FIG. 1 wherein Fp and Fy are 0 and 1 
respectively. Each frame provides for stuffing indicator bits 
Cyy, where x identifies a frame and y is an integer in the 
range of 1-3. In any one frame, only one of two stuffing 
indicator words are allowed, either 000 or 111. The stuff 
time slot is the first data slot following Fy, after Cy3 in 
the ith frame. Finally, the representation 84I represents 84 
data bits. 


Accordingly, FIG. 1 can be said to represent a multi-frame 
consisting of 56 85-bit digital words with each 85-bit digital 
word consisting of a single control bit and 84 data bits. 


The particularized frame produced by the apparatus, and used 
in the method of the present invention is shown in FIG. 2. In 
FIG. 2, for convenience, each different frame is shown on four 
lines, those skilled in the art will understand of course that 
each frame is actually a time sequence which begins at the 
upper left, proceeds horizontally across to the end of the 
line, then drops down to the next line and begins at the left, 
and so forth. Accordingly, FIG. 2 also shows the seven differ- 
ent frames of each multiframe. However, in order to show the 
particular use for each of the significant bit positions, the 
illustration in FIG. 2 is somewhat expanded relative to that 
of Fic. I. -In FIG. 2, the x;y" Py Mo FP Mp Poy and Fy positions 
have the same meaning as in FIG. l. 


Referring now to the first 85-bit word, FIG. 2 indicates that 
it includes the X bit, a 4-bit audio nibble comprising bits 
Aja through Ajq, and 80 bits consisting of 20 4-bit video 
samples (each sample including bits V,-V4). In contrast, the 
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second 85-bit word includes a frame alignment bit Pieane 21 
4-bit video samples. It should be apparent from the format 

of FIG. 2 that every even word, that is the 28 85-bit words 
numbered 2-56 include 21 4-bit video samples and the first 
(control) bit is either F, or Fy. In contrast, the 28 odd 
85-bit words each include 20 4-bit video samples, but for the 
most part, the first 4-bit nibble is not a video sample. The 
bit positions Aj, and Ajy (where x is an alphabetic character 
from A-L, inclusive) represents two different audio channels. 
The 4-bit nibbles represented by the U bit positions are 
unused, the 4-bit nibble represented by the S bit positions 
are a single stuff opportunity per multi-frame. The stuffing 
indicator bits are represented by some of the C bit positions, 
but in contrast to FIG. 1 which shows seven stuff opportunities, 
one for each frame, in FIG. 2 there is only one stuff oppor- 
tunity per multiframe. The 4-bit nibble represented by the N 
bit positions is a further video sample. The unused bit posi- 
tions carry time-consuming pulses, but do not represent mean- 
ingful information and are not employed, other than marking 
time, in the decoding process. 


As shown in FIG. 2, there are 1148 4-bit video samples in each 
multiframe. 


Once per horizontal line scan start, three 4-bit nibbles of the 
1148 4-bit nibbles in a multiframe used for video samples, 
carry a digital code indicating the beginning of the horizontal 
line scan. Associated with these three 4-bit nibbles is a 
fourth, 4-bit nibble containing parity information and an indi- 
cation of the presence or absence of vertical sync. Accordingly, 
a total of 16 bits (or 4 4=-bit nibbles) is devoted to a pre- 
determined code word indicating beginning of horizontal line 
scan. Because the T3 frame rate and the horizontal line scan 
rate are asynchronous, there is no rational relation between 
the rate of horizontal line scan start and any T3 related rate. 
However, this code word is inverted into at least one of every 
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pair :of& multiframes, and in some cases, both multiframes of a 
pair. 


As was mentioned above, the 4-bit nibble identified by the S 
bit positions is used for stuffing, if needed. The stuffing 
indicator word corresponds to the bit positions Cxy (where x 
is 1-3 and y is 1-3). In any one multiframe, either all these 
bits are one, indicating the presence of stuffing, or all are 
zero, indicating the absence of stuffing. The bit positions 
identified by Cyy (where x is 4 or 5 and y is 1-3, inclusive) 
are not used. The bit positions identified by Cuy (where x 

is 6 or 7 and y is 1-3), inclusive) is a single bit frequency 
indicator appearing in six different locations in the multiframe. 
The frequency indicator indicates the measured value of fx at 
the encoder (relative to the T3 rate) so the decoder can prop- 
erly track and recreate the NTSC waveform. 


The apparatus to transmit the encoded video and auxiliary in- 
formation in the T3 format is shown in FIG. 3. 


As shown in FIG. 3, the 4=-bit video samples which have been 
DPCM encoded via apparatus not shown, is input to one terminal 
of a FLFO 10 on a 4-bit wide basis. A second input to the 
FIFO 10 is a horizontal sync signal. Both inputs to the FIFO 
10 are written with the aid of a sampling clock which is re- 
lated to the color subcarrier frequency fy. In a particular 
embodiment of the invention, a sampling clock is three times 
this subcarrier, i.e., typically 10.7 Mhz. The data path 
taken by the video samples proceeds from an output of the F1FO 
10 to one input of a multiplexer 20. Under control of a multi- 
plexer control signal 21 from a sync detection and parity gen- 
eration circuit 40, the multiplexer 20 accepts the 4-bit video 
samples, 4-bit sync and parity code words from the sync detec- 
tion and parity generator 40 or 4-bit audio samples froma 
latch 50. The data multiplexer 20 produces a 4-bit wide XMIT 


data output, which is itself input to an overhead multiplexer 30. 
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The other input to the overhead multiplexer 30 is frame and 
overhead bits from a frame and overhead generation circuit 70. 
The overhead multiplexer 30 accepts one or the other of its 
inputs in response to a multiplexer control signal 31 also 
derived from-the frame and overhead generation circuit 70. 
The output of the multiplexer 30 is a serial stream at the T3 
rate and in the T3 format which may, for example, be coupled 
through an amplifier 35 and output. In addition, in an em- 
bodiment of the invention, a B3ZS encoder 80 accepts the T3 
data and produces at an output bipolar T3 data for transmission 
purposes. 


The clock for reading the FIFO 10 is initially derived from 
Seis clce, which 41S input to a timing and control circuit 90. 
The timing and control circuit 90 produces an audio sampling 
clock and an audio nibble clock, both related to the T3 rate. 
These are used in the audio sampling equipment (not shown) which 
produces the audio data input to latch 50. Accordingly, the 
audio data is synchronous with the T3 clock. In addition, the 
timing and control circuit 90 produces a data clock 91, at *% 
tne 1s race, Or 11.184 MHz. (This data clock.9l is.input.to the 
sync detection and parity generation circuit 40 which, in 
response thereto, couples a read clock 41 at 11.184 Mhz to the 
Paro elu. 


The T3 rate clock is also input to the frame and overhead gen- 
eration circuit 70. This allows the production of the overhead 
multiplexer control signal 31 as well as the frame and over- 
head bits which provide one input to the overhead multiplexer 
30. The frame and overhead generation circuit 70 also pro- 
duces a multiframe signal 71 which is input to a frequency 
code generation circuit 60. The other input to the frequency 
code generation circuit is the sampling clock used to write 
the FIFO 10. The frequency code generation circuit 60 com- 
pares the periods of its two input signals. An output of the 
frequency code generation circuit 69 is a digital frequency 
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code 61 which is input to the frame and overhead generation 
circuit 70 where it is used as a frequency indicator indica- 
tive of the frequency (fx) representing the sampling clock 
rate, and therefore the write clock rate for FIFO 10. 


In response to the audio sampling clock and audio nibble clock, 
produced by the timing and control circuit 90, audio data 
samples are coupled as an input to the latch 50. At specified 
times in the frame, as represented in the format shown in 

FIG. 2, this audio data is accepted by the data multiplexer 

20 for insertion into the serial 4-bit wide stream XMIT data. 


The sync detection and parity generation circuit 40 produces 
the data multiplexer control signal 21 and a sync and parity 
code word as referred to above. It receives the data clock 91 
from the timing and control circuit 90 and from that fashions 
the read clock 41 to read the FIFO 10. The sync detection and 
parity generation circuit 40 is also responsive to a vertical 
syne signal from the video output as well as an indication that 
the FIFO 10 as read a horizontal syne signal. In response to 
the horizontal sync, the syne detection and parity generation 
circuit 40 interrupts the read clock 41 and provides the sync 
and parity code words to the data multiplexer 20 for insertion 
in the frame as shown in FIG. 2. Depending on random relative 
timing between the T3 clock and the video scan line start, 

the sync and parity words can be inserted into any video nibble. 
At the conclusion of generating the necessary sync and parity 
bits, the read clock 41 is again enabled to continued reading 
PieO 10. 


Accordingly, as shown in FIG. 2, the T3 frame is composed of 

a time sequence of frame and other control bits dictated by 

the T3 format, video samples in the position specified in FIG. 2, 
a specified plurality of 4-bit nibbles representing the beginning 
of each horizontal line scan and the frequency code indicator 


produced by the frequency code generator 60. 
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FIGS. 4-7 show, in more detail, the sync detection and parity 
generation circuit 40 as well as the associated data multi- 
plexer 20, audio data latch 50 and timing and control circuit 
90. FIGS. 8-10 show relevant waveforms. 


Referring now to FIG. 4, a latch 100 is subjected to 4-bit 
parallel video samples, and a horizontal sync pulse; the 
inputs are clocked via the video sampling clock. A timing 
diagram is shown in FIG. 8 relating the video sampling clock 
to the video difference code and horizontal sync. Ina 
typical embodiment of the invention, the period T is 93.5 
nanoseconds, the data setup time tsu is 30 nanoseconds mini- 
mum and the data hold time typ is 30 nanoseconds minimum. 

Of course, FIG. 8, in indicating the timing of the horizontal 
syne sync pulse relative to the video sampling clock should 
not be taken as implying that a horizontal sync pulse is co- 
incident with each video sampling clock, rather the horizontal 
sync pulse is produced at the beginning of each horizontal 
line scan. 


After latching via the latch 100, the state of any video 
difference code and horizontal sync are shifted into the 
FIFO's 101 and 102 by the shift in clocks SIA and SIB. The 
latter two clocks are the video sampling clock divided in 
half via the flip-flop 103 (see FIG. 5). Since SIA and SIB 
are sequential, time sequential samples are stored in dif- 
ferent FIFO's. It should be apparent that this use of two 
FIFO's is not essential to the invention. 


The video difference samples and the horizontal sync pulse 

are shifted out of the FIFO's 101 and 102 by the shift out 

clocks SOA and SOB. Both these shift out clocks are 11.184 
MHz burst rate derivatives of the T3 clock. The shift out 

clocks' derivation is shown in FIG. 5 and will be discussed 
hereinafter. Accordingly, the FIFO's 101, 102 provide the 

function of a buffer. 
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The output conductors of FIFO's 101 and 102 carry the video 
difference codes to the input of parity generator 104. The 
video difference codes, as read out from FIFO 101 or FIFO 102 
are latched by the 11.184 MHz clock into a latch 105. The 
output of the latch 105 comprises a 4-bit wide tristate data 
bus (DBO-DB3) and the latch 105 is controlled by the signal 
DISABLE VIDEO or ENABLE VIDEO/Enable Sync & Parity (which is 
abbreviated EV/ES & P in FIG. 4). The production of both 
signals is described hereinafter. 


Audio samples are latched into a latch 106 via a nibble clock 
also derived from the timing control 90. As shown in FIG. 3, 
the timing control 90 produces an audio sampling clock and an 
audio nibble clock; the timing is shown in FIG. 9. The sampled 
audio produces audio data; and as is shown in FIG. 9, the clocks 
provide for three 4-bit nibbles for each of two channels. The 
Butput of latch 106° is tristated onto the bus under control of 
the signal ENABLE AUDIO. Since the signals DISABLE VIDEO and 
ENABLE AUDIO are mutually exclusive, only one of the latches 
105 or 106 places an output on the tristate data bus at any 

one time. 


Horizontal sync and parity is derived from the latch 107 which 
is clocked by the parity/syne clock, the production of which 
is shown in FIG. 5. The timing for the operation is shown in 
FIG. 10. “The first “two lines “on FIG. 10 illustrate the 11.184 
MHz derivative of the T3 clock and the second line illustrates 
one of the shift out clocks (SOA). 


The third line of FIG. 10 shows horizontal syne read out of 

either FIFO 101 or FIFO 102. When present, this pulse is latched, 
by the parity/syne clock, into the hex "D" flip-flop 108. At 

the Q5 output, the rising edge of the signal clocks flip-flop 

109 producing the SYNC DETECT pulse; which is shown in the fifth 
line in FIG. 10. SYNC DETECT/LATCH PARITY is used to latch 

and then reset (via flip-flop 111, 112), the parity on the dif- 


ference code. 
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The opposite phase LATCH PARITY (output of the inverter 113) 
resets parity (flip-flop 111) and is latched by the 11.184 
MHz clock (see FIG. 5) in flip-flop 116. The output of flip- 
flop 116 is STOP VIDEO, which is gated with the 11 MHz clock 
(gate 117) to stop the shift out clocks produced by flip-flop 
118 is the absence of STOP VIDEO. 


Returning to FIG. 4, the SYNC DETECT (LATCH PARITY) pulse is 
reclocked (in the zero stage) by the PARITY/SYNC CLOCK in the 
flip-flop 108 and the result, EV/ES & P ENABLE VIDEO/ENABLE 
SYNC AND PARITY) at the QO output (shown in line 6 of FIG. 10) 
is used to disable latch 105 and enable (via inverter 114) the 
Output of the parity/syne latch 107. The output of latch 107 
is tristated onto the common data bus (DBO-DB3). 


Vertical syne is received at the multiplexer 110 to control 
its output. The output of multiplexer 110 is also controlled 
by the sync detect. When horizontal syne occurs, the outputs 
of the multiplexer 110 are all ones. Output YA remains high 
for three parity/syne clocks and then changes to the differ- 
ence code parity. 


As shown in FIG. 10, line 10 the sync detect results in EV/ES 
& P after a short delay. EV/ES & P is present for a total of 
four nibble times. During the first three nibble times, three 
4-bit nibbles, each 1's, are output from latch 107. The multi- 
plexer 110 output Ya provides a single bit for each nibble and 
Yp, Provides the other three bits for each nibble. At the last 
nibble time, another 4-bit nibble is again put on the bus, 
however, the makeup of this depends on the condition of Sj. 

If S}; is in a state indicating the presence of vertical sync, 
then the first three bits are all 1 and vice versa. The last 
bit S.A s:parity, bit. rom flip-flop 112: 


Part of the timing and control is shown in FIG. 6. The T3 rate 
clock causes two counter 120 and 121 to count. The counters 
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are arranged to divide the T3 rate clock by 85. One output 
produces the 11.184 MHz clock. The counters also produce a 
pulse, FRAME, which causes two additional counters 122 and 123 
to count. These are arranged to divide the pulse FRAME by 56. 
The outputs of counters 122, 123 are the address lines of two 
256 by 4 ROMs 124 which store multiframe format data to gene- 
rate necessary control signals. The output of the ROMs 124 

is coupled to a hex flip-flop 125, one output of which is 
latched (by FRAME) into a flip-flop 126. The true output of 
flip-flop 126 is latched by an 11.184 MHz clock in a latch 127. 
DISABLE VIDEO and ENABLE AUDIO are the outputs of latch 127. 
DISABLE VIDEO disables the outputs of the video latch 105 and 
the parity/syne latch 107 when audio data is to be put on the 
data bus. 


ENABLE AUDIO is used to enable the output of the audio latch 
106 and stops the shift out clocks via gate 128 (FIG. 5). 


By storing data in ROM 124 identifying the locations of the 
audio nibbles in the frame of FIG. 2, the output of the flip- 
flop 127 can be controlled to disable the video and enable 
audio at the appropriate times in the frame. 


The ROM 124 also stores other signals identifying other over- 
head locations in the frames. Specifically, the location of 
F, M, R, X, U and N (see FIG. 2) are stored in ROM 124. When 
read out of ROM 124, these are used to set two positions of 
the hex flip-flop 125 which produce the MUX select signals, 
also shown in FIG. 6. 


By referring briefly to FIG. 5, it should be apparent that on 
the presence of LATCH PARITY or ENABLE AUDIO, clocking of 
flip-flop 118 can be prevented via AND gate 117. Thus, under 
either of these circumstances, the shift out clocks SOA and 

SOB are inhibited, preventing the read out from FIFO 101 or 102. 


This operation provides a "gap" in the frame for the insertions 
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of either audio or the digital code word representing begin- 
ning of a video line scan. As shown in FIG. 10, line 5, LATCH 
PARITY, when present inhibits the buffer reading operation for 
four nibble times (via gate 117). 


FIG. 5 also illustrates generation of the signal FREQ CODE. 
This is a digital signal representing the video clock rate. 
The video sampling clock is used to clock a quad flip-flop 
141 with its outputs of one stage connected to inputs of the 
succeeding stage; the video sampling clock is also used to 
clock flip-flop 142 via exclusive OR gate 145. Accordingly, 
the flip-flop 142 provides for dividing the video sampling 
clock in half. At every multiframe, the output of flip-flop 
142 is latched in flip-flop 143; the multiframe start input 
at stage Dg is output of stage Ql to clock flip-flop 143. 
Every multiframe, the flip-flop 142 is reset via NAND gate 
144. The frequency code output is a single bit indicating 

a relation between the video sampling clock and the multi- 
frame start. By integrating the transmitted bit at the 
receiver, the video clock can be made to track the trans- 
mitter's video sampling clock since the T3 rate is identical 
at both transmitter and receiver. This single bit, from 
flip-flop 143 is actually inserted six times into each multi- 
frame. Sending the same bit six times is not, of course, 
necessary. 


The frequency code output of flip-flop 143 provides one input 

to the mulitplexer 130 (FIG. 7), another input to the multi- 
plexer 130 corresponds to parity information coupled from 
parity generator 133 through flip-flop 135. The control signals 
for multiplexer 130 are provided by MUX select, i.e., from hex 
flip-flop 125 (FIG. 6). Periodically, in the frame a LOAD SR 
pulse is produced via flip-flop 146. This is clocked with the 
T3 clock and is set by the output of NAND gate 148, one of 

whose inputs is provided by the 4-bit counter 120, and the 

other of whose inputs is provided via NOR gate 147 from another 
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output of the 4-bit counter 120. The LOAD SR signal is used 
to load shift register 131 (see FIG.7). The information for 
this parallel loading of shift register 131 is provided by a 
buffer 132 which receives its input in turn from the 4-bit 
wide tristate data bus DBO-DB3. This inputs to the buffer 131 
are coupled in parallel to the parity generator 133 to gene- 
rate the parity information referred to above. 


The shift register 131 can also be serially loaded from the 
mulitplexer 130 in a manner well-known to those skilled in the 
art. The MUX SELECT signals select frequency code parity in- 
formation, or fixed data from the other multiplexer inputs, 
for shifting through the multiplexer 130 to the shift register 
131 and out on the line labelled SERIAL DATA. It should be 
apparent how the ROM data stores a frame plan to generate 
appropriate MUX select signals to produce insertion of the 
appropriate inputs into the multiframe. 


Although not illustrated in FIG. 6, the ROM 124 is also 
addressed by alarm and stuffing information. An alarm signal 
is generated (by equipment not illustrated), and its presence 
(or absence) produces the MUX SELECT signals to insert bits 
indicating the presence (or absence) of an alarm condition. 
Likewise, by monitoring the filled status of the FIFO's LOL, 
102, the necessity for stuffing is determined. If stuffing is 
required, the signal disable video is inhibited. If stuffing 
is not required, the signal is not inhibited and instead the 
MUX SELECT provides a fixed bit pattern in the unused stuff 
opportunity. The stuffing requirement is also used via ROM 
124 to generate the appropriate stuffing indicator bits in the 
same fashion. 


From the foregoing, it should be apparent that the interface 
described herein provides for a standard T3 format in which 
the information bearing signals consist of 4-bit nibbles of 
DPCM video and 4-bit audio nibbles. Coincident with each 
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horizontal sync pulse and/or vertical sync pulse, the clock 
reading out the 4-bit video DPCM nibbles is inhibited and a 
predetermined sequence (depending on whether or not horizontal 
or vertical syne is occurred) is inserted onto the data bus 

in place of a video nibble. In addition, at selected times 

in the frame, parity, frequency code information or other data 
is inserted in a predetermined format. 


The multiplexer 20 (FIG. 3) which multiplexes, video samples, 
audio samples, sync digital codes and parity corresponds to 

the latches 105-107 and the attached tristate bus DBO-DB3. On 
the other hand, the multiplexer 30 which multiplexes the out- 
put of multiplexer 20 with frame and overhead bits corresponds 
to the multiplexer 130, shift register 131 and buffer 132 
(all.in FIG. 7). .The use of the shift register allows con- 
current multiplexing and serializes the input from the tristate 
bus DBO-DB3. 


We claim: 


1. An interface for a video encoder arranged to output async- 
hronously DPCM encoded NTSC video and supplemental data in a 
T3 data format and rate for interfacing with encoded video 
sampled at an integer multiple of f, where f, is the color sub- 
carrier frequency comprising: 


a buffer with DPCM encoded video and video sync inputs, means 
to write video and video sync into said buffer in response to 
a sampling clock; 


timing circuit control means responsive to a T3 rate clock 
for producing a data read clock at a submultiple of said T3 


rate clock; 


coupling means for coupling the data clock to said buffer for 
reading out said buffer memory at said data read clock rate 
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to produce a data stream; 


sync detection means responsive to a sync signal read from 
said buffer for inhibiting said coupling means for a predeter- 
mined time; 


supplemental data generator means with an output coupled to a 
data multiplexing means for generating supplemental data; 


data multiplexing means responsive to video data read from 
said buffer and to supplemental data from said supplemental 
data generator means for outputting said video data and sup- 
plemental data in time sequence; 


whereby detection of a sync signal inhibits reading of said 
buffer for said predetermined time allowing insertion of said 
supplemental data. 


2. The apparatus of claim 1 in which said data multiplexing 
means is also responsive to a vertical sync pulse for outputting 
supplemental data uniquely representative of vertical sync. 


3. The apparatus of claim 2 in which said multiplexing means 
comprises: 


a tristate data bus, first and second latches coupled thereto, 
a multiplexer with a first fixed input and coupled to said 
second latch, and control means responsive to said sync de- 
tection means for disabling said first latch and enabling said 
second latch in response to a sync pulse whereby said first 
fixed input to said multiplexer is coupled to said tristate 
data bus through said second latch. 


4. The apparatus of claim 3 wherein said multiplexer includes 
-a second fixed input and a control terminal coupled to a ver- 


tical sync input, 
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whereby either said first or second fixed input is coupled to 
said tristate data bus depending on the presence or absence of 
said vertical sync pulse. 


5. The apparatus of claim 1 which further includes: com- 
parator means with two inputs and an output for comparing 

a first input xate directly related to F, with a second 

input rate directly related to said T3 rate and for producing 
a frequency code signal, and wherein: 


said data multiplexing means includes a frequency code multi- 
plexer responsive to said comparator means and said time se- 
quence of video and supplemental data for inserting said fre- 


quency code signal into said time sequence. 


6. A method of transmitting DPCM encoded NTSC video in a T3 
format comprising the steps of: 


(a) creating a stream of said DPCM encoded NTSC video, 
(b) creating a parallel stream of horizontal sync pulses, 


(c) momentarily halting said stream of DPCM encoded NTSC 


video at the occurrance of each horizontal sync pulse, 
(a) inserting a predetermined bit pattern into said DPCM 
stream once for each horizontal sync pulse during said mom- 


entary halt, 


(e) inserting overhead bits into said stream corresponding 
to a standard T3 format, and 


(f) transmitting the resulting stream in a bit serial fashion. 


7. The method of claim 6 which includes the further steps of: 
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whereby either said first or second fixed input is coupled to 
said tristate data bus depending on the presence or absence of 
said vertical sync pulse. 


5. The apparatus of claim 1 which further includes: com- 
parator means with two inputs and an output for comparing 

a first input rate directly related to Bix with a second 

input rate directly related to said T3 rate and for producing 
a frequency code signal, and wherein: 


said data multiplexing means includes a frequency code multi- 
plexer responsive to said comparator means and said time se- 
quence of video and supplemental data for inserting said fre- 


quency code signal into said time sequence. 


6. A method of transmitting DPCM encoded NTSC video in a T3 
format comprising the steps of: 


(a) creating a stream of said DPCM encoded NTSC video, 
(b) creating a parallel stream of horizontal sync pulses, 


(c) momentarily halting said stream of DPCM encoded NTSC 
video at the occurrance of each horizontal sync pulse, 


(d) inserting a predetermined bit pattern into said DPCM 
stream once for each horizontal sync pulse during said mom- 


entary halt, 


(e) inserting overhead bits into said stream corresponding 
to a standard T3 format, and 


(f) transmitting the resulting stream in a bit serial fashion. 


7. The method of claim 6 which includes the further steps of: 
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(i) periodically, with reference to a T3 clock, halting 
said streams of steps (a) and (b), and 

(ii) inserting a digital word representing audio informa- 
tion into a stream produced as a result of step (c) for 
each halt of step (i). 


8. The method of claim 6 which comprises the further steps of: 


(i) continually comparing a rate directly related to a sub- 
carrier of said NTSC video with a rate directly related to 
T3 rate to produce a frequency code signal, and 


(ii) inserting said frequency code signal into said stream in 
said step (e). 


9. A method of transmitting DPCM encoded NTSC video in a T3 
format comprising the steps of: 


assembling a serial digital bit stream into sequential T3 frames, 
repeating at a T3 frame rate. 


said serial digital bit stream consisting of a sequence of 56 
85-bit digital words, 28 odd and 28 even words, each such word 
including a single control bit and 84 data bits, a Majority of 
said 84 data bits. comprising encoded video, each such odd dig- 
ital word including a single 4-bit nibble of substantially 
only digitized audio data, said digital bit stream associated 
with at least every other frame including a plurality of 4-bit 


nibbles signalling a video scan line start. 

10. An interface for a video encoder arranged to output asyn- 
chronously encoded video and supplemental data in a T3 data 
format and rate for interfacing with DPCM encoded video sampled 


at an integer multiple of a color subcarrier comprising: 


means for inserting DPCM encoded video into a T3 frame, 


63% 


entated A2GI9 ET. 8. oF en ae or 
» bite, (da) Sos fa -agn ae =: 

-smiotn oibue pnisasasugex Stew L[etipls “ EST 96, 
102 (5) geste to sivesx 6 as boouboxg mseisa & o9 


tay qete 20 9 
oan 


(20 sgese zSedi3x02 ond, éeaixinco, soinw 0 minis 20 Borizs 


, 
“due B ot bessisy Yisoexld atex sg etizsegmes yi sunts: 


OF Sstsler yliserifh S352 & fisiw oebly Dery bise to | 
Has .lfsnpie she yonsrpes? +5 souboug oF 4 


ii meBSsize bise osnk fsapie sbos Yousupe:? bise paisaeent 
eri . (@) Gea 


eT « 


ni osbiv D8Th behoons moda enistioenss2 to Sorlsom 
tio eqste 4cde enieltemos 


20 


»-fomext €T Lettasupss osni mB2%32 Fid Iesiplo felree & pnife 


oy 


-O281% smexi €T — +5 pissy 
3d Ico eoneupee £ to paizetenoo mesxge tid Lastipib ‘sie 


eb tow mave 8£ bans Bho Bf . ebsow ts3 ip lb 
20 yslzotem «s pestid SI66 ss 
© Oho dove Asas 


Siow dose m2se 


bas tid Sates efeate 6 pat 
:OShiv Bshoone: pateixgmas esid 6365 
20 elddig sid<-) olpate 8 paibufsni’ Bio 
“Pees meerte tid Ibtiplib bree (2¢88 of bus best egies 
siden’ 20 Ysilewi¢ 6 pribufont smsi2 xzed3o yieve sesof Jem 
| disse ents aye Oebiv « lana 


Ltnasedue 


~ ore 
ae 


-©8 JUG2UO OF bepnsrts rsbo3sne Cebiv & 20% Soelis3H£ 


6355 tT g mi 6355 istnemefoque bins oa 6. 


iv baboons yiax 
belqamse ceahiv fs hoons 


MOGG d3iw patostusdar 202 ofss bas 3 
‘enialzqmo> retussodee sofon 6 to eee: repern 
dost alee, —— 


Smet? ET 5 array cebiv / baboons HONG enbasaent 


U ie 
ii hi 7 
wre By 


a 


i « 
To. 


a 
- _ 

ee 

) 


ABH a, 7 i / 


first means for comparing a video sampling clock directly 
related to said color subcarrier and a T3 signal directly 
related to said T3 rate, and wherein said means for inserting 
includes: . 


means responsive to said first means for inserting data repre- 


sentative of said comparison into said T3 frame. 
ll. The interface of claim 10 wherein said first means includes: 


a delay means responsive to said T3 signal and clocked by said 
video sampling clock, 


a counter clocked by said video sampling clock resetting means 
for resetting said counter in response to said delay means 
reaching a predetermined condition, 


a latch responsive to said counter and clocked each time said 
delay means reaches a difference predetermined condition for 
supplying said data representative of said comparison. 


12. The apparatus of claim 10 wherein said means for inserting 


includes: 


buffer means responsive to sequentially presented video dif- 
ferences and to periodically presented horizontal syne pulses 
for storing the same, 


data read clock means responsive to said T3 rate for generating 
a data read clock, 


coupling means for coupling said data read clock to said buffer 
means for reading said buffer means, 


sync detection means responsive to said buffer means for in- 
hibiting said coupling means for a predetermined time on de- 
tection of a sync pulse read from said buffer means, : 
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supplemental data generating means for generating supple- 
mental data in response to said sync pulse from said buffer 
means, 


multiplexing means including a pair of latches, a first latch 
responsive to video differences read from said buffer means 

and a second responsive to said supplemental data for generating 
a time sequence of said video differences and said supple- 
mental data, 


second multiplexing means responsive to said time sequence and 


to said data representative of said comparison for generating 
a composite time sequence. 
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VIDEO DE-CY-PHAR DESCRAMBLER VIDEO INPUT | 
SIGNAL REQUIREMENTS 


' 
The Descrambler requires two video input signals from the sate- 


llite receiver. One of these is an NTSC Standard (unscrambled) | 


signal as shown in Figure A-1A, which is connected to the 


Descrambler VIDEO BYPASS IN connector. 


The connector on the 


receiver which provides this output is typically labeled 


VIDEO OUT or BASEHEAD VIDEO OUT. 


The second video input to the Descrambler is a VideoCipher II 


scrambled waveform, unclamped and deemphasized, which is con- | 


nected to the Descrambler VIDEO IN connector. The connector 


on the receiver which provides this output is typically labeled | 


COMPOSITE VIDEO OUT. 


The effects of an unclamped NTSD standard waveform should be 


observed at the receiver output as 0 IRE blanking level jitter 


when it is tuned to a standard (unscrambled) signal; this effect 


is shown in Figure A-1B. Figure A-1C shows the effect of NTSC 


standard wavefore which is not de-emphasized. 


If the receiver intended for use with the Descrambler does not 


provide an unclamped, de-emphasized composite video output, it 


Gan probably heheccscicea to do so. 
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DESCRAMBLER ADJUSTMENT PROCEDURES 
VIDEO INPUT (AGC) GAIN ADJUSTMENT (D.C. VOLTMETER REQUIRED) 


The AGC adjustment procedure assumes that the satellite receiver 
is receiving a scrambled waveform and is providing a composite 
video output level of 100mv to 1.3 volts p-p. The receiver 
composite video output must be connected to the Descrambler 
VIDEO IN connector. The Descrambler VIDEO LOOP THRU connector 


must be terminated in 75 ohms, and the Power Switch turned to OFF. 


The Descrambler AGC voltage is set with an input (receiver 
Composite Video output) level of 1 volt p-p. If the Composite 
Video output level of your receiver is known to be 1 volt p-p., 
go to step b. If the Composit Video output level is unknown or 
is other than 1.0 volts p-p, go to step a. 


a. Turn the AGC (VIDEO INPUT) GAIN adjustment fully 
counterclockwise 24 turns or until a click is 
heard, indicating the fully counterclockwise 
position. With the Descrambler connected, turn 
the Descrambler Power Switch to ON. The POWER 


indicator should illuminate and stay on. 


TiLetheiSYNG. lighturs ony go.toestepyb <5. Ftcthe 
SYNC light is not on, turn the AGC GAIN pot 
slowly clockwise until the SYNC light comes on 
steadily. The SYNC light may blink right at 
sync detection threshold, turn the pot just 
past this point. Go to step b. 


b. With the Descrambler Power Switch on, connect 
the positive probe of a d.c. voltmeter (20 Vdc 
scale) to the AGC test point. Touch the neg- 
ative probe to chassis ground. The voltmeter 
should read between -6 Vdc and +12 Vdc. Adjust 
the meter polarity accordingly. If the AGC 
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voltage is transitioning, allow it to stabilize. 
The AGC circuit has a long time constant, and 
a slowly moving voltage in the positive or neg- 
ative direction is normal when syn¢ is first 


acquired. Go to step c. 


The stabilized AGC voltage should be +4.0 Vdc 
+/-0.5 Vdc. If the meter reading is above 

+4.0 volts, slowly turn the AGC GAIN pot clock- 
wise to lower the voltage to +4.0 Vdc. If the 
reading is below +4.0 volts, slowly turn the 
pot counterclockwise to raise the voltage to 
+4.0 Vdc. Allow one minute for the reading to 


Stablize, readjust as necessary. 


When the AGC GAIN pot is set to its maximum 
CCW position, it may take up to 10-15 turns 
to affect the meter reading. If the AGC gain 
adjustment has no affect on the AGC voltage, 


refer to step a above. 


The recommended AGC voltage of +4.0 Vdc +/-0.5 
Vdc may not be achievable with some satellite 
receivers. Adjust the AGC setting as close 

as possible to +4.0 Vdc. Satisfactory opera- 
tion of the Descrambler will result if the 
BRCGwis set within the range.oL +2° Vde> to +9 Vdc. 
This completes the AGC adjustment. 
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& Digital audio scrambling system with errorconditioning, oe. a utiy x RE ah sci Pap cecea Spats isd ae } 
() In the scrambling system, an analog audio signaliscon- errors are detected so) a parity bit chard and compensated for 

. verted into 8 digital signal to provide a sequence of digital by repeating the last received error free signal sample. 

' signal samples. Each digital signal sample is compressed to ea ae ued 

_ provide compressed signal samples having 8 sign bit. three == © > 
exponent bits and seven mantissa bits. Each bit of each com- 
pressed signal! sample is exclusive-OR’d with a unique keys- 
tream to thereby scramble the autio signal. AHamming code ; 
generator generates code bits for correcting singular errors in 
a combination of the sign bit, the exponent bits and the code 

ae bits; and 3 parity bit generator generstes a parity bit for detect- 

ing double errors in @ combination of the sign bit, the expo- 

nent bits and the code bits and for further detecting an error in 

the most significant mantissa bit and/ or the parity bit. The 

bits from 8 plurality of successive compressed, ersror-encoded 

signal samples are interleaved and serialized in order to sepa- 

rete the bits from any single sample by et least a predeter- 

mined duration associated with an FM discriminator click. The 

serialized signal samples are combined to provide two-bit == 

digital words. The digital words are converted to digital PAM : 

data signals. The digital PAM data signals ere converted to an 

ansiog signal to provide the pulse-amplitude-modulated 

signal. The descrambier system descrambies the scrambled 

audio signal. Singular errors in e scrambied signal sample are 

Getetted and corrected by a Hamming error corrector. Double 
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DIGITAL AUDIO SCRAMBLING SYSTEM 
WITH ERROR CONDITIONING 


BACKGROUND OF THE INVENTION 

The present invention generally pertains to audio 
signal processing and is particularly directed to improved 
audio signal scrambling and digital scrambling systems with 
error conditioning. 

There are several prior art systems for scrambling and 
descrambling audio signals, including systems wherein an 
analog audio digital signal is converted to digital ee 
samples, and the bits of the samples are exclusive-orR'd 
with the bits of a unique keystream to scramble the signal. 

There also are several prior art systems for 
conditioning Gigital signals for error detection and 


‘ correction, including systems utilizing a Hamming code 


generator. 
SUMMARY OF THE INVENTION 

In one aspect of the present invention an audio 
scrambling system converts an analog audio signal into a 
digital Signal to provide a sequence of digital Signal 
samples corresponding to the analog audio Signal; 
compresses eacn digital signal sample to provide compressed 
Signal samples having a sign bit, a first given number of 
exponent bits and a second given number of mantissa bits; 
exclusive-OR's each bit of each compressed signal sample 
with a unique encryption keystream to thereby scramble the 


‘audio signal; generates error detection and correcting bits 


for eacn compressed signal sample and adds the _ generated 
bits thereto to provide error-encoded, compressed signal 
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samples. The error detection and correcting bits are 
generated by generating code bits for correcting Singular 
errors in a combination of the Sign bit, the exponent bits 
“and the ‘code ‘bits; and by ‘generating. a parity bit “for. 
Getecting double” errors in a combination of the sign bit, 


the exponent bits and the code bits and for further 


Getecting an error in the most significant mantissa bit 
and/or the parity bit. | i ; ; 

Preferably bits from a Plurality of successive Samples 
are interleaved and serialized in order to separate the 


bits: from any single sample by at least a predetermined 
duration associated with agiven type of interference 


Pa 


Signal, such as a burst error associated with an FM 


_ discriminator Cuvek. | Individual bits from the serialized, 


interleavea, _error- encoded, compressed Signal samples 


eR 


- Gerived from the audio signal are combined to provide 


digital words; and = 
the digital words are converted to an analog Signal 

having a leyel related to the binary value of the digital 

words. | For a preferred embodiment, wherein the scrambled | 


_ audio signal is derived from the audio portion of a 


“television “signal ‘and ‘scrambled for insertion in a 


“scrambled television signal, each interval of the error-_ 
_encodea, ‘compressed scrambled Signal corresponding Porthe 


“duration of a video signal line is time compressed into an 
interval corresponding to the duration of a video signal 
horizontal sync pulse; and the time-compressed intervals of 
Saiag time-compressed SEE are transmitted at the video 
Signal line rate. 
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The descrambling system of the present invention 
descrambles audio signals that are scrambled and error 
conditioned by the audio scrambling system of the present 
invention. The audio descrambling system detects singular 
errors in the combination of the sign bit, the exponent 
bits and the codes bits of each scrambled signal sample and 
corrects “the singular error; detects double errors in the 
combination of the sign bit, the exponent bits and the code 
bits and further detects an error in the most’ significant 
mantissa bit and/or the parity bit of each scrambled signal 
Sample and repeats the last previous error free _ signal 
sample to compensate for the detected double error and/or 
for the further detected error; exclusive-OR's each bit of 
each - scrambled, compressed signal sample with the unique 
encryption keystream to thereby descramble the audio 
Signal; expands each compressed signal sample into a 
digital signal sample that can be converted into the analog 
audio signal by digital-to-analog conversion; and converts 
the digital signal sample into the original analog audio 
signalval. t ! . . 

When the scrambled signal was derived by interleaving 
serializing the interleaved bits in order to separate the 
bits from any Single sample by at least a predetermined 
duration associated with a given type of interference 
signal, the descrambling - system Geserializes the 


interleaved bits; and Geinterleaves the deserialized bits 


to reconstitute the signal samples. 
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When the scrambled signal was derived by combining - 
individual bits from the serialized, interleaved, error- 
encoded, compressed signal samples derived from the audio 
signal to provide digital words and by converting the 
digital words to.a scrambled analog signal having a level 
related to the binary value of the digital words, the 
Gescrambling system converts the scrambled analog signal 
into the digital words; and separates the digital words 
into the serialized, interleaved, error-encoded, compressed 
signal samples. eine ae 

When each interval of the error-encoded, compressed, 
scrambled signal corresponding to the duration of a video 
Signal line was time-compressed into an interval 
corresponding to the duration of a video signal horizontal 
Sync pulse and inserted at the video signal line rate in a 
video signal containing a color burst signal during each 
video signal line; the descrambling system time-expands 
each time-compressed interval of the scrambled signal into 
an interval corresponding to the duration of a video Signal 
line; wherein the time expansion is synchronized in 
response to the color burst signal. 


Additional features of ‘the present invention are 


-described in relation to the description of the preferred 
embodiment. ees SERS Ae Oe SS We; ae 
“BRIEF DESCRIPTION OF THE DRAWING | 


Figure 1 is a block diagram of the preferred 
embodiment of the audio scrambling system of the present 


invention. 
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Figure 2 shows the signal to quantization noise vs. 
input level characteristic of the compression system in the 
scrambling system of Figure l. 

Figure 3 is a block diagram of the’ signal-compression 
portion of the compression system in Figure 1. 

Figure 4a is a block diagram of the A-channel 
interleaver in the system of Figure l. 

Figure 4b is a block diagram of the  B-channel 
interleaver in the system of Figure l. 

Figure 5 is a block diagram of the . preferred 
embodiment of the audio descrambling system of the present 
invention. ; 

Figure 6a is a block diagram of the  A-channel 
deinterleaver in the system of Figure 5. 

Figure OD iss aya block ‘diagram of the Bechanheas 
Geinterleaver in the system of Figure 5. 

Rigucé 411s a.block. diagram of » the signal-expansion > 
portion of the expansion system in the system of Figure 5. 
DESCRIPTION OF THE PREFERRED EMBODIMENT 

The preferred embodiments of the digital audio 
scrambling and descrambling systems are used in the video 
scrambling and descrambling systems Gescribed in a co- 
pending U.S. Patent Application by Klein S. Gilhousen and 
Charles F. Newby, Jr. filed on even date herewith for “Key 
Signal Encryption and Distribution System for Controlling 
Scrambling and Selective, Remote Descrambling of Television 
Signals" and in a co-pending U.S. Patent Application by 
Jerrold A. Heller and Woo #. Paik filed on even date 
herewith for “Video Scrambling and Descrambling Systems", 


wherein they are referred to as "audio processors", The 
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same reference numerals are used for like components 
described both therein and herein. The entire disclosures 
of both co-pending applications are incorporated herein by 
reference. 

Reterring to Figure 1, the preferred embodiment of the 
digital audio scrambling system includes a first analog-to- 
Gigital (A/D) converter 104, a second A/D converter 105, a 
multiplexer (MUX) 106, a data compression system 107, a 
first exclusive-OR logic element 108, a Hamming Code and 
parity bit generator 109, a second exclusive-OR logic 
element 110, an A-channel register lll, a B-channel 
register 112, an A-channel interleaver 113, a B-channel 
interleaver 114, I-bit multiplexers 115, Q-bit multiplexers 
116, an I-bit converter 117, a Q-bit converter 118, a FIFO 
queve 119, a shift register 120, a _  pvulse-amplitude- 


‘modulated (PAM) data converter 121 and a_ digital-to-analog 


(D/A) converter 122. 

The audio scrambling system ro) me ae Me fo y t- ee t scrambles 
stereo audio signals received on A channel 46a and B 
Channel 46b. The A/D converters 104, 105 convert analog 
audio signals on A and B channels 46a, 46b into 15-bit 
digital signal samples on lines 123 and 124 corresponding 
to the respective analog audio signals. The A/D converters 


104, 105 sample the analog audio signals at a sampling rate 


of 44.055 kHz, which is the same as the sampling rate for 


NTSC video tape recorders. There are several reasons for 
this choice. Coherence with the video signal decreases the 
Overall hardware complexity. This reduces costs’ and 


increases reliability. The consumer hardware currently 
availaole, VTR adapters and soon to be released Compact 
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Disc digital audio system, are compatible with this rate. 
A f£ud) twenty kHz frequency response is possible with 
44.055 kHz which is not the case with 32 kuz. 

Another reason to chose 44.055 kHz over 44.1 kHz lies 
in the video taping process. The 24 Hz cinema frame rate 
is converted to 30 Hz by repeating one frame in five, and 
the color frame rate, 29.97 Hz, is then created by Slowing 
down slightly. However, for the video and audio to remain 
synchronous, the audio must also be slowed. The analogous 
procedure for audio would be to transcode 48 kHz Gigital 
audio to 44.1 kHz (assuming one didn't have 44.1 kHz to 
start with) and then play back the tape with the audio at a 
ft 0oo kz race. This is the case because the ratio of 
30/29.97 is exactly equal to 44.1/44.055. Since 48 kHz to 
44.1 kHz transcoding will be required for compact disc 
production, no new hacdware will be required for 
transcoding if 44.055 kHz is the sampling rate, And, 
finally, a considerable effort is being expended by 
industry toward cost reductions related to the Compact Disc 
system. Future satellite systems can utilize this 
advantage. The digital audio sampling rate clock is 
generated by dividing a four-times-color-burst (14.318 
MHz)-derived clocking signal by 325. Be onck pie 

The multiplexer 106 includes fifteen 2-to-l)Sline 
pultiprexers: which operate at the Sampling rate of 44, 955 
kHz to place. ‘alternating ee bit Samples from channels A and 
B onto lines 125. 

The compression system 107 compresses ‘the fifteen-bit 
digital Signal sample on lines 125 into an eleven-bit 
signal sampie on lines 126 having a sign bit S, three 
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exponent bits Ef, El and E2 and seven mantissa bits MB, 
Ml, M2, M3, M4, MS and M6. The signal-to-quantization 
noise vs. input level characteristic for the compression 
system 107 is shown in Figure 2. 

Reterring to Figure 3, the compression system 106 
includes a sign and exponent read only memory (ROM) 127, a 
mantissa ROM 128 and an exclusive-OR logic element 129; 
The seven most significant bits of the 15-bit digital 
Signal sampie on lines 125 are used to address the sign and 
exponent ROM 127, which in turn provides the sign and 
exponent bits on lines 130. The seven least’ significant 
bits of the 15-bit digital signal on lines 125 and the sign 
and three exponent bits on lines 130 are combined to 
address the mantissa ROM 128, which provides the seven 
mantissa bits on lines 131. The 15 to 11 compression é€ode 
implemented by the combination of the sign and exponent ROM 
127 and the mantissa ROM 128 is set forth in Table i8 
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TABLE l 


| 15 to 11 COMPRESSION 

INPUT BINARY OUTPUT BINARY 
SIGN EXPONENTS MANTISSA 
1 te J E 
110 
101 
100 
011 
010 
001 
000 
000 
001 
010 
011 
100 
101 
110 
lll 
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The exclusive-OrR element logic 129 scrambles the 
mantissa bits on lines 131 by exclusive-OR'ing them 
the most significant exponent bit Eonandine, 130a. 
compressed digital Signal sample consisting of 
scrambled seven mantissa bits on lines 126b ani the 


seven 
with 
The 
the 


Sign 


and three exponent bits on lines 126a are scrambled by the 


exclusive-OR logic element 108, which exclusive-OR's 


compressed digital signal sample on lines 126 with 


each 


eleven 
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bits of a unique keystream provided on 132 from a keystream 
register 133 to provide a scrambled compressed signal 
sample on line 134. Preferably, the keystream provided in 
accordance with the Data Encryption Standard (DES) 
algorithm, © The unique keystream is provided to the 
keystream register 133. via line 100 from a_ keystream 
generator (not shown). : 

The Hamming code and parity bit generator 109 
generates error detection and correction bits for each 
compressed signal sample on lines 134 and adds the 
generated bits thereto to provide error-encoded, compressed 
Signal samples on lines 135. The parity bit is provided on 
line 135a and the remaining bits are provided on ‘lines 
135D. 

The exclusive-OR logic element 110 scrambles’ the 
pacity bit on line 135a with a keystream bit on line 136 
from the keystream register 133. The scrambled parity bit 
is provided on line 135c. 

The. Hamming code generator portion of generator 109 
generates three code Dics Co ;e)Cleandic2- “for - correcting 
Singular errors in a combination of the sign bit 5S, the 
exponent bits Eg”, El“and E2 and the code bits Cf, Cl ° and 
C2. Code bit C$ is generated by exclusive-OR'ing the Sign 


bit S, exponent bit Ef and exponent bit E2. Code bit Cl is 


generated by exclusive-OR'ing the sign bit S, exponent bit 


“EB and exponent \bit El. Code bit C2 is generated by 


exclusive-OR'ing exponent bits Ef, El and £2. The Hamming 
code for generating the code Bits.CZ; Cl.andsC2- is shown in 
Table 2. 
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TABLE 2 


RAMMING CODE 


C2 Cl CA S E2 El ES 

0 0 0 0 0 0 0 

1 1 1 0 0 0 1 

1 1 0 0 0 7 0 

0 0 i 0 0 1 vie 
1 0 1 0 1 0 0 

0 1 0 0 1 0 1 

0 1 a 0 1 ae 0 

1 0 0 0 1 1 1 

0 1 1 1 0 0 0 

1 0 0 1 0 0 1 

1 0 1 1 0 1 0 

0 1 0 1 0 1 a 
1 1 0 1 1 0 0 

0 0 1 1 1 0 1 

0 0 0 1 1 nal 0 

1 jevubichl 1 1 1 =i 


The parity bit generator portion of the generator 109 
generates a_ parity bit for detecting double errors in a 
compination of the sign bit S, the three exponent bits and 
the three code bits and for further detecting an error in 
the most significant mantissa bit and/or the parity bit, 


‘The parity bit P is generated by exclusive-OR'ing the sign 


S, exponent bit El, exponent bit E2, mantissa bit M6 and 
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c 


The ercror-encoded signal samples derived from the A- 
channel 46a are buffered in the A-channel register 11] and 
the error-encoded signal samples derived from the B-channel 
46b are buffered in the B-channel register 112. 

The A-channel signal sample is provided on line 137 
from the A-channel register lll to the A-channel 
interleaver 113, which interleaves bits from a plurality of 
successive A-channel samples. The construction of the aA- 
channel interleaver 113 is shown in Figure 4a, wherein each 
block is a one-sample-period delay element. It is seen 
from Figure 4a that bits M6 and Eg are not delayea; hits 5 
and M2 are delayed by one sample period; bits MS and C2 are 
deitayed by two sample periods; bits E2 and Ml are delayed 
by three sample periods; bits M4 and Cl are delayed by four 
Sample periods; bits £1 and Mf are delayed by five sample 
periods; and bits P, M3 and Cf are delayed by six Sample 
periods. 

The B-channel signal sample is provided on line 138 
from the -B-channel register 112 to the | B-channel 
interleaver 114, which interleaves bits from a plurality of 
successive B-channel samples. The construction of the B- 
channel interleaver 114 is shown in Figure 4b, wherein each 
block is a one-Sample-period delay element. TUS" seen.s 
from Figure 4b that bits S and M3 are not delayed; bits m6 
and C2 are delayed by one sample period; bits E2 and M2 are 
deiayed by-two sample periods; bits M5 and Cl are delayed 
by three sample periods; bits El and Ml are delayed by four 
sample periods; bits m4 and Cf are delayed by five sample 
periods; and bits P, Ep and Mf ace delayed by six sample 
periods. 
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The combination of the I-bit multiplexers 115, the Q 
bit multiplexers 116, the I-bit converter 117 and the Q-bi 
converter 118 cooperate to Serialize the interleaved bit 
on lines 139 and 140 from the A-channel and B-channe 
interleavers, 113, 114 respectively in order to separat 
the bits from any single signal sample by at least 
predetermined duration associated with a given type o: 
interference signal. 

Burst errors typically are caused by FM di $arininaton 
clicks. By separating the bits from any single sample by 
at least the duration of an FM discrimination click, it is 
possible to spread the error burst so that only one bit ir 
eacn error encoded signal sample on lines 137 and 138 is 
affected, whereby single bit errors can be detected -anc 
corrected by a Hamming code error corrector in the 
descrambler, Empirical results indicate that a separation 
distance of seven sample periods is adequate for error 
bursts associated with FM discriminator GrICKs. 

Two-bit edigital words containing bits I=ang. O° -are 
provided serially on lines 141 and 142 from the I-bit 
converter 117 and the Q-bit converter 118, The JI-bit 
converter 117 is a 15-bit parallel-to-serial converter for 
providing the I-bit on line 141. The O-bitlconverter 119 
is a 15-bit parallel-to-serial converter for providing the 
Q-bit on line 142. The two-bit digital word on lines 14] 
and 142 subsequently is processed in such a manner (as 
described betow) that there is a lower error rate in the J- 
bit position. The I-bit multiplexers 115 and the Q-bit 
multipsexers 116 combine the interleaved signal Samples on 


lines 139 and 140 to place the sign bit S, the exponent 
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bits Eg, El and £2,. the code bits cg, Cl and C2 from both 
the A and B channels and the Pasity bit P from the a- 
channel . ine Chel .I—-bitweoosition in the Gigital word by 
providing these eight to the I-bit converter 117, and to 
place the mantissa bits Mf through M6 from both the A and B 
channels and the parity bit P from the B Channel in the Q- 
bit position in the digital word by providing these eight 
bits to the Q-bit converter 118, 

Table 3 shows the serialization in time, the delay 
accomplished by interleaving, and the Placement in the 
respective I and Q bit positions of the a and B- channel 
Signal samples on lines 137 and 138 accomplished by the 
interleavers 113, 114, the multiplexers 115, =ENG and the 
convecters 11777118. 
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TABLE 3 
TIME DELAY I Q 
0 6 P-A P-B 
1 4 0 S-B M6-A 
2 1 S-A M6-B 
3 2 E2-B NS-A 
4 3 E2-A MS-B 
5 4 El-B M4-A 
6 5 El-A M4-B 3 
7 6 Ef-B M3-A 
8 0 EZ-A M3-B 
9 1 C2-B M2-A 
10 2 C2-A M2-B 
11 3 C1-B M1-A 
a2 4 ~C1-A M1-B 
13 5 Cf-B MB-A 
14 6 
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in, the Bet oecded embodiment, wherein the scrambled 
audio signals are the audio portion of a television Signal, 
the digital word signals on lines 141 and 142 are time- 
compressed by the FIFO queve 119. The FIFO gueve 119 time- 
compresses each interval of the digital-word signals 
corresponding to the duration of a video signal line into 
an interval corresponding to the duration of a video Signal 
horizontal sync pulse. Each time-compressed interval of 
Signals is provided on lines 143 from the FIFO queue to the 
shift register 120 at the video signal line rate during the 
period normally occupied by the horizontal sync pulse in an 
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NTSC -video signal line. During horizontal sync pulse 
interval, the two-bit words are provided on line 143 at a 
rate of 7.16 megasymbols per second. Forty-two birt "pairs 
per horizontal sync pulse interval are sent, This 
corresponds to 42 bits for each of the two audio channels 
or 2.8 samples per channel per horizontal sync interval. 

The time-compression and timing functions of the FIFO 
gueve 119 are synchronized and clocked in response to 
synchronization control and timing Signals'provided on line 
102 in response to synchronization control and timing 
signals generated in response to the detection of the color 
burst in the video signal. The derivation of the 
synchronization and timing signals on line 102 is describeg 
in more detail in the aforementioned U. St Patent 
Application by Jerrold A. Heller and Woo H. Paik. 

The two-bit digital words in the shift register 120 
are converted by the PAM data converter 121 into g-bit 
digital PAM data signals on lines 95, which when converted 
into an analog signal by digital-to-analog conversion 
provide a pulse-amplitude-modulated Signal having a leve} 
related to the binary value of the digital words. The 
level coding is shown in Table 4. Decision thresholds are 
at.10, 30 cana 30: IRE units? 
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260, a parity check logic element 261, a second exclusive- 
OR wlogice element. 4262; an error compensator 263, an 
expansion system 264, a demultiplexer 265, a first D/A 
converter 266, and a second D/A converter 267. 

The A/D converter 250 converts a _ scrambled analog 
audio Signal received on line 227 into an 8-bit Gigital PAM 
data signal which is provided on lines 269 to the PAM data 
Getector 251. The PAM data detector 251 converts the PAM 
data signals on lines 269 into two-bit digital words in 
accordance with the level code set forth in Table 4 and 
provides the two-bit digital words on lines 270 to the FIFO 
queue, 

The FIFO queve 252 time-expands the time-compressed 
intervals of the Gigital word signals on lines 270 so that | 
the digital words occurring on line 270 during an interval 
corresponding to the duration of a horizontal Sync. pulse 
are provided at regular intervals over an prainterva) 
corresponding to the duration of an NTSC video signal line, 
The operation of the FIFO queve 252 in expanding the time-— 
compressed digital word Signals. on lines 270 is 
“synchronized and clocked in response to Clocking signals 
and synchronization control signals provided on lines 243. 
The synchronization control signals on lines 243 are 
Gerived in response to detection of the color burst Signal 
in the original video signal. Such derivation is described 
in the aforementioned U.S. Patent Application by Heller and 
Paik. 
The FIFO queue 252 converts the serial digital words 
on lines 270 into parallel 15 bit signals and demultiplexes 
the these 15-bit signals into the interleaved Signal 
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samples derived from the A-channel and B-channel 
interleavers 113 and 114, respectively, in the scrambling 
system of Figure l. The 15-bit A-channel signal is 
provided - on lines 271 to the A-channel deinterleaver 253% 
and the 15-bit B-channel signal is provided on lines 272 to 
the B-channel deinterleaver 254, 

The A-channel deinterleaver 253 deinterleaves the 
interleaved signal sample on lines 271. to provide a signal 
sample on lines 273 where all of the bits are from a single 
signal sample provided on A-channel lines 137 to the aA- 
cnannel interleaver 113 in the audio scrambling system of 
Figure... The construction of the A-channel deinterleaver 
253 is shown in Figure 6A, wherein each block is a  one- 
sample-period delay element. It is seen from Figure 6A 
that bits Cf, M3 and P are not delayed; bits mg and El are 
delayed by one sample period; bits Cl and M4 are delayed by 
two sampie periods; bits Ml and £2 are delayed by three. 
sample. periods; bits C2 and M5 are delayed by four sample 
periods; bits M2 and S are delayed by five sample periods; 
and bits Eg and M6 are delayed by six sample periods, 

The B-channel deinterleaver 254 deinterleaves the 
interleaved signal sample on lines 272 to provide a_ signal 
sampie on lines 274 wherein all of the bits are from a 
single sample provided on B-channel lines 138 to the pB5- 
Channel interleaver in the audio scrambling system of 
Figure l. The construction of the B-channel deinterleaver 
254 is shown in Figure 6B, wherein each block is a one- 
sample-period delay element. It is seen from Figure 6B 
that bits Mf, Ef and P are not delayed; bits Cf and M4 are 
delayed by one sample period; bits Ml and El are delayed by 
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two sample periods; bits Cl and MS are Gelayed by three 
Sample periods; bits M2 and £2 are delayed by four sample 
periods; bits C2 and M6 are Gelayed by five sample periods; 
and bits M3 and S are delayed by six sample periods, 

; It is seen from Figures 4 and 6 that the combined 
Geiay time for each of the bits in each of the channels is 
six sample periods. : 

Table 5 shows the relationship between the serialized 
digital word signals on lines 270 and the delay provided by 
the deinterleavers 253 ang 254 to provide the bits for the 
A and B_ channel signal samples on lines 273 and 274; 
respectively. 


: TABLE 5 
TIME DELAY 7 Q 
eee 0 CO-A NO-B 
1 a CO-B MO-A 
2 2 Cl-A M1-3 
3 3 C1-B M1-A 
4 E 4 C2-A M2-B 
5 5 C2-B M2-A 
6 6 EO-A M3-B 
7 0 EO-B M3-A 
8 1 El-A M4-B 
9 2 El-B M4-A 
10 3 : E2-A MS-B 
iy 4 E2-B M5-A 
12 5 S-A M6-B 
13 6 S-B M6-A 
14 0 P-A P-B 
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The deinterleaved signal samples on lines 273 and 274 
are provided to the A-channel register 255 and the B- 
channel register 256 and multiplexed by the multiplexer 257 
to provide the parity bit P on line 275; the exponent bits 
Ef, El and E2, the code bits Cf, Cl and C2 and the Sign bit 
S on lines 276; and the seven mantissa bits Mf through M6 
on lines 277. 

The Hamming code error corrector 259 examines the 
three code bits on lines 276 to detect singular errors in 
the combination of the exponent bits, code bits and sign 
bit and corrects any such singular errors. The three 
exponent bits and the sign bit corrected as necessary. are 
provided by the Hamming code error corrector on lines 278. 
The error detection code employed by the Hamming code error 
corrector is shown in Table 6. 


TABLE 6 
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BIT IN ERROR 
NO ERROR 
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The exclusive-OR logic element 260 exclusive-OR's the 
pacity bit P on line 275 with one bit of a unique keystream 
on line 279a from the keystream register 258 that is 
identical to the bit provided on line 136 to scramble the 
parity bit P on line 135a in the scrambling system of 
Figure l. The exclusive-OR logic element 260 thereby 
provides a descrambled parity bit on line 280, which is 
processed by the parity check logic element 261 with the 
most significant mantissa bit M6 on line 277a and the 
error-corrected sign and exponent bits on lines 278 to 
Getect double errors in the combination of the sign and 
exponent bits and the code bits on lines 276 and to further 
detect an error in the most significant mantissa bit and/or 
the parity bit. Such errors are detected when the parity. 
check does not result in unity. The vparity check is 
accomplished by exclusive-OR'ing the bits provided to the 
parity check logic element 261 on lines*2ivari21 0 manck?e0e 

The exclusive-OR logic element 262 descrambles_ the 
seven mantissa bits on lines 277 and the sign bit and three 
exponent bits on lines 278 by exclusive-OR'ing these eleven 
bits with eleven bits of a unique keystream on line 279b 
from the keystream register 258 that are identical to the 
keystream bits provided on lines 132 to scramble the sign 
bit, three exponent bits and seven mantissa bits on lines 
126 in the scrambling system of Figure Lis 

The keystream bits provided by the keystream register 
on lines 279 are provided to the keystream register via 
lines 242 from a keystream generator (not shown), The 
system for providing a unique keystream to the keystream 
register 258 via lines 242 in the descrambling system of 
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exponent bits Ef, El and E2 and the Sign bit S on lines 

284c to address the mantissa ROM 205 ,pewnich. in turn 

provides the eight least significant bits of the expanded 

digital signal sample on lines 285a. The sign bit § ana 

5 three exponent bits Ef, El and E2 on lines 285c also are 

used to address the sign and exponent Rom 289, which in 

turn provides the seven most significant bits of the 

expanded digital signal sample on lines 285b. The J1 to 15 

expansion code implemented by the combination of the 

10 mantissa ROM 288 and the sign and exponent ROM 289 is set 
forth in Table 7, 
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The demultiplexer 265 separates the A-channel and B- 
channel digital sample signals provided sequentially on 
lines 285 and provides the separated signal samples on 
lines 291 and 292 respectively to the first and second D/A 
converters 266 and 267. 

The first D/A converter 266 converts the A-channel 
digital signal samples on lines 291 to an analog audio 
Signal on A-channel line 161a; and the second D/A converter 
267 converts the B-channel digital signal samples on lines 
292 to an analog audio signal on B-channel line 161b. 


on 
-f as lsaneco-A edd esde3eqes Jes Jaxeigsziunwed ent 
{atinsupse bebivorq alanpte sigaua ‘Saitpis fennedo : 
se Lenpie 6899636q92 3n2 zebivesq Bas 288 eoatl 


10 6«6Y¥t 
- « lie | 
e x - oh a . 4 
A bnose2 Sne Jegs?d 203 
i tSvt 
: 7 + nc yi 
vnes 5 
> } « t 
z f ard 


zecil no e#eiqnee isapte Ieitipib 


i 
* 


i - 
; 
53 yLevisosqeer S0€ Soe icf aenil 
.¥as Bre 88S e19fxeva09 

Sa¢ ssJisvaos AVG Berit sct 


(6lal ealt Lennsde-A no fonota 


{sijipib lenanédo-8 od3 Siievoos Vet 


no Iscapia ol6me pollens as oF 226 


1 


0127382 


15 
46a 
~ is It 4126 
105 MUX COMPRESSION 


109 35). ul 
SO SING See Peete 5 


PARITY BIT 
GENERATOR 


peacoat 
REGISTER ea 


INTERLEAVER 


119 120 121 122 
Firo 12 SHIFT 2 | Pam vata | 8 ee 
QUEUE ya REGISTER CONVERTER] 95 

SYNC 

102 


FIGS 


ScScy\ 


: Fike U ~oes 
7 Slee | 8 es 
a >t av ff i a 
: : 
, or AS ee 
i j i, = 
o— - - ; -~ a e f 1. (AIJAIIM 
: : | ASTRIVs : XUN! | 
L ‘ ee a — 
; wii aia ‘ 
} ‘ Ln se —_— f > — . ‘ ( 6 
; g ith =-O > 7 — Za ares 
oe a4 ~ + RATHSVUC ~ 2 XuMi Pee a 
eakendbiaied met | : a peas (nr AAS IASTM 
; | a _¢ bi 
? 1A) 
! 
(S51 cht eED 
7 — ees —— on et ee ee 
xn $I A ATAg Maa | 3 | Fae 
tet NG weed ~ : 
. |__| ‘ee | RaTAIVMOD . Azt20OMH 


———E—— Pty T H oh: 
|” if] ROTAR an a9 | ies Bik WAIAT2Y IA} 
ir a Smeal = RATSIO3SA 
. Q ie = ; —— 


vO} 
t. § . a 
ah ft WOIZ2IPIM GD porte p— 


a en 


<netagtanceeneenmaparcmns 


‘cc, ¢ 
<a 2 dan). Bl > en 
‘ . a) DUIMMAM 9) 


a “a 
ris ¥TIRes 4 mat EL Es Mai 
| 


h tree oa . 2 ; 
aTzIO3A TT Tees | OMe sods (ar — | 
H+} 
id 


La rennet 


012738 


e715 


“90 -80 -70 -60 -50 -40 -30 -29 -19 oO 
SIGNAL TO QUANTIZATION NOISE VS. INPUT LEVEL +20 dbm 


MANTISSA 
ROM 


SIGN ANDO 


EXPONENT 
ROM 


FIG._7 


rs to 


evs 


~ 
~~ 7 
] ~ 
~~ 4 ~ 
\ 
i * 
} 
a 
: 
: 
f 
. oN 
L____-+__- — a ae 
o oi , Oe OR OR) Cae Oe OR OR 
rec) 2y 32to" VOITA S/ FMAULC Oy ,jAMDI2 
= a eel aan 
35) Ola Ps 


fe Ss ——— ae | 


&. O peroryt R [ova woz | + eh 

—— , ASSTTA AR - ‘ br nae : c 
. i if ¢ tS 2 ae L. a : oe Les “1 ane 3 + | a ; 
a ee ; / Md es 


ee 


me. F ot Ae « ¥ “OWA TET 
———4 THIMOAXF 
: MOR 


—— a rE 


—— 


(8&5 


OM 2S ee 


So 
ro 
A 
- 


0127382 


4/5 
250 25h ebga Pe IS 


. en 8 PAM DATA 2 FIFO 
227 269 DETECTOR 270 QUEUE 


SYNC AND TIMING 243) 


271 


B 
OEINTERLEAVER 


PARITY 


Ae 


HAMMING 
CODE ERROR 
CORRECTOR 


266 


O/ 
285 267 
O/ 


edge 


242) [KeYSTREAM] !¢ 


A 
16lb 


ee 
125 


Cl e — wy | 
j~———{ ow | 33 ATA) MOR 
| if 30390 Ors AOTISTIG 
. — a a : — 
} 


. . CoS aWiMIE GMA OMYE 


—< 


( 


' 
| 


- tes 
ae | Zz A 
= ———— pag a y | RAVAQIRITHISG 


| —} ut bas 
|) - > Pe ee 
z a F, epam | AsvetoaR ; sea RIVAZIASI WIIG) 
Lo . yess. yrinas 
Coe 
Ta 4 atS 2S ee 


ETT) Te 
Roan BOO) 
ROT? 


oy i fe 0127382 


TABLE 4 


LEVEL CODING 
TRANSMITTED 
LEVEL (IRE UNITS) 
ken O 
40 
20 
0 


Oo oO KF F- 
Co fHM FY Oo 


The D/A converter 122 converts the digital -PAM data 
Signals on lines 95 to provide pulse-amplitude-modulated 
scrambled audio signals on line 145. 

In the preferred embodiment, the scrambled audio 
signal is communicated as a component in a ‘scrambied 
television signal during the interval normally occupied by 
the horizontal sync pulse in a video Signal pline. The 
insertion of the scranbled audio signal in the scrambled 
television signal is described in the aforementioned U.S. 
Patent Application by Heller and Paik. 

The preferred embodiment of the audio Signal 
descrambling system is shown in Erguce.S = It descrambles 
scrambled audio signals scrambled by the scrambling system 
of Figure l. ne ‘ 

The descrambling system includes an A/D converter 250, 
a PAM*data-detector-25) + a-FIFO queue 252,..an.__.A-channel 
deinterleaver 253, a B-channel deinterleaver 254, an a- 
channel register 255, a> -B-channel-—register 4256, a 
multipiexer 257, a keystream register 258, a Hamming code 
error corrector 259, a first exclusive-OR logic element 
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CLAIMS 


7. A system for scrambling an audio signal, comprising 

means for converting an analog audio signal into a 
digital “signal .2fonsprovide a.sequence of. digital: signal 
samples corresponding to the analog audio signal; 

means for compressing each digital signal sample to 
provide compressed signal samples having a_ sign bit, a 
first given number of exponent bits and'a second given 
number of mantissa bits; 

means for exclusive-OR'ing each bit of each compressed 
signal sample with a unique encryption keystream to thereby 
scramble the audio signal; 

means for generating error detection and correcting 
bits for each compressed signal sample and adding: said . 
generated bits thereto to provide error-encoded, compressed 
signal samples, wherein the generating means comprises 

means.“ for generating code bits’ for correcting 
Singusacemer rors if eancombination ofvthe ssign bit, the 
exponent bits and the code bits; and } 
means for generating a parity bit for detecting 

double errors in a combination of the sign bit, the 

exponent.. bits) /and,, the...code. bits and for further 

detecting an error in the most significant mantissa bit 


and/or parity bit. 
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2% A system according to Claim 1, further comprising 
means for interleaving bits from a plurality of 
successive samples; and 
means for serializing the interleaved bits in order to 
Separate the bits from any single sample by at least a 
predetermined duration associated with a given type of 
interference signal. 


ce A system according to Claim 25 “wherein the 
predetermined duration corresponds to the duration of a 
burst error associated with an FM discriminator click, 


4. A system according to Claim 2, further comprising 
means for combining individual bits from the 
Serialized, interleaved, error-encoded, compressed signal 
samples derived from the audio signal to provide digital 
words; and Sas 
means for converting the digital woras to an analog 
Signal having a level related to the binary value of the 


digital words. 


5S. A system according to Claim 4, wherein the means for 
converting the digital words comprises 

means for converting the digital woras to digirdl PAM 
data signals which when converted to an analog signal by 
digital-to-analog conversion, provide a pulse-amplitude- 
modulated signal having a level related to the binary value 
of the digital words; and 
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means for converting the digital PAM data signals to 


said analog signal to provide said pulse-amplitude- 
modulated signal. 


6:5 A system according to Claim 2, wherein the audio 
signal includes stereo audio Components and the’ aforesaid 
means provide separate interleaved, ecror-encoded, 


compressed signal samples for the respective stereo audio 
components, the system further comprising 

means for combining individual bits from the separate 
interleaved, €rrorc-encoded, compressed signal Samples for 
the respective stereo audio components to provide a_ series 
of two-bit digital words, wherein the exponent bits and the 
code bits occupy the bit position in the Gigital words 
having the lower error rate and the mantissa bits occupy 
the other bit position in the Gigital words; and 

means for converting the digital words to an analog 
Signal having a level related to the binary value of the 
digital words, 


Te A system according to Claim 6, wherein the means for 
converting the digital words comprises | 

means’ for converting the digital woras to digital pay 
data signals which when converted to an analog Signal by 
digital-to-analog conversion, provide a pulse-amplitude- 
modulated signal having a level related to the binary value 
of the digital words; and 

means for converting the digital PAM data signals to 


said analog signal to provide said pulse-amplitude- 
modulated signal. 
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&. A system according to Claim1l, further comprising 
means for exclusive-OR'ing the parity bit of each 
error-encoded sample with a bit from the unique encryption 


keystream. 


9. A system according to Claim l, wherein the means for 
exclusive-OR'ing the bits of the compressed signal sample 
does so prior to generation of the code bits by the 


generating means. 


10. A system according to Claim 1, further comprising 

means for time-compressing each interval of “said 
error-encoded, compressed scrambled signal corresponding to 
the duration of a video signal line into an interval 
corresponding to the duration of a video signal horizontal 
syne pulse; and | 

means for transmitting said time-compressed intervals 
of said time-compressed signal at the video signal line 
rate. | 
ll. A system for scrambling an audio signal, comprising 

means for converting an analog audio signal into a 
digital signal to provide a sequence of digital signal 
Samples corresponding to the analog audio signal; 

means’ for ‘compressing each digital signal sample to 
provide compressed signal samples having a sign bit, a 
first given mumber of exponent bits and a _ second given 
number of mantissa bits; . 

means for interleaving bits from a plurality of 


successive samples; and 
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means for serializing the interleaved bits in order to 
separate the bits from any single sample by at least a 
predetermined duration associated with a given types or 


interference signal. 


5 Lee das A System according to Claim ll, wherein the 
predetermined duration corresponds to the duration of a 


burst error associated with an FM Giscriminator click. 


13. A System according to Claim 1l, further comprising 
means for combining individual bits from- the 
serialized, interleaved, compressed Signal samples derived 
from the audio signal to provide Gigital words; and 
means for converting the digital words to an analog 
Signal having a level related to the binary value of the — 
Gigital words. ; 


14. A system according to Claim ll, wherein. the audio 
signal includes stereo audio components and the. aforesaid 
means provide separate interleaved, compressed signal 
samples for the respective stereo audio components, the 
system further comprising 

means for combining iadividual bits from the separate 
interleaved, compressed signal samples for the respective 
stereo audio components to provide a_ series of two-bit 
digital words, wherein the exponent bits and the code bits 
occupy the bit position in the digital words having the 
lower error rate and the mantissa bits occupy the other bit 


position in the digital words; and 
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means for converting the digital words to an analog 
Signal having a level related to the binary value of the 
Gigital words. 


752 A system according to Claim 14, wherein the means for 
converting the digital words comprises 

means for converting the digital words to digital PAM 
data signals which when converted to an analog signal by 
digital-to-analog conversion, provide a pulse-amplitude- 
modulated signal having a level related to the binary value 
of the digital words; and 

means for converting the digital PAM data signals to 
said analog signal to provide said pulse-amplitude- 
modulated signal. 


V6" eASs¥stemeaccording:to,Claim 11, further comprising 

means for time-compressing each interval of said 
error-encoded, compressed scrambled signal corresponding to 
the duration of a video signal line into an interval 
corresponding toathes, guration of a yideo signal horizontal 
sync pulse; and : 

means for transmitting said time-compressed intervals 
of said time-compressed signal at the video Signal line 


rate. ma 


ie A system for descrambling a scrambled audio. signal 
that was derived by converting an analog audio signal into 
a digital signal to provide a seguence of digital signal 
samples corresponding to the analog audio signal, by 
compressing eacn digital signal sample to provide 
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compressed signal samples having a sign bit, a first given 
number: of exponent bits and a second given number of 
mantissa bits, by. exclusive-OR*ing.; each, , bits,ofs each 
compressed signal sample with a unique encryption keystream 
tov tnerepy scramble the audio Signal, and by generating 
error detection and correcting bits for each compressed 
Signal sample and adding said generated bits thereto to 
provide error-encoded, compressed signal samples, wherein 
each error-encoded, compressed signal sample includes code 
bits for correcting singular errors in a combination of the 
sign bit, the exponent bits and the code bits, and a parity 
bit for detecting double errors in a combination of the 
Sign bit, the exponent bits and the code bits and for 
further detecting an error in the most significant mantissa 
bit and/or the parity bit, the system comprising 

means for detecting singutar errors in the combination 
of the sign bit, the exponent bits and the codes bits of 
eacn scrambled signal sample and for correcting said 
Singqulet -error; | 

means for detecting double errors in the combination 
of the sign bit, the exponent bits and the code bits and 
for further detecting an error in the most significant 
mantissa bit and/or the parity bit of each scrambled Signal 
sample and for repeating the last previous error free 
Signal sample to compensate for said detected Gouble error 
and/or for said further detected error; 

means for exclusive-OR'ing each bit of each scrambled, 
compressed Signal sample with the unique encryption 
keystream to thereby descramble the audio signal; 
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means for expanding each compressed signal sample into 
= digital signal sample that can be converted into) the 
analug audio signal by digital-to-analog conversion; and 

‘means for converting the digital signal sample into 


the analog audio signal. 


Le. A system according to Claim 17, wherein the scrambled 
Signal was further derived by interleaving bits from a 
plurality of successive samples and by serializing the 
Bnterleaved “bits in order to separate"the bitsoe fromanany 
Single sample by at least a predetermined Guration 
associated with a given type of interference signal, the 
system further comprising } 

means for deserializing the interleaved bits; and 

means for deinterleaving the deserialized bits to 
reconstitute the signal samples. 


5 Hee K. ‘system according to Claim 18, wherein the 
Predetermined duration corresponds to the duration of a 


burst error associated with an FM discriminator click, 


205. A system according to Claim 18, wherein the scrambled 
Signal was further derived by combining individual bits 
from the serialized, interleaved, error-encoded, compressed 
Signal samples derived from the audio signal to provide 
Gigital words and by converting the digital -words to a 
scrambled analog signal having a level related to the 
binary value of the digital words, the system further 


comprising 
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means for converting the scrambled analog Signal into 
said digital words; and 

means for separating said digital woras into saia 
serialized, interleaved, error-encoded, compressed signal 


sampies, 


Bas A system according to Claim 20, wherein the scrambled 
Signal was derived by converting the digital words to 
digital PAM data signals which when converted to an analog 
Signal by digital-to-analog conversion, provide a pulse- 
ampi1itude-modulated signal having a level related to the 
binary value of the digital words and by converting the 
digital PAM data signals to said analog signal to _ provide 
said pulse-amplitude-modulated Signal, the system 
comprising aa 

means for converting the pulse-amplitude-modulated 
signal to said digital PAM data signals; and 

means for converting said PAM data signals to Said 


digital words, 


2 ie A system according to Claim 18, wherein the analog 
audio signal included stereo audio components and the 
scrambled Signal was derived by providing separate 
interleaved, error-encoded, compressed signal samples for 
-the respective stereo audio components, by combining 
individual bits from the separate interleaved, error- 
encoded, compressed signal samples for the respective 
stereo audio components to provide a series of two-bit 
digital words, wherein the exponent bits and the code bits 
occupy the bit position in the digital words having the 
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lower error rate and the mantissa bits occupy the other bit 
position in the digital words, and by converting the 
digital words to an analog signal having a level related to 
the. binary value of the digital words, the system further 
comprising ; 

means’ for converting the scrambled analog signal to 
said digital words; and 

means for separating said digital woras into saig 
separate interleaved error-encoded, compressed signal 


samples. 


rae ie A system according to Claim 22, wherein the scramblea 
Signal was derived by converting the digital words to 
digital PAM data signals which when converted to an analog 
Signal by digital-to-analog conversion, provide a_ pulse- 
ampiitude-modulated signal having a level related to the 
binary value of the digital words, and by converting the 
Gigital PAM data signals to said analog signal to provide 
said pulse-amplitude-modulated Signal, the system 
comprising 

means for converting the pulse-amplitude-modulated 
Signal to said digital PAM data signals; and 

means for converting said PAM data signals to said 
Gigital words. 
24. A system according to Claim 17, wherein the scrambled 
Signal was further derived by exclusive-OR'ing the parity 
bit of eacn error-encoded Sample with a bit from the unique 


encryption keystream, the system further comprising 
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means for exclusive-OR'ing the parity bit of each 
scrambled compressed Signal sample with encryption 


keystream. 


7 si A system according to Claim 17, wherein the scrambled 
signal was derived by exclusive-OR'ing the bits of the 
compressed signal sample prior to generation of the code 
bits by the generating means, wherein within said system, 
the means for exclusive-OR'ing each bit of each scrambled 
compressed signal does so following said error detection 


and correction or compensation. 


26. A system according to Claim 17, wherein each interval 
of Said error-encoded, compressed, scrambled signal 
corresponding to the duration of a video signal line was 
time-compressed into an interval corresponding to the. 
Guration of a video signal horizontal sync pulse and 
inserted -at* the videorsyonal’ line’ rate ania videolisignal 
containing “a> color burst signal during each video signal 
line; the system further comprising | 

means for time-expanding each said time-compressed 
interval of said scrambled signal into said interval 
corresponding to the duration of said video signal line; 
and 

means for synchronizing said time expansion in 


response to said color burst signal. 
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27. A system for descrambling a scrambled audio. signal 
that was derived by converting an analog audio signal into 
a digital signal to provide a sequence of digital signal 
Sampies corresponding to the analog audio Signal, by 
compressing each Gigital signal sample to provide 
compressed signal samples having a sign bit, a first given 
number of exponent bits and a second given number of 
mantissa bits, by interleaving bits from a Plurality of 
successive samples and by serializing the interleaved bits 
in order to separate the bits from any single Sample by at 
least a predetermined duration associated with a a type 
of interference signal, the system comprising 

means for deserializing the interleaved bits; and 

means for deinterleaving the deserialized bits to 
reconstitute the signal samples, 

means for excluSive-OR'ing each bit of each Bee anpteca, 
compressed Signal sample with the unique encryption 
keystream to thereby descramble the audio signal; 

means for expanding each compressed Signal sample into 
ae digital signal sample that can be converted into the 
analog audio signal by digital-to-analog conversion; and 

means for converting the Seiiiakne Signal A to the 


analog audio signal. 


Ze. A Systemy-accoraing “to “Claim” 27, wherein the 
predetermined duration corresponds to the duration of a 
burst error associated with an FM discriminator click, 
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29% A system according to Claim 27, wherein the scrambled 
Signal was further derived by combining individual bits 
from the serialized, interleaved, error-encoded, compressed 
signal samples derived from the audio signal to provide 
Gigital words and by converting the digital words to a 
scrambled analog Signal having a level related to the 
binary value of the digital words, the system further 
comprising 

means for converting the scrambled analog signal into 
said digital words; and 

means for separating said digital woras into signal 
serialized, interleaved, error-encoded, compressed signal 
samples. 


50% A system according to Claim 27, wherein the analog 
audio signal included stereo audio components and the 
scrambled Signal was derived by providing eepacace 
interleaved, compressed signal samples for the respective 
stereo audio components, by combining individual bits from 
the separate interleaved, compressed signal samples for the 
respective stereo audio components to provide a series of 
two-bit digital words, wherein the exponent bits and the 
‘code bits occupy the bit position in the digital words 
having the lower error rate and the mantissa bits occupy 
the “other bie eposition-in = the “digital “words, and by 
converting the digital words to an analog signal having a 
level related to the binary value of the digital woras, the 
system further comprising 

means for converting the scrambled analog Signal to 


said digital words; and 
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means for separating said digital words into saia 
separate interleaved, compressed signal samples. 


aH A system according to Claim 30, wherein the scrambled 
signal was derived by converting the digital words to 
digital PAM data signals which when converted to an analog 
Signal by digital-to-analog conversion, provide a_ pulse- 
amp1itude-modulated signal having a level related to the 
binary value of the digital words and by converting the 
digital PAM data signals to said analog signal to provide 
said pulse-amplitude-modulated Signal, the system 
comprising 

means for converting the pulse-amplitude-modulated 
signal to said digital PAM data signals; and 


means for converting said PAM data signals to said 
digital words. 


2 A system according to Claim 27, wherein each interval 
of said error-encoded, compressed, scrambled Signal 
corresponding to the duration of a video signal line was 
time-compressed into an interval corresponding to the 
duration of a video signal horizontal sync pulse and 
inserted at the video signal line rate in a video Signal 
containing a color burst signal during each video Signal 


line; the system further comprising 
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a means for time-expanding each said Eine-Conpr esses 
So interval of said scrambled signal into said interval 
ai corresponding to the duration of said video Signal line; 
2 and 

ae means. for Synchronizing said time expansion in 


response to said color burst signal. 


33. A system for scrambling an audio Signal, comprising 
2 means for converting an analog audio signal into a 
o digital signal to provide a sequence of digital Signal 
samples corresponding to the audio Signal; 
means for compressing each digital signal Sample to 
provide compressed signal Samples having a sign bit, three 
exponent bits and a given number of mantissa bits; 
means for exclusive-OR'ing each bit of each compressed 
Signal sample with a unique encryption keystream to thereby 
scramble the audio signal; 
means for generating error detection and correcting 
bits for each compressed Signal sample and ‘adding said 
generated bits thereto to provide error- encoded, compressed 
signal samples, wherein the generating means comprises 
a Hamming code generator for generating three code 
See for correcting singular errors in a combination of 
the sign bit, three exponent bits and the three code 
bits; and 
means for generating a parity bit for detecting 
Gouble errors in a combination of the Sign bit, the 
exponent bits and the code bits and for further 
detecting an error in the most significant mantissa bit 
and/or the parity bit. 
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34. A system according to Claim 33, further comprising 
means for interleaving bits from a plurality of 
successive samples; i 
means for serializing the interleaved bits in order to 
separate the bits from any single sample by at least a 
predetermined duration associated with a given type of 
interference signal; . 
means for combining individual bits from the 
Serialized, interleaved, error-encoded, compressed signal 
Samples derived from the audio signal to provide two-bit 
Gigital words; and sabes 
means for converting the digital words to a four-level 
pulse-amplitude-modulated analog signal having a level 
related to the binary value of the digital words. 


siete A system for descrambling a scrambled audio signal 
that was derived by converting an analog audio signal into 
a digital signal to provide a sequence of digital Signal 
Samples corresponding to the analog audio signal, by 
compressing each Gigital signal sample to provide 
compressed signal samples having a sign bit, three exponent 
bits and a given number of mantissa bits, by exclusive- 
OR'ing each bit of each compressed signal sample with a 
Unique encryption keystream to thereby scramble the audio 
Signal, and by generating three error detection ana 
correcting bits for each compressed signal sample and 
adding saiag generated bits thereto to _ provide error— 
encoded, compressed signal samples, wherein each error- 
encoded, compressed signal sample includes said three coge 


bits for correcting singular errors in a combination of the 
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sign bit, the exponent bits and the code bits, and a parity 
bit for detecting double errors in a combination of the 


-sign bit, the exponent bits and the code bits and for 


further detecting an error in the most significant mantissa 
bit and/or parity bit, the system comprising 

a Hamming code error corrector for detecting singular 
errors in the combination of the sign bit, the exponent 
bits and the codes bits of each scrambled Signal sample and 
for correcting said singular error; 

means for detecting double errors in the combination 
of the sign bit, the exponent bits and the code bits and 
for further detecting an error in the most significant 
mantissa bit and/or the parity bit of each scrambled Signal . 
sample and for repeating the last previous error free 
signal sample to compensate for said double error; 

means for exclusive-OR'ing each bit of each scrambled, 
compressed Signal sample with the unigue encryption 
keystream to thereby descramble the audio signal; 

means for expanding each compressed signal sample into 
a digital signal sample that can be converted into the 
analog audio signal by digital-to-analog conversion; and 

means for converting the digital signal sample into 
the analog audio signal. | 


36. A system according to Claim 35, wherein the scrambled 
signal was further derived by interleaving bits from a 
plurality of successive samples, by serializing the 
interleaved bits in order to separate the bits’ from any 


-singie sample by at least a predetermined duration 


associated with a given type of interference signal, by 
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combining individual bits from the serialized, interleaved, 
error-encoded, compressed signal Samples derived from the 
audio signal to provide two-bit digital words and by 
converting the digital words to a _ scrambled, four-level 
pulse-amplitude-modulated analog signal having a level 
related to the binary value of the digital Words, the 


system further comprising 


means for converting the scrambled four-level pulse- 
amplitude-modulated analog signal into said two-bit digital 
words; . 
means for separating said two-bit digital words into 
said serialized, interleaved, error-encoded, compressed 
Signal samples; . 

means for deserializing the interleaved bits; and 

means for deinterleaving the deserialized bits to 


reconstitute the signal samples. . eee 
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MA/TECH 
ENGINEERING SCHOOL 


Yes, VIDEOCIPHER® Satellite-TV Unscrambling classes are 
now being offered for the first time in Windsor, Ontario, 
Canada. (5 minutes drive from Detroit.) 

Our course teaches you how to clearly decode the audio 
and videb ‘of all premium channels, e.g. HBO, CINEMAX, 
SHOWTIME, TMC, SELECT TV, CNN, VIEWERS CHOICE etc... 


» » ONCE AGAIN FOR FREE! 


Some people in the USA are currently making 
$5,000-$ 10,000 a week profit. As you know cloned boxes sell 
for $600-$1000 and up. Our classroom teaches you how to 
permanently defeat the system for less than $20.00 each and 
make a $600 profit for each one. Your investment will be 
repaid by the first few happy friends. 


OUR 8-HOUR COURSE: 


a) shows you all the codes used in VIDEOCIPHER® 
b) how to turn on/off all series models. | sommes 
c) re-serial numbering of custom boxes with concealed numbers 
d) how to keep MA/COM in the dark about your code serial #’s 


e) where to get the low cost raw materials you will need for 
huge cloning profits. 


f) how VC-2 master clones are made. 

g) dis-assembler & simulator software flexibility 
h) uploading and downloading a master chip. 
i) and much more. . .call for details. 

© Registered trademark of General Instrument. 
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You will develop hands on programming skill, and make 
clone chips here in our classroom and then test them yourself 
on our satellite equipment to watch them unscramble all 
VC-2 premium channels. You must leave here fully 
understanding the technique or you may repeat the course 
FREE! until you do. 


As you know, all of this is fully legal in Canada. No one 
will be transporting any illegai materials across the US border, 
only the technique, (which is legal). Our school is located 22 
miles from Detroit Metro Airport. One freeway connects the 
airport and the Bridge to W/indsor, where 20,000 cars a day 
cross at one of the friendliest pass points. You need only a 
birth certificate and driver's license to go back and forth. 


CLASS REGISTRATION FORM MA/TECH ENGINEERING SCHOOL 
CALL 519-966-4976 1333 CARRIAGE, WINDSOR, ONTARIO 
CANADA N9H 129 


NAME 

ADDRESS 

CITY STATE ie 
PHONE ZIP 


8-HOUR INSTRUCTION — $1,500.00 cost 

$ 500.00 extra for your technician to also attend class with you 
CLASSES HELD—5 DAYS A WEEK W/EDNESDAY—SUNDAY. YOU MUST CALL AT ONCE TO 
SCHEDULE YOUR ATTENDANCE DATE, OR MAIL THE ABOVE REGISTRATION FORM 
ALONG WITH A $250.00 DEPOSIT TO HOLD YOUR SEAT. 
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Some consider me as a pirate or macker. I consider myself as an american 

and & consumnmer that do@san’t Like to be taken advantage OF » 

Tam a lab techication, and my job is to take apart, check and measure things 
to find out if they are made right. If they are not made right or function 
Rogaas then.t try to figure out why. 


I have been messing with the Videocypher Descrambler because its there, and I 
don’t want to be taken advantage of, or I don’t want to take advantage of anyone 
@alee. [ will not sell or recommend anything that IT haven't checked out to see 
if it is a good product, I don’t want to get the reputation of selling or 
FecoOnnending goarmy equipment. 


IT have found out some things out about the V0 GTi that I am not happy about, 
that should be made public. The first thing is that the VO (tf is designed 
to die. The way it 16 designed is that it nag 2 chips that store programs 
and information that authorizes the box. A Hee magnetic tigled or static 
@lactrical spark in the right spot can Cause the box to loose its memory. 


The big thing is that these 2 chips are rum off of a battery backup circuit. 
Mhenethe battery goes bad the VC Il will die. You can‘t just replace the 
battery. Because ag soon as the battery 16 disconnected or the power drone to a 
certain i@vel the UF chip wild 1 its memory, Causing the board to die. 

The only way of pubhing back the original mumber or a mew seb of keys is te send 
the board back te the factory. Pt will cost about £200 dellarsa to get if 
repaired. The board can be manufactorecd for less than halt that price. 

All the company hag to do ig to install «a new battery ¢€ which cest them 
less then $5 dollars 3) and lead the new oregqram and keys (which can be done 
in less then 10 minutes 3. 

Look at the built in guranteed inceme and profit when the batteries start 
going bad. 


oy gry 


The next thing we found out ifs that if you write TAR aDags Lebouuy ho 

you Will cause that chip to dump, lose or rewrite the keys rendering the 
board ueslesae ¢€ killing the board >. 

My opinion is that the uplink computer has the capability to write garahbage 
into U7 chip causing the board to die. We cannot prove this without acce 
to the master uplink computer. If they have the capability to write ints 
U7 chip (¢€ I belive they do } then they couwid (¢( I am mok saying they will 3} 
Pick owb one box a day fram @ach gshate and kili ait. 

If they kill the board then they could gay that the battery went bad, 


Supose they can do this and decided to, then they could say kill Xnumber of 
beards a day. They have claimed that they have gold 150 thousand units, If they 
can say kill 30 boards a day then it would take 13 years to kill all the boards 
The thing of it is the batteries prohabley wont last any longer then & years. 
Since they hold the key list, then they are the only ones that can load 

new keys into UY chips. 


It will cost you about #200 dollars to send your beard in to get it repaired. 
Over half of that will be profit. Say they kill 3O boards a day for one 
year that would give them over $1 MILLION dollars a year peepee on repadie 
work alone, 
Tt am not saying they have any intentions of doing this, but I do belive 
the possibility does exist. 
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A few years ago in Russia the people in our Embassy was getting sick and I 
beliave that some of them came down with cancer. Our gevernment did an 
investigation and found out that the Russians were uging Microwave Surveillance 
equipment on our Embassy. Gur government kicked up about it and got it stopped. 


Our government recegnized the fact that Microwave Radiation does cause health 
problems. 


There are several engineering manuals that say that microwave radiation 
causes Molecules and Bacteria changes. 

I believe the steady increase in the cancer rate can be linked to Microwave 
radiation. 


Most people think that the biggest source of Microwave Radiation is the Sun. 
The Sun used to be the biggest source of Radiation, but in the past few Y@ars , 
Microwave Communication has surpageed the suns output in this spectrum. 

There are some figures out on the suns output, the best I can tell ¢ unless 
the figures are wrong ) it takes about 3 or 4 Satellite channels to equal 

the suns output. 


We can see if it only takes say 4 channels to equal the suns output ¢ and 
there are well over 100 channels that we know about ), and if all the figures 
are right then we are getting well over 2500 % more radiakien from the 
Satellites then from the sun, and the sun doesn’t shine on our heads 24 

NGues a cay. 


I¢t we were to make a chart and put across the top when each satellite was 
launched ( or turned om ) and across the bottom draw a graft. We can see that 
the cancer rate has had a stedy increase. There is about a 3 to 3 year lag 


between the time a Satellite is turnmecl on and t 


ae 


the cathe lncrease. 


I believe this should be investigated to see if Microwave Radiation does 
inde@acd cause health problems, or problems of any kind. 


If it dees cause problems then it needs to be made public. 


I believe that. since Microwave Radiation is potentialy narmful, then I would 
like to know by what Law or Rights does the FROGRAMMERS have that allows them 
to beam a harmful substance on my (or our) property without my for our) 
permission. It seems that this is in violation of my RIGHTS and there are 
some state and federal laws that govern this ( or should govern this )., 


Since they are in violation of my rights, I think they should ramove it from 
my property. Uf they refuse to remove it then they are in violation of the 
LAW. If they wont remove it then I feel that f[ have the right to de anything 
Towant to with that signal as long as it is being beamed on my property 
without my premisgion. The first thing IT want te try is toe shield my 

house so T wont nave to live in this radiation 24 hours a day. 


l bona vote pnityep aew veasdm] lie at slaosq arid Pare. 

n& bib ¢namnanevop wt ..eonso Agiw nwob ema> merit to 

ie ilisvaua eveworttM onlay) sxew anseizenwA eit Jens guo8 bre r | 
sqqote ti top bon tf Jueds ge beasalnd Snsemrnevep au Weandma » 


itigor seuss esob notteibeA avawoI9iM Jadt gost etd bexingooses % 


noiteibert. evaworstm tedd yar tant = lavnem on insentpne fe Mew 
2eprens, Bisetong brim ze Lu: 
SveworsiM of basinil ed osp eter 4eonea eft mi Beas tDOt ybaete ant 


a ath 
8 eit et nortatbsnA Svewous iM +6 easde teanada aed tay ere, 
p4sayv wet tang ent oi gud ,neisaibsA to sasuer teeppic end ed of be 
mustooqe alas of Jugtuc anus sit beeaequum® a6 Baad M0. 
aeetnu } iflet neo t teed shot .duqdue enve ent me tuo aougk® einoe — 
{favps oJ elennando ettileste? & NO © guode eater Fi < ONO Ste zt 
bal ‘igste : 

P , anf - 
bne ) tugiue enue eartt feups of elennan> & yee eauat ying 
Pe4wpit eld [lia +2 bnew .¢ tuede wond aw gant elenamerio GOL 4 
217 Mout Notte lhe sen N OOCL seve ilaw pmitten a xz 
iS ebaeni we no snide + neseb nua end bone ,aue ait mo 


aeu @3iliajae dase nara gos ect eaerwse tud bas ters 6 Shem 
ted? gea nao oW .¢te4p 6 wevh mottos ent ee2or2s Bae ( ne bert 
pei sey © ot © & Suede ai s1ipily .eesexnAt yoete & ban ee 2. 
Seeger! sian eit baie no tbemws £1 ett iloter fe mi 


agob noite tbeA sveworaiM *f ase of betagiteayns ad & Duarte 
.bnid yng +o ametdoasq vo ,ameldo1ug Af 


pviiduq sbea sa of ebaan +i nett ensldesa oz 


binow | neds . lutte vis isneseq ai noite tosh ‘eveword IM worn 
narit auolia teri evan GASMMAAIOAS sit @vob etipih yo wad ge 


art ec 
(Wo Moy yo ed? we ViIseqo3g (ue. Yo) var Me ene tee ‘fake 
ats ayais bis @THBIA ym to moOitaefolv ni ah aint tant mneer +f i 


4 in? ninevep bOfvere wa ) Zins nye vegiamans ei, neal bw 


mort tt avonen blued vents Anite 1  etipes Vm +o mod ie Loiv nt one \ 
edt +0 NoOigalomiv mt ex yearns nerd tt evomen oF saute yearns +f A 

Qriirisyne ob oF toon ort aver I terit tee> | mart Ff avomar snow Mi 

¥irtsgeng ym no bemaed onied @i dai ee onel e& Tanpie gard 

yn Gleaire oF @h yut ot tome 1 paartd tavtt oriT »1O here ij 

VBL if RIOT bS noigsetben airs ba Svil ot an at 

7 ‘ i arn a 


i. an 


16k DATA TRANSFER 


* READS in-circuit volitle 16K memory devices such as the TCSS16. 


k RAMIT stores data read into it, until such time that it is transferred 
into a rom reader. 


xX You can WRITE to a volitle 16K device IN-CIRCUIT, from memory stored 
within RAMIT. 


~ 


* TRANSFER data from one TCS516 to another. 
* HAS safety devices so you wont lose memory in device being read. 


HOW IT WORKS: 
--READ MODE-- 
RAMIT has its own 16K memory with battery back-up. 
1. Turn RAMIT power switch "ON". 
2. Flip the MODE switch to "READ". 
3. Flip the safety switch to "SAFETY ON". 
4. "CLIF” the 24 pin dip-clip onto the in-circuit device that is to be 
read. 
3. Flip the safety switch to "SAFETY OFF”. 
6. Push the "START" button. Data will be read into RAMIT in just a few 
seconds. 
7. Flip the safety switch to "SAFETY ON". 
8. Remove the dip clip.—--DONE-- 
9. Fower switch may now be shut off to conserve battery. RAMIT will keep 
data stored via battery back-up. 


Now you can connect the OUTFUT 24 pin connector into a ROM reader, E-FROM 
burner, or transfer into another 16k device. 


TRANSFERING DATA: 

--WRITE MODE-- 

1. Turn RAMIT power switch "ON". 

2. Flip the MODE switch to "WRITE". 

3. Flip the safety switch to "SAFETY ON". 

4. "CLIFF" the 24 pin dip-clip onto the in-circuit device that is to be 
written into. 

a. Flip the safety switch to "SAFETY OFF". 

& Push the "START" button. Data will now transfer from RAMIT into the 
in-circuit RAM in just a few seconds. 

7. Flip safety switch to "SAFETY ON". 

8. Remove the dip clip.-—-—-DONE-- 

9. Power switch may now be shut off to save battery life. RAMIT will 
continue to retain stored data via internal battery back-up, and data may 
be transferred into as many RAM units as necessary. 


Likewise, you can read a 16K E-PROM (such as a 2716) into RAMIT, then 
transfer this data into a 16K in-circuit RAM, such as the TOS516. 


When correctly used, you will not harm any data stored in the in-circuit 
RAM, when in the "READ" mode. RAMIT simply allows you to copy what is 
stored in the volitle device, with cut removing back-up power, or 
altering the circuit in any eas. | 


arta Sop Enee is that software developers may have purchased pa foc 
fe as M/A COM VIDEQCIFHER II descrambler cloning operations “ 

was ia: zte4 to device U-20. We do not assume any responsibility or 
Reape e ddr dc caeite sale or use of this product. RAMIT ees a Eee for 
el sarc yea, hc Nip a: and was never intended for use with the 
VIDEOC TP HE Havre sas 


START ON READ ON 
TRANSFER OFF WRITE BACK-UP 
© 
DATA SAE Shag MODE POWER 
TRANSFER 


RAMIT 
16K DATA TRANSFER 


RAMIT is powered by a internal 9 volt 
Power "QN" consumption is SOma. 
Power "OFF" with RAM backup is Zma. 
Internal RAMIT memory may be st 

depending on hHattery condition, 

"data file" via a rom reader, wi 


battery, 


ored internally for several weeks, 


or may be transfered onto a permanent 
thin this time period. 


RAMIT may be ordered C.0.D. by Calling MARE at MDW software 
(714) -849-2921 or SYSTEMS at (707) 9278-4940 Popee Ws S95 Hnlus 


shipping/COD. Allow 2-2 weeks CA residents add 6% sales tan. 


How to use the Rabbit RAMview EPROM 


This is a normal U30 EPROM with SETUP-0 modified. When SETUP-0O 
is pressed the U20 RAM is displayed. The address at the top deft 
of the display is the address of the U20 data that is being 
displayed. The HELP key will start and stop the automatic 
advance of the display. The RAMview display displays the same 32 
bytes of U20 memory in three different formats. Lines 2-5 are in 
hex. Lines 6 & 7 are in text format. Lines 8 & 9 are text 
Starting from the address in the upper left plus one. The 
RAMview display is as follows: 


Line= 1: 6XXX RABBIT TRADING 6XXX is the display address 
Line 2: 8 bytes in hex starting at the display address 

Line 3: next 8 bytes 

Line 4: next 8 bytes 

Line 5: next 8 bytes 

Line 6: line 1 of 40 characters at the address in line 1 
Line™7: line 2 of 40 characters at the address in line 1 
Line 8: line 1 of 40 characters at line 1 address + 1 

Line 9: line 2 of 40 characters at line 1 address + 1 

HELP KEY: Start/stop automatic advance of display. 


How to use the Rabbit Video EPROM 


When you are on a Videocipher signal that is not available to the 
home dish market, pressing the HELP key will activate the video. 


How to use the Rabbit Writer 


Install the EPROM, turn on the power, press the HELP key, the 
CANCEL key, and the HELP key. Press SETUP-1 to verify the UNIT 
number has been changed. Replace the original EPROM or Three 
Musketeer EPROM. The VC II now has a new UNIT number and keys 
installed in U7. This Rabbit writer EPROM shows the capabilities 
of the Rabbit key backup EPROM and emulates the Super-clip 
transfer of U20 RAM. CAUTION!! This writer chip will write over 
the existing UNIT address inthe VCII. Please use only on boxes 
that have had U7 memory lost. 


Rabbit TradingnCcoy Ltd: 

Office #10 (809) 946-4261 

First Bank Building 

Providenciales, Turks & Caicos Islands BWI 
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Rabbit Trading Co. Ltd. Price List i 
January 16, 1987 Lt 
(809) 946-4261 


Programming tools for use with the M/A COM VIDEOCIPHER ITI 


LST-01 


LST-02 


LST-03 


ASM-01 


RUE-01 


RUE-02 


Commented listing of U30 version 2.4 required for 
understanding the operation of the VC II. The listing 
is supplied on IBM-PC 360K diskette for you to Dranc. 
This listing was created using ASM-01. 


Commented listing of U30 version 2.6 required for 
understanding the operation of the VC II. The listing 
is supplied on IBM-PC 360K diskette for you to print. 
This listing was created using ASM-01 


Commented listing of the "impossible" to obtain U7 
program. The listing allows you to understand the 
functions of U7 and the VC II operation. The listing 
is supplied on IBM-PC 360K diskette for you to print. 


TMS-7000 (U19 & U7) Assembler/disassembler. This 
product allow you to develop and understand the U30 and 
U7 programs and develop patches to the programs. The 
assembler, disassembler, and other utilities are 
supplied on IBM-PC diskette(s). Get the full power 
from your VC II by being able to make program 
modifications. Utilities to convert character strings 
from hex to characters and characters to packed hex for 
use with the VC II character generator. 


Rabbit Utility EPROM. This chip allow you to look at 
U20 RAM, modify U20 RAM, turn on video, and clear U20 
RAM. Helpful in understanding how the VC II works. 


The EPROM supplied has the ability to rewrite your U7 
keys into the original U7. The purchase price of RUE- 
U2 Incitdes a” VC’ Il “box that’ has had the keys 
"magically" extracted and placed in the supplied EPROM. 
Rabbit will ship you a VC II and the "key backup" EPROM 
cOmyour “CUSA only) addrees. You will be able to 
experiment freely without fear of loosing your serial 
number and keys contained in U7. At any time you can 
Tescroresyour VC il to its original factory.condition. 
If you use one of the EPROM clips (CLP-01 and CLP-02) 
you can fully experiment and still have an "untampered" 
box for resale or inspection by anyone. 


Rabbit lr adi nGmOor miucd. 

Office.#10 (809) 946-4261 

Faxnst) Banks bua ldaag 

Providenciales, Turks & Caicos Islands BWI 


How to use the Rabbit RAMview EPROM 


This is a normal U30 EPROM with SETUP-0 modified. When SE TUR 
is activated the RAM display. The HELP key will start and S@ep 
the automatic advance of the display. The Right and Left arrows 
will advance the display address, by 20, shexg(32 decimmame 
locations. The RAMview display displays the same 32 bytes of U20 
memory in three different formats. The RAMview display is as 
follows: 


Linea le: 62E0 RABBIT TRADING 

Line 2: 1234 5678. 9ABG) DERO 

Line 3: 8 bytes in above format 

Line 4: 8 bytes in line 2 format 

Line 5: 8 bytes in line 2 format 

Line 6: line 1 of 40 characters at the address in line 1 
Line 7 line 2 of 40 characters at the address in line 1 
Line, Se lines l4.o£f 400 charactenspat, line loaddressi ia 
Line 9 line .2 of 40 ‘characters aty lines |) address iia! 
BEL Pais ve Start/stop automatic advance of display. 
RIGHT ARROW: Add 32 bytes to the display address on line 1 
LEFT ARROW: Subtract 32 bytes from the display address. 


How to use the Rabbit Video EPROM 


When you are on a Videocipher signal that is not available to the 
home dish market you press the HELP key. The HELP key will turn 
on the video so that you will be able to view the video portion 
of the program. 


How Go; ulsemthe) Raibbaste Wis ast ene 


Install-the EPROM, turn onjtheypower, press the HELP key twice: 
Press ~SETUP-1 tow veni£iysithe, UNI Denumbex, thas= been changed: 
Replace the original EPROM or Three Musketeer EPROM. The VC II 
now has a new UNIT number and keys installed in U7. This Rabbit 
Writer EPROM shows the capabilities of the Rabbit key backup 
EPROM and the Super-clip transfer of J20 ram.) CAUDLON I oie 
writer chip will write over the existing UNIT address in the V&@ 
II. Please use only on boxes that have had U7 memory lost. 


is, 


Rabbit Trading Cow urd. 

Office #10 (809) 946-4261 

First. Bank Bua lading 

Providenciales, Turks & Caicos Islands BWI 


How to use the Rabbit RAMview EPROM 


This is ajfjormal U30 EPROM with SETUP-0 modified. When SETUP-0O 
is;activa@ieed the RAM display. The HELP key will start and stop 
the automatic yadvance of the display... . The Right. and) Left arrovs 
Viti Gy ninciome mesdisp lay addr aces by. 20) nex .(326¢Gecimal ) 
locations. ~The RAMView display displays the same 32 bytes of U20 


Memory inethree different formats. The RAMviéw display is as 
follows: 

Dane vip: 6ZE0 RABBIT TRADING 

Lane. 2; 1234 5678 9ABC DEFO 

bane 3: 8 bytes in above format 

Line 4: Sebyles inline .2 fornmat 

Bane -5.: 8 bytes in line 2 format 

Lane 6: Pine eieot 20 characters at whe, address,in lane 1 
bane 7]: dene 2ZgotsaOscharacters at the raddresssin line 7 
Line 8: ines pone 0 characters at. lane. address + .1 

Line 9: bines 2.0t AQ. characters, at..-kinew! saddress, + s1 

Bee KEY: Start/stop automatic advance of display. 
RIGHT ARROW: Adco32 bytesato the dieplay addzess on\dane 4 
LEFT ARROW: Subtract 32 bytes from the display address. 


How to use the Rabbit Video EPROM 


When yOuLare on a Videocipher signal that isenot.available to the 
home dish market you press the HELP key. The HELP key will turn 
Omeene video so that you will: be able to view the video portion 
of the program. 


How to use the Rabbit Writer 


install the EPROM, turn onthe power,-press the,HELP; key twice. 
PLess jobLUP-| slow verity», the, UNIT. .number, yhas, been. changed. 
Replace the original. EPROM. or Three Musketeer EPROM. The svc Its 
now has a new UNIT number and keys installed in U7. This Rabbit 
writer EPROM shows the capabilities of the Rabbit key backup 
me OM an. New oUpen Ie Dim voranstervot) U20 ram.  CAUTLONND thiisy 
Willer Chips wide wiritenoverstihe. existing UNIT address. in the) VG 
Ti. Please use only on boxes that have had U7 memory lost. 
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Programming tools for use with the M/A COM VIDEOCIPHER II 


LST-01 


LST-02 


LST-03 


ASM-01 


RUE-01 


RUE-02 


Commented listing of U30 version 2.4 required for 
understanding the operation of the VC II. The listing 
is supplied on IBM-PC 360K diskette for you to print. 
This listing was created using ASM-0O1. 


Commented listing of U30 version 2.6 required for 
understanding the operation of the VC II. The listing 
is supplied on IBM-PC 360K diskette for you to print. 
This listing was created using ASM-0O1 


Commented listing of the "impossible" to obtain U7 
program. The listing allows you to understand the 
functions fof) UMtandythe VC2rI operation. The listing 
is supplied on IBM-PC 360K diskette for you to print. 


TMS-7000 (U19 & U7) Assembler/disassembler. This 
product allow you to develop and understand the U30 and 
U7 programs and develop patches to the programs. The 
assembler, disassembler, and other utilities are 
supplied on IBM-PC diskette(s). Get the full power 
from your “VC II by being able to make fpregranm 
modifications. Utilities to convert character strings 
from hex to characters and characters to packed hex for 
use with the VC II character generator. 


Rabbit Utility EPROM. This chip allow you Comlook ae 
U20 RAM, modify U20 RAM, turn on video, and clear U20 
RAM. Helpful in understanding how the VC II works. 


The EPROM supplied has the ability to rewrite your U7 
keys into the original U7. The purchase price of RUE- 
02° .ineludes ‘a> VC" ITI.-box” that Nas™ had the Keyes 
"magically" extracted and placed in the supplied EPROM. 
Rabbit will ship you a VC II and the "key backup" EPROM 
to your (USA only) address. You will be able to 
experiment freely without fear of loosing your serial 
number and keys contained in U7. At any time you can 
restore, your VC Il to its original factory condition: 
If you use one of the EPROM clips (CLP-01 and CLP-02) 
you can fully experiment and still have an “untampered" 
box for resale or inspection by anyone. 


Rabbiny Trading. Co= ) Price 1 fet 
1-16-87 
All*Prices™ subject ito changeswithaut enotice: 


LST-01 Listing on diskette of U30 version 2.4 $100.00 
LST-02 Listing on diskette of U30 version 2.6 5100.00 
LST-03 Listing on diskette of U7 (limited supply) 5250 010 
ASM-01 Assembler/disassembler for, IBM-PC $500.00 
RUE-01 Verity “EPROM «for! U30 $100.00 
RUE-02 Keybackup writer EPROM plus VC II $4400.00 
RUE-03 Three Musketeer chip (see note 1) $250.00 
CLP-01 Clip-on U30 EPROM socket $100.00 
@EPo02 Super-clip EPROM with 2k RAM $350.00 
EXT-01 VC II extender card $150.00 
Note 1. You must supply your on screen (SETUP 1 UNIT:) number. 


HOW TO ORDER FROM RABBIT TRADING CO. LTD. 


Option 1. Call (809) 946-4261 and place your order. Please have 
VISA/MASTER CHARGE or other form of payment ready. All payments 
are in U.S. funds. 


Option 2. Return the attached order blank with your payment (Bank 
Draft or Cashiers Check) to: 


Rabbit arrading Co. Ltd. 

Office #10 

Parsee bank Building 

Providenciales, Turks & Caicos Islands BWI 


RUE-03 


CLE=0)1 


CLE 2 


BAT =01 


Three Musketeer EPROM (Use of this EPROM to decode 
scrambled transmission that you have not paid for is 
illegal inside of *%the-USA.) RUE-03 requires you to 
give the*VC II unit number with your order. 


EPROM clip-ons cireut: ) Thistelap, allows ithe testingmas 
modified EPROM's in your VC II without having to remove 
the yoriginad)U30 ichips s"GEP-04 Misha Neo good for using 
RUE-01 on your customers VC II without having to modify 
tire eV Ce hig 


The Rabbit Super-clip has its own 2k RAM (with battery 
backup) andi U30 EPROM that allows the ssaving of wa 
memory and ability to restore U20 RAM into your VC II. 
Great for testing program modifications and being able 
to return your VC Il ftosstsmomrginal state: 


VC II card extender. Allows outboard connection of the 
VC II card cage so that experiments can be performed, 
test’ points “can be probed> while ithe eu naw 
operational. 


« 


aN. 


ie 
i-7S 


SCRAMBLE-FAX 


SCRAMBLE-FAX is copyrighted 1987 by Scramble-Fax, Ltd., Providenciales, Turks & Caicos Islands, 


COPS OOO SOOO OEHOE OE OODOT OOS OE DODOOOSOOEESESEOOOEE OOO OO OOOO OOO OOOO OOOOS SOO OOO OOOO E OOS OODCOOEOE OOOO OOOO OLE 


BWI. Information contained herein is for the purpose of education and is not intended for use by any 
person or company to engage in any illegal act related-to the descrambling of satellite television 


signals. Scramble-Fax™ is a trade-mark of Scramble-Fax, Ltd. 


DESCRAMBLING SUMMIT held in three sessions on 
Providenciales in Turks and Caicos Islands may prove to 
be ‘turning point’ in battles raging between GI/software 
(programmer) suppliers and that portion of home dish 
industry which is not satisfied with present pricing struc- 
ture of descramblers or programming. These were the 
key Summit-related events: 

1) Just prior to Summit, GI brought civil suits against 
Phoenix TVRO dealer (Mike Miller) and Phoenix supplier 
(PPE/Perfect Picture Engineering; Ralph William Heller 
and Ed Walters). Suit claimed Miller sold chip supplied by 
PPE to undercover GI agent acting as consumer. GI 
obtained court order to seize Miller and PPE records, 
equipment. Litigants resolved suit January 19th through 
‘plea bargaining’ by defendents. Terms of plea bargain 
unknown at this time. 

2) One, perhaps more GI informants attended first 
Summit session January 14-16 and returned to states 
with educational and sample chips provided free to Sum- 
mit attendees. Chips were analyzed over weekend and 
GI went to U.S. Customs in Fort Lauderdale asking their 
assistance in detaining additional chips scheduled to be 
brought back January 19th by second group (attending 
January 16-19). Under Title 47.605(D), chips were ‘con- 
fiscated’ by U.S. Customs to determine if the chips con- 
tained copyrighted material. Before third group arrived at 
Fort Lauderdale (January 22nd), Customs had changed 
‘story and decided it was not looking for chips which 
might violate copyright but rather chips which might 
allow someone to illegally gain access to secure trans- 
missions (the ‘if you own burglary tools, you must be a 
burglar line of reasoning). 

3) Bill Miller, a newsman/reporter for Boresight had 
his %” professional videotapes confiscated as he left a 
commercial Pan Am flight in Miami, January 21st. Cus- 
toms detained the tapes by explaining that if they were 
dealing with the ‘notes of a newsman’, they wou!d ‘Xerox 
the notes and hand them back to him’. Because they did 
not have the ability to duplicate Miller's 34” tapes on the 
spot, they detained them for nearly one week to make 
copies. Boresight’s Shaun Kenny lodged a formal protest 
through an attorney based upon First Amendment rights 
of the press. Customs had ample opportunity to grab 2” 
tapes carried by attendees of the 1st and 2nd sessions 
and did not do so; those tapes contained the same 
material as Boresight’s tapes. The suspicion is that GI 
had somehow talked Customs into grabbing the 
Boresight tapes to keep the material off the air. Law- 
suits are expected. 


A PR LE TYEE SR EEA) 
UPDATE: Boresight tapes were 
returned five days after de+ 
tention. Boresight now seen 


Gaz 
eastern, 


transponder 7 only; 9PM 
Tawirsdayen fghts: 


4) ZITS (Zero Information Turn-on System) claiming to 
come from European based descrambler group ‘shoc- 
ked’ attendees at first session, threw musketeer and 
cloning creators and sellers attending into ‘tizzy’. ZITS 
chip claims to work by being outside of sign-up-for- 
authorization ‘stream’ (ie. does not require its own basic 
turn-on as with musketeer chips; does not require master 
unit as with clone chips). They claim ZITS chip monitors 
incoming data stream looking for authorization numbers 
sent to new units being turned on, grabs a number fleet- 
ing by in the stream and ‘adopts’ that number as its own. If 
the number ‘goes down’ subsequently, it searches for 
and latches onto next ID it sees passing by. 

Musketeer and cloning people cried ‘foul’ and tried to 
create paper and test scenario to ascertain how ZITS 
‘really works’. They finally decided it had to be operating 
using a stolen-from-Gl (M/A-Com) ‘secret key list’ which 
was somehow involved at Videocipher final test station at 
factory in check out of each Videocipher (see CSD for 
February 15th for elaborated scenario). 

Musketeer and cloning people were also upset be- 
cause ZITS chip could apparently be freely ‘cloned’: buy 
one, make a million. Between cries of ‘fraud’ and fears of 
millions of chips proliferating, pressures built at Summit 
to have ZITS people declared ‘fraudulent’. ZITS reacted, 
through time-delayed communications with Europe, by 
offering to ‘protect chips’ from clone-copying but stood 
firm on demands for technology pointing out that those 
demanding the most were basically competitors either in 
fact or because of their special knowledge interests. The 
Summit closed with ZITS not delivering any chips (they 
were offered ONLY to people who could prove they were 
from outside the USA), or monthly key masters, and prom- 
ising delivery in February ‘after the chips are protected’. 

ZITS personnel also demonstrated the complete kill- 
ing of VC2000 units by unplugging units, disconnecting 
battery backup and connecting each pin on U7, U19, 
U20, U24 and U30 to ground to empty all chips of any 
contents. And then they reactivated the ‘brain dead units’ 
using special chips and even returned the unit’s original 
GI assigned ID numbers to the brain-dead units. 


Ve Orin SUropedn. chip! was 
discovered to be using cloned 


master ID number after Summit 
closed. Same unit number also 
appears in many clone-cel | 

untts' Peading to belief some- 


one extracting early ID key had 


SCRAMBLE-FAX Newsletter (February 1987; Page One) 


engaged in sale of that key 
number to multiple parties 

allo over. US As Cad ale Comin eh 
lal value of chipeiseinheretore 
none and system must be label- 
ed as 'fraud' since it was NOT 
capturing data-stream IDs and 
AdO Digi oS OMe Ol wala Smal muh. tee 
ization sequence as it claimed. 


5) US Customs at the Detroit entry point from Canada 
held for inspection at least 30 chips shipped by Canadian 
firm X-ACT in January. The packages were perhaps 
improperly prepared since they did not have a return 
address (of X-ACT) on them and the green Canadian cus- 
toms tag declared the value at $15. US Customs con- 
tacted addressees to learn of contents and were 
apparently told “That is a chip for my satellite TV system, 
valued at $250” (price each paid). Several people then 
contacted Scramble Fax to find out what was up. Cus- 
tom’s officials asked several we talked with “Is this chip 
legal to use?’’. X-ACT then changed its packaging and 
customs’ tag process, adding its proper Alberta return 
address. Some of these who had chips detained reported 
receiving them later in January. X-ACT, in the meantime, 
had replaced those ‘lost in the mails’ so some received 
two chips (although both for the same unit ID number). 


UPDATESS®X—AG I etlti ike TDS {ers 

now Shipping musketeer chips 
fFOM Us Oee POS t al sOm a Ceol aS 
ther than Canada, thus avoiding 
U.S. US OMS p.Che.c KeaDOllGrluSie 
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6) Speakers at Descrambling Summit maintained that 
based upon recent revisions in U.S. Copyright law rela- 
tive to software copyrights, buyer of software has legal 
right to make ‘archival copy of any software he may have 
purchased for personal use. Test is whether software, 
taken from U30 for example, is or willbe simultaneously 
used by two or more people. Or, whether the software 
copied is significantly the same as that copyrighted. 
Attorney appearing at Summit predicted multiple law- 
suits regarding Videocipher software copyrights when 
firms selling ‘archival products’ (such as Rabbit) are 
challenged to prove their products are for archival pur- 
poses and not for unauthorized use purposes. 

7) Software thieves were persistent problem at Sum- 
mit; groups from Canada, in particular (sorry about that, 
Canadians!) were aggressively plotting to ‘steal’ chips 
and software and one such group failed to realize that the 
rooms at Island Princess ‘host hotel’ were paper thin. 
Several Canadians came to Provo ahead of first actual 
Summit group posing as ‘tourists’ (a Gl spy tried the same 
ploy but was quickly identified) that ‘just happened to be 
staying at same hotel’. Their loud, excited voices over- 
heard repeatedly by other attendees gave them away 
however and arrangements were made to delivertothem 
specifically designed ‘bad chips’. Video and audio of their 
plotting may be released at a later date, possibly on 
Boresight. (Hey, we may ultimately need the comic 
relief!) 


8) When Word was received that the second Summit 
group had been requested by U.S. Customs to turnin any 
EPROM chips they had with them, the third group metin 
a strategy session. They reached a decision: ‘If Gl pre- 
sses charges against any of the speakers at the Sum- 
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THIS IS THE SIXTH ISSUE of Scramble-Fax (prior issues dated April 1986, July 1986, September 1986, October 1986 and 
November 1986). This publication is renewed at irregular intervals as there are significant developments in the status of de- 
scrambling and the scrambling system. Scramble-Fax is intended as an educational clearing house for scrambling and descram- 
bling technology and the use of information contained herein for any illegal purpose is not intended. Our reading of ‘the law is that 
outside of the USA, Puerto Rico and American possessions, it is not illegal to engage in the distribution of hardware or software 
which essentially ‘defeats’ the Videocipher scrambling process. In other words, where U.S. laws do not apply, there is nothing to 
prevent someone from doing anything he wishes with the Videocipher technology. Accordingly, Scramble-Fax will only list firms 
supplying descrambling hardware and software when those firms are not located inside of the USA Readers should be aware 
that GI maintains and M/A-Com did maintain that the exportation of Videocipher descramblers (VC20Q0E/B, etc.) is illegal; that 
one or more parts contained in Videocipher are listed on a ‘prohibited export table maintained by the National Security Agency. 
To the best of our knowledge, in spite of those GI and M/A-Com public statements, the U.S. Customs Service has never actively 
attempted to prevent the exportation of Videocipher units. If Videocipher is truly banned from export, then those who do export 
Videocipher are in violation of US Export Control laws. How one therefore uses descrambling technology outside of the USA 
without violating US Export controls is a question we do not address. EACH ISSUE of Scramble-Fax sells for$10 in the western 
hemisphere; slightly more in Europe. All copies are sent via Airmail unless bundled with other products as a package in which 
case they are sent via UPS. There is no subscription basis for Scramble-Fax although hundreds of people maintain their Visa 
or Mastercharge card numbers on file with us so as to automatically receive each new issue as it is released. Those doing this are 
not card-charged until the new issue is actually shipped. You may reserve the next issue of Scramble-Fax by calling 
305/771-0505 weekdays between 9AM and 4PM eastern time with your Visa or Mastercharge card in hand. Identify the most 
recent issue you have (this is the FEBRUARY issue) when requesting the ‘next issue’. In between issues, you may telephone the 
Scramble-Fax Hotline telephone service at 305/771-0575 anytime, 24 hours per day, fora3 minute recorded telephone update. 
Have a pencil and paper handy to copy down important information. 


not waste telephone call 
money. 


X-ACT at P.O. Box 1335, Spruce Grove, Alberta, Canada T7 X- 
2W6. 403/486-2081. Firm offers musketeer type chip where 
user supplies unit authorization number and subscribes to at 
least one paid-for service. U30 chip replacement from X-ACT is 
inserted into U30 socket installed by customer or his service 
dealer to gain access to other services not paid for. Unit retains 
original lD number. Price is in $250 range (US) and Visa and Mas- 
tercharge cards are accepted. 


UPDATE: Contrary’ To rumors 
h-AOl- appears to be still 
operating and plans second 
fecirity in Cayman Istands 
petore April’ Ist. 


ZITS (the European chip) is represented by Malcolm (a British 
chap) who for the moment can be reached at 809- be- 
tween 5 and6 PM eastern only. ZITS stands for ‘Zero Informa- 
tion Turn-on System’ and they claim it works by reading the 
satellite delivered data stream and capturing an authorization 
number intended for somebody else. It ‘adopts’ that number, 
writes it into the appropriate pair of memory points and this turns 
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the unit on. The ZITS chip also provides WOR reception. Malcom 
says they will not sell their system inside the USA and they 
offer it as follows: A monthly-keyed turn on chip plus 25 con- 
sumer chips for $5000 ($200 each) or two month’s turn on chips 
(current month and next month) plus 100 consumer chips for 
$15,000 ($150 each). Proof of non-US destination is required. 


UPDRS: Inaicasesyousmissed 
ihren nifienolnetih is ehkssuce, 
"European Chip' was dis- 
covered to be fraud using 
cloned super-master ID 
removed from customer unit 
without Knowledge of cus- 
Loomer. “Because™= UZRI'S  Cht'p ' 
used master ID shared with 
many unrelated cloning 
Weel |ls's tt had no ‘secur 
ity’ and no commercial va- 
LeU Nctkok ee DIS. eS DDI hens 
straightens out dealings, 
we-do not “publish thet 
telephone number. 
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THE SCRAMBLING TIME TABLE 


These are the presently scrambled service channels or those planning to add scrambling in approximately the next 60 days. An- 
nounced scrambling dates are seldom exact with fact. For an update, call 305/771-0575 (Scramble-Fax HOTLINE) for a pre-recorded 


3 minute report on late happenings. 


GALAXY 1/134 West 

TR1/ HBO Promotional channel not 
available home dishes); Videocipher 

TRY WGN Videocipher ; 

TR’ Showtime East; Videocipher 

TR7/ CNN; Videocipher ‘ 

TRa’ CNN Headline; Videocipher ‘ 

TR10/ The Movie Channel West; Videocipher 


TR12/ Request TV (not available home dishes); Videocipher 

TR14/ The Movie Channel West; Videocipher 

TR15/ WOR (not available home dishes); Videocipher 

TR16/ Viewer's Choice Movies (not available home dishes); Videocipher 
TR/18 WTBS (expected to be testing any day Videocipher 

TR19/ Cinemax East; Videocipher 

TR23/ HBO East; Videocipher 


SATCOM F3R/ 131 West ’ j 
TRS —- Viewer's Choice (not available home dishes); Videocipher 
TR10/ Showtime West; Videocipher 

TR13/ HBO West; Videocipher 

TR23/ Cinemax West; Videocipher 

TELSTAR 303/124 West 

TR2/ SelecTV; Videocipher 


WESTAR 5/ 122.5 WEST 
TR20/ Telebet Racing, Pennsylvania; Oak Orion ‘I’ 


SPACENET 1/ 120 West , 4 ; 

TR3 = American Exxxtasy, part time Videocipher 

TR7/ ~~ Hospinet; Oak Orion ‘I’ _ ; 4 

TR9/ First Run, Sony encryption, Fri/SaVSun evenings 
TR11/ Hospital Satellite Network, movies evenings, Oak Orion ‘| 
TR21/ Baptist Satellite Network, Oak Orion ‘I’ 


ANIK D/ 104.5 West 

TR2 ~The Sports Network; Oak Orion ‘I’ 

TR&’ = CHCH, Canadian Indie; Oak Orion ‘I’ 

TRY  WOIV, Detroit NBC; Oak Orion ‘I’ 

TRi0/ WXYZ, Detroit ABC; Oak Orion ‘!’ 

TR14/ TCTV, French Indie; Oak Orion ‘I’ 

TR18/ CITV, Canadian Indie; Oak Orion ‘I’ 

TR21/_ WTVS, Detroit PBS; Oak Orion ‘I’ 

TR22/ CHAN-BCTV, Canadian Indie; Oak Orion ‘I’ 
TR23/ WJBK, Detroit CBS; Oak Orion ‘I’ 


GTE GSTAR/ 103 West (Ku Band) 
TR12/ Hi-Net both halves; S-A B-MAC 
TR16/_Hi-Net both halves; S-A B-MAC 
WESTAR 4/ 99 West 
TR@& Monmouth Park Racing; Oak Orion ‘|’ 
TRY Catholic Telecommunications Net; Oak Orion ‘I’ 
TR11/ Meadowlands Racing; Oak Orion ‘I' 
TR20/ Cherry Hill Racing; Oak Orion ‘I’ 
GALAXY 3/ 93.5 West 
TR2&/ Del Mar Racing; Oak Orion ‘tl’ 
TR14/_ Finger Lakes Racing; Oak Orion ‘I’ 
TR18/ NYRA Racing; S-A B-MAC 
TR21/_ Hawthorne Park Racing; Oak Orion ‘I’ 
RCA Ku-1/85 West 
TRY HBO West (not available home dishes); Videocipher 
TR13/ Cinemax West (not available home dishes); Videocipher 
TR15/ Festival movies (HBO; not available home dishes); Videocipher 
SATCOM F4/_ 83 West 
TR16/ Cable Video Store (movies; not available home dishes); GI Starlock Il 
TR23/_ Philadelphia Horse Racing; Oak Orion ‘il’ 
RCA Ku-2/ 81 West 
TR14/ Skynet (teleconference); S-A B-MAC 
SPACENET 2/ 69 West 
TR21/ (Ku) Texas State Interactive Net; GI Starlock Il 
Updates? Call Scramble-Fax Hotline 305-771-0575 for a 3 minute recorded 
telephone update. 


engaged in sale of that key 
number to multiple parties 
allover USA~ Cet al) conmen= 
lal value sof chipotle iteretore 
none and system must be label- 
ed as fraud So inCenr a Wo SN Oom 
capturing data-stream IDs and 
adOD TLNG. Same iaLOlp BhaiSaciUghO ine 
ization sequence as it claimed. 


5) US Customs at the Detroit entry point from Canada 
held forinspection at least 30 chips shipped by Canadian 
firm X-ACT in January. The packages were perhaps 
improperly prepared since they did not have a return 
address (of X-ACT) on them and the green Canadian cus- 
toms tag declared the value at $15. US Customs con- 
tacted addressees to learn of contents and were 
apparently told “That is a chip for my satellite TV system, 
valued at $250” (price each paid). Several people then 
contacted Scramble Fax to find out what was up. Cus- 
tom’s officials asked several we talked with “Is this chip 
legal to use?’”’. X-ACT then changed its packaging and 
customs’ tag process, adding its proper Alberta return 
address. Some of these who had chips detained reported 
receiving them later in January. X-ACT, in the meantime, 
had replaced those ‘lost in the mails’ so some received 
two chips (although both for the same unit ID number). 


UPDATES X=ACT IPM Ke wT Dos 

now shipping musketeer chips 
fFOM Uo POST OU iLCCc Saige = 
ther. then, Canada... thus avoiging 
Ul. S.. GUS TOMS ~ GhOoCkKeDOd nisi. 
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6) Speakers at Descrambling Summit maintained that 
based upon recent revisions in U.S. Copyright law rela- 
tive to software copyrights, buyer of software has legal 
right to make ‘archival copy of any software he may have 
purchased for personal use. Test is whether software, 
taken from U30 for example, is or willbe simultaneously 
used by two or more people. Or, whether the software 
copied is significantly the same as that copyrighted. 
Attorney appearing at Summit predicted multiple law- 
suits regarding Videocipher software copyrights when 
firms selling ‘archival products’ (such as Rabbit) are 
challenged to prove their products are for archival pur- 
poses and not for unauthorized use purposes. 

7) Software thieves were persistent problem at Sum- 
mit; groups from Canada, in particular (sorry about that, 
Canadians!) were aggressively plotting to ‘steal’ chips 
and software and one such group failed to realize that the 
rooms at Island Princess ‘host hotel’ were paper thin. 
Several Canadians came to Provo ahead of first actual 
Summit group posing as ‘tourists’ (a Gl spy tried the same 
ploy but was quickly identified) that ‘just happened to be 
staying at same hotel’. Their loud, excited voices over- 
heard repeatedly by other attendees gave them away 
however and arrangements were made to deliverto them 
specifically designed ‘bad chips’. Video and audio of their 
plotting may be released at a later date, possibly on 
Boresight. (Hey, we may ultimately need the comic 
relief!) 


8) When Word was received that the second Summit 
group had been requested by U.S. Customs to turn in any 
EPROM chips they had with them, the third group metin 
a strategy session. They reached a decision: ‘If GI pre- 
sses charges against any of the speakers at the Sum- 
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THIS IS THE SIXTH ISSUE of Scramble-Fax (prior issues dated April 1986, July 1986, September 1986, October 1986 and 
November 1986). This publication is renewed at irregular intervals as there are significant developments in the status of de- 
scrambling and the scrambling system. Scramble-Fax is intended as an educational clearing house for scrambling and descram- 
bling technology and the use of information contained herein for any illegal purpose is not intended. Our reading of ‘the law is that 
outside of the USA, Puerto Rico and American possessions, it is not illegal to engage in the distribution of hardware or software 
which essentially ‘defeats’ the Videocipher scrambling process. In other words, where U.S. laws do not apply, there is nothing to 
prevent someone from doing anything he wishes with the Videocipher technology. Accordingly, Scramble-Fax will only list firms 
supplying descrambling hardware and software when those firms are not located inside of the USA Readers should be aware 
that GI maintains and M/A-Com did maintain that the exportation of Videocipher descramblers (VC20Q0E/B, etc.) is illegal; that 
one or more parts contained in Videocipher are listed on a ‘prohibited export’ table maintained by the National Security Agency. 
To the best of our knowledge, in spite of those GI and M/A-Com public statements, the U.S. Customs Service has never actively 
attempted to prevent the exportation of Videocipher units. If Videocipher is truly banned from export, then those who do export 
Videocipher are in violation of US Export Control laws. How one therefore uses descrambling technology outside of the USA 
without violating US Export controls is a question we do not address. EACH ISSUE of Scramble-Fax sells for $10 in the western 
hemisphere; slightly more in Europe. All copies are sent via Airmail unless bundled with other products as a package in which 
case they are sent via UPS. There is no subscription basis for Scramble-Fax although hundreds of people maintain their Visa 
or Mastercharge card numbers on file with us so as to automatically receive each new issue as it is released. Those doing this are 
not card-charged until the new issue is actually shipped. You may reserve the next issue of Scramble-Fax by calling 
305/771-0505 weekdays between 9AM and 4PM eastern time with your Visa or Mastercharge card in hand. Identify the most 
recent issue you have (this is the FEBRUARY issue) when requesting the ‘next issue’. In between issues, you may telephone the 
Scramble-Fax Hotline telephone service at 305/771-0575 anytime, 24 hours per day, fora3 minute recorded telephone update. 
Have a pencil and paper handy to copy down important information. 
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engaged in sale of that key 
number to multiple parties 

all over USA (et al). Commer- 
ial value of chip is therefore 
none and system must be label- 
ed as 'fraud' since it was NOT 
capturing data-stream IDs and 
adopting same for its author- 
ization sequence as it claimed. 


5) US Customs at the Detroit entry point from Canada 
heldforinspection at least30 chips shipped by Canadian 
firm X-ACT in January. The packages were perhaps 
improperly prepared since they did not have a return 
address (of X-ACT) on them and the green Canadian cus- 
toms tag declared the value at $15. US Customs con- 
tacted addressees to learn of contents and were 
apparently told “That is a chip for my satellite TV system, 
valued at $250” (price each paid). Several people then 
contacted Scramble Fax to find out what was up. Cus- 
tom’s officials asked several we talked with “Is this chip 
legal to use?”’. X-ACT then changed its packaging and 
customs’ tag process, adding its proper Alberta return 
address. Some of these who had chips detained reported 
receiving them later in January. X-ACT, in the meantime, 
had replaced those ‘lost in the mails’ so some received 
two chips (although both for the same unit ID number). 


UPDATE: X-ACT, like IDS, is 

now shipping musketeer chips 
from US. posial offices ra= 
ther than Canada, thus avoiding 
U.S. Customs check points. 


6) Speakers at Descrambling Summit maintained that 
based upon recent revisions in U.S. Copyright law rela- 
tive to software copyrights, buyer of software has legal 
right to make ‘archival copy of any software he may have 
purchased for personal use. Test is whether software, 
taken from U30 for example, is or willbe simultaneously 
used by two or more people. Or, whether the software 
copied is significantly the same as that copyrighted. 
Attorney appearing at Summit predicted multiple law- 
suits regarding Videocipher software copyrights when 
firms selling ‘archival products’ (such as Rabbit) are 
challenged to prove their products are for archivai pur- 
poses and not for unauthorized use purposes. 

7) Software thieves were persistent problem at Sum- 
mit; groups from Canada, in particular (sorry about that, 
Canadians!) were aggressively plotting to ‘steal’ chips 
and software and one such group failed to realize that the 
rooms at Island Princess ‘host hotel’ were paper thin. 
Several Canadians came to Provo ahead of first actual 
Summit group posing as ‘tourists’ (a GI spy tried the same 
ploy but was quickly identified) that ‘just happened to be 
staying at same hotel’. Their loud, excited voices over- 
heard repeatedly by other attendees gave them away 
however and arrangements were made todelivertothem 
specifically designed ‘bad chips’. Video and audio of their 
plotting may be released at a later date, possibly on 
Boresight. (Hey, we may ultimately need the comic 
relief!) 


8) When Word was received that the second Summit 
group had been requested by U.S. Customs to turn in any 
EPROM chips they had with them, the third group met in 
a strategy session. They reached a decision: ‘If GI pre- 
sses charges against any of the speakers at the Sum- 
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THIS IS THE SIXTH ISSUE of Scramble-Fax (prior issues dated April 1986, July 1986, September 1986, October 1986 and 
November 1986). This publication is renewed at irregular intervals as there are significant developments in the status of de- 
scrambling and the scrambling system. Scramble-Fax is intended as an educational clearing house for scrambling and descram- 
bling technology and the use of information contained herein for any illegal purpose is not intended. Our reading of ‘the law is that 
outside of the USA, Puerto Rico and American possessions, it is not illegal to engage in the distribution of hardware or software 
which essentially ‘defeats’ the Videocipher scrambling process. In other words, where U.S. laws do not apply, there is nothing to 
prevent someone from doing anything he wishes with the Videocipher technology. Accordingly, Scramble-Fax will only list firms 
supplying descrambling hardware and software when those firms are not located inside of the USA Readers should be aware 
that GI maintains and M/A-Com did maintain that the exportation of Videocipher descramblers (VC2000E/B, etc.) is illegal; that 
one or more parts contained in Videocipher are listed on a ‘prohibited export table maintained by the National Security Agency. 
To the best of our knowledge, in spite of those GI and M/A-Com public statements, the U.S. Customs Service has never actively 
attempted to prevent the exportation of Videocipher units. If Videocipher is truly banned from export, then those who do export 
Videocipher are in violation of US Export Control laws. How one therefore uses descrambling technology outside of the USA 
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not card-charged until the new issue is actually shipped. You may reserve the next issue of Scramble-Fax by calling 
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recent issue you have (this is the FEBRUARY issue) when requesting the ‘next issue’. In between issues, you may telephone the 
Scramble-Fax Hotline telephone service at 305/77 1-0575 anytime, 24 hours per day, fora3 minute recorded telephone update. 
Have a pencil and paper handy to copy down important information. 
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mit, GI will pay’. How? 

‘There are 12 bytes to be changed in U30 to turn a box 
into a musketeer box. Anyone with a small home com- 
puter anda small EPROM burner could modify those 12 
bytes on his or her own if they knew which 12 bytes to 
modify, with what information’. And... 

*“... this information will be prepared for release on 
dozens of computer bulletin boards throughout the US 
and Canada, stored and ready to roll on a BBS. If GI 
presses too hard on anyone who spoke out in the 
educational seminar, within minutes the whole of North 
America will know exactly how easy it is to break 
Videocipher and what to do’. 

The clone-directed people then offered to do the same 
thing by releasing ‘into the public domain’ the special 
technique created to pull the keys out of U7. 

‘Once this information appears on computer bulletin 
boards, it is in the public domain. There is no effective 
copyright... itis alloverfor Gl. Between the public domain 
dissemination of the musketeer data and the cloning 
technique, Videocipher will be dead unless they simply 
write off every one of the present units in the field and 
start all over with new software.’ 

For the record, Scramble Fax is reporting this ‘defen- 
sive game plan’ to you asa matter of record, not because 
we agree with it as a ‘going out of business’ tactic. We do 
hope that GI realizes that there are now several hun- 
dred people who know and understand both the mus- 
keteer and cloning approaches and if there was ever a 
reason for GI to reconsider their “We don’t need to talk 
with pirates...” position, this should be it. 

9)A proposal surfacing at second Summit session 
(January 16-19) would change national marketing of 
chips. Orchestrated by Shaun Kenny after attendees in 
audience made floor suggestions, scenario proposed is 
as follows: 

1) Nochip should be sold to a consumer for more 
than $100 chip charge; 

2) Nochip should be sold to a dealer for more than 
$50 chip charge; 

3) Each creator of chips (X-ACT, IDS, etc.) should 
agree that for each chip they sell for $50, they 
will retain $25 and place the other $25 into 
‘defense and marketing fund’ administered by 
an attorney. 


4) Consumers would pay $100 for chip and an 
additional $99.50 (other numbers were sugges- 
ted) to go into ‘programmer escrow fund’, again 
administered by a law firm. This fund would be 
used to pay programmer fees AFTER the pro- 
grammers agreed to a new set of more reason- 
able fees than they now charge. 

Adealer who bought from X-ACT (as an example) would 
automatically qualify for legal assistance if he was 
arraigned provided he also held the chip price to $100 
and collected and submitted to the ‘programmer escrow 
fund’ the $99.50 he collected from his customer for pro- 
gramming. Dealers not playing ‘fair would not be able to 
call upon the ‘expert attornies’ and have their legal 
fees paid. 

Comment? There will be plenty. 
a a ee ae SS 


UPDATE: Shaun Kenny is urging 
dealers to support a 'Bore- 
sight Legal Defense Fund! (262 
Old New Brunswick Rd., Pisca- 
taway, NJ 08854; 201/562-0080) 
established to bring aggress- 
ive suits against cable oper- 
ators and programmers. Deal - 
ers are also being asked to 
attend 'Satellite Conference! 
at Las Vegas Dunes Hotel Mar- 
eh O02 and 055 helidsineahe eve— 
MNiMnGS SO Qs awe Mer Conn | ter 
with STTI/SBCA show. Special 
hotel rates at Dunes from 800/ 
634-6971. 

SSS SSS 


DESCRAMBLER SOURCES 

Descramblers, from the original VC2000E and E/Bseries, are 
in very short supply and then only at premium pricing. Gl 
apparently instituted a factory recall from distributors around 
4th of January to ‘factory modify some quantity of existing units 
in the field. That left, until mid-January, only Channel Master ver- 
sion units available. At one point, Channel Master was rumored 
to have 80,000 units in stock and for a period of ten days sold 
them briskly in 1,000 lots for just under $400 each. The price 
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NOTE: The first three issues of Scramble-Fax contained detailed model by model listings of all home style TVRO receivers which 
have been approved by M/A-Com (GI) for use with either the VC2000E/B (baseband) or VC2000E (70 MHz) receivers. To save 
valuable space, this listing is not repeated here because very few additional receivers have been approved (or introduced) during 
the past four months. Copies of those listings are available free of charge if you will send a stamped, self-addressed envelope to 
Scramble Fax, P.O. Box 100858, Ft. Lauderdale, FL 33310. If you have anewreceiver that requires Gl certification, contact Doug 
Linquist at GI (La Jolla, Ca.) at 619/457-2340 for instructions. The per-receiver-model fee is currently around $500 and turn- 
around time two weeks. Older style receivers, with or without 70 MHz IF output loops requiring specification modification to work 
with Videocipher may be corrected by contacting Zephyrus Electronics, Ltd. (1550 N. 105th East Avenue, Tulsa, 


Oklahoma 74116; 918/834-1229). 


topped out between $425 (1,000 lot) and $475 (50 lot) on 
January 20th-21st and then the supply dried up and only those 
distributors who had bought at inflated pricing still had units. 
Dealer pricings quoted ran as high as $550 in single units. 

Several new versions are expected; a VC2100 containing 
infra-red remote control is expected, perhaps before you read 
this, with a factory suggested price of $495 retail. A modified 
VC2000E (E/B) with U3O potted with a compound is also in the 
pipeline. Several suppliers, including Gl, are also beginning to 
ship ‘IRD’ (internal descrambler module) version receivers. Gl is 
expected to show off a proto-type ‘LSI’ (large scale integration) 
module suitable for either IRD or standalone descrambler 
operation at the SBCA-STTI show in Las Vegas. Production 
quantities of the LSI version are not expected prior to August 
however. 

There are currently no known ‘good buys’ or ‘good deals’ in 
VC2000E (E/B) units. Prior issues of Scramble-Fax have listed 
sources and pricing. No such listing appears in this issue. 


PROGRAMMING SOURCES 

CNN-CNNH-WTBS: $25 per year (404/827-2015) 

HBO/Cinemax: $129.50 annual (1 service), $199.50 annual 
(2 services) with possible two-service break to be announced 
shortly; 800-HBO-DISH to order and 212/302-6242 for 
brochure. 

FIRST RUN: Fri/Sat/Sun ‘first-run’ movies using Sony encryp- 
tion system; $159.95 1st year plus per movie fee, does not 
accept plastic money; 800/523-7150. 

PRIME-TIME 24: Plans March start of encryption of WBBM 
(TR3), WXIA (TR11) and WABC (TR23) on F2R using Video- 
cipher, wants $49.95 for full year, willadd 13th month forcharter 
subscribers; no plastic money. 212/725-1132. 

SELEC-TV: $94.50 per year, $26 per quarter; 
800/441-2535. 

SHOWTIME/TMC: $120 annual (1 service). $186 annual (2 
services); 800/422-9000 to order, 800/722-8226 brochure. 

WGN/KTVT/WPIX: $36 per year, 800/238-9749. 

Disney, CBN, ESPN, MTV and others have delayed their start- 
up dates for scrambling (although some are doing limited test- 
ing) because of a shortage of cable VC2 model descramblers to 
equip all of their affiliates for their change-over to scrambling. 
Call the HOTLINE (805/771-0575) for updates. 


UPDATE: Disney has been doing 
several hours of scrambling 
per day but has no home mar- 
keting mechanism at the pre- 
sent time. WPIX, KTV also 
testing scrambling and MTV, 
VH-I plan 5-6AM testing as 
this is issued. 


DESCRAMBLING EQUIPMENT SOURCES 

The Scramble-Fax policy is to not promote nor publicize de- 
scrambling packages offered for sale through suppliers located 
within the United States. The following sources meetthis criteria 
but their appearance here does not constitute an endorsement 
of the products listed. The pricing, where shown, is the latest 
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available pricing but may change before you contact the respec- 
tive firms. 


COMTECH (Note: This is NOT the same as Commtek, which 
publishes Orbit guide!) at Comtech Ltd, Bayview House, P.O. 
Box N1081, Nassau, Bahamas. 809/326/3674 or 
800/648-6699. Firm offers ‘Video Enhancer chip which is 
essentially a Musketeer chip. Early versions were not ‘software 
protected’ but those shipped after February 02 may be so pro- 
tected. Sales are to individuals rather than dealers and the price 
is $199.95. Shipments out of The Bahamas and credit cards 
are accepted. 


UPDATE: COMTECH apparently 
never got into operation; 
phones are not operational. 
Status of “Chicken, Coop! 
version chip unknown but 
unlikely to appear in Mus- 
keteer marketplace soon if 
ever. 


IDS at 238 Davenport Rd., Toronto, Ontario, Canada M5R1J6. 
519/735-8520. Firm offers musketeer (U30) type chip in several 
formats including one version where customer installs chip and 
then calls Canadian telephone number to obtain key-board- 
entry authorization instructions. Sales are to individuals and 
dealers and pricing appears to vary as a function of quantity. 


UPDATE: IDS now has toll free 
number as well; 800/262-3652. 
Credit cards are also now ac- 
cepted. 


RABBIT TRADING CO. LTD. at Office #10, First Bank Bidg., 
Providenciales, Turks & Caicos Islands, BWI. 809/946-4261. 
Firm offers line of ‘Videocipher Hobbiest’ products including 
software and hardware. RAMview EPROM is a normal U30 
EPROM with Setup-0 modified so contents of U20 RAM can be 
viewed. ‘Rabbit Video’ EPROM allows video-only display of 
Videocipher scrambled signals for dealer showroom use (no 
audio) and inserts in U30 position. ‘Rabbit Writer is designed for 
transfer of unit number and keys from U7. LST-01 is a com- 
mented version of U30 2.4. LST-02 is a commented version of 
U30 2.6, LST-03 is a commented version of U7. ASM-01 is a 
TMS-7000 (U7, and U19) assembler/disassembler which allows 
reprogramming of the VC2000. Rabbit also offers Videocipher 
card extender boards, ‘Super Clips’ for key extraction (sold witha 
VC2000 master unit). Note: Most Rabbit products are not avail- 
able to customers inside USA or possessions and proof of final 
non-US destination is required. 


UPDATE: Rabbit no longer 
processing ANY orders for 
hobby materials nor res- 
ponding to calls from US. 
Company appears to be op- 
erating only for Central 
American, Caribbean cus- 
tomers and others should 
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EPOXY dropped..over U30, device, Jn. newl ¥ 
shipped VGZ)00..CLRiowenrs Lon) «modu kes iam 
stopping technicians from gaining entry 
To EPROM. Many had anticipated epoxy over 
top and® bottom of U3S0 done™iinW ‘such a Way that circu It Spoard pace 


would be damaged or ruined in any attempt to remove epoxy. Mystery is 
why first 2100 units inspected are so poorly protected. 


LEADING rumor...through US Customs searches, mail inspect roms yum 
has accumulated sizeable list of Musketeer chip ID numbers which it 
will turn-off as group in perhaps well publicized ‘demonstration! of 


Their abitities trosrcountenactichbp-chechinology «De troit.,” on bie tase 
Custom points have been inspecting X-ACT, IDS and other musketeer ch- 
ips; sizeable group heading for» Caribbean also grabbed by South Flore 
ida customs late January. Subsequent chip release by customs suggests 
Glomay be phanning ‘grandstandedemonstration! of~abilbitiessto ternioas 
chips; February |I9th Is one mentioned date. X-ACT and IDS may bemhet pre 
ing these grandstand tactics by providing on-chip-ID numbers or shipp- 
ing in ways that allow chips to be intercepted. 

DISTRIBUTORS buying up old-style, unprotected VC2000 units late in 
January, could be named in Section 705 violation suit since thei sue 
tent was clearly to profit from assistingwzothers,to.V10lale, sc ianiamae 
ing laws. Attornies suggest such warehouse hoarding of VC2000 units 
places distributors in same jeopardy as creators of musketeer/clone 
chips. Dealers are reporting distributor sales people pushing these 
older style units with suggestion units Scan bet olioned" )Cetrem rms 
dicating distributors had intent to assist others in breaking law when 
They warehoused units. 

[IF Gl does bring sutts against pushers of chip products “14 seu 
difficult for them to ignore several top distributors for M/A-Com (G1) 
products who have been enhancing sale of receiver systems with chips. 
ALSO difficult to ignore willbe top, government, ofticial Jin Cai pies 
country involved jn chip distribution including large-scale moditiieas 
tion of hundreds, perhaps thousands, of VC2000 units for trans-shipment 
to other Caribbean points. Additionally, at feast two top destgnejewen 
descrambling chips hold very high positions jn US government (NASA)/ 
defense related contractor(s)..JHIS ICEBERG will surface wery> quiere: 
if the tip is exposed with excessive heat. GI apparently realizes the- 
se 'speci’al problems" and *is proceeding cautiously so as To not tte 
issue into eyes of national media who would uncover these embarrassing 
Si Twat Ons . 
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ATTORNEYS AT LAW 7 = 
SECOND FLOOR 
1919 PENNSYLVANIA AVENUE, N.W. 
WASHINGTON, D.C. 20006 


(202) 659-9750 


VIA FEDERAL EXPRESS 
(Saturday Delivery) 


October 24, 1986 , - 


* AOMITTED IN PENNSYLVANIA ONLY 


My Ltving. B.. Kahn 
1260 Flagler Drive 
Mamaroneck, NY 10543 


Dear Irving: 


Regarding your calls of Wednesday and today and 
your meeting with Frank Drendel, scheduled for Monday, con- 
cerning the “solution” to his Descrambler, I want to advise 
extreme caution. 


Knowing your love of and patience with the law, 
please read carefully the case of Chartwell Communications 
Group v. Westbrook, out of the Sixtncircuit,, a, tederal 
appeals court, which was decided in 1980 under Section 605 
of the Communications Act. A copy of this opinion is 
enclosed and you should give particular attention to pages 
466-67. . 

<> 
Since 1980, when the Chartwell case was decided, 
Section 605 of the Communications Act has been substantially 
modified and has been redesignated as Section 705. This 
statutory revision took place as part of the 1984 Cable Act. 
I also enclose for you a current copy of Section 705. All 
of that included after subsection (a) (i.e., subsections (b) 
through (e)) was added by the 1984 Cable Act; and these 
additions to the statute make that holding of the court in 
the Chartwell case even that much stronger. 


The principle for which the Chartwell case stands 
is that any effort to assist third-persons to receive commu- 
nications to which they are not otherwise entitled can be 
‘deemed criminal activity. Frank Drendel is of course very 
much aware of all of this since M/A COM was actively 
involved in those legislative activities leading to that 
portion of the 1984 Cable Act which served to strengthen the 
restriction on “unauthorized publication or use of communi- 
cations". 


CRAIG S. McCOY 
(1943-1979) 


CABLE AOORESS 
“CRAB” 


TELECOPIER 
(202) 452-0067 
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not waste telephone call 
money. 


X-ACT at P.O. Box 1335, Spruce Grove, Alberta, Canada T7 X- 
2W6. 403/486-2081. Firm offers musketeer type chip where 
user supplies unit authorization number and subscribes to at 
least one paid-for service. U30 chip replacement from X-ACT is 
inserted into U30 socket installed by customer or his service 
dealer to gain access to other services not paid for. Unit retains 
original |D number. Price isin $250 range (US) and Visaand Mas- 
tercharge cards are accepted. 


UPDATE: Contrary to rumors 
X-ACT appears to be still 

operating and plans second 
facility in Cayman Islands 
before April Ist. 


ZITS (the European chip) is represented by Malcolm (a British 
chap) who for the moment can be reached at 809- be- 
tween 5 and 6 PM eastern only. ZITS stands for ‘Zero Informa- 
tion Turn-on System’ and they claim it works by reading the 
satellite delivered data stream and capturing an authorization 
number intended for somebody else. It ‘adopts’ that number, 
writes it into the appropriate pair of memory points and this turns 
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the unit on. The ZITS chip also provides WOR reception. Malcom 
Says they will not sell their system inside the USA and they 
offer it as follows: A monthly-keyed turn on chip plus 25 con- 
sumer chips for $5000 ($200 each) or two month’s turn on chips 
(current month and next month) plus 100 consumer chips for 
$15,000 ($150 each). Proof of non-US destination is required. 


UPDATE: In case you missed 
fie Vefenmhre ipa litiectshuiss ies stron 
"European Chip' was dis- 
covered to be fraud using 
cloned super-master ID 
removed from customer unit 
without knowledge of cus- 
TOMeh. Because | ZiSeChit pe 
used master ID shared with 
many unrelated cloning 
Vealts! id svadeno. “secur— 
ity' and no commercial va- 
lue. Until this supplier 
straightens out dealings, 
we do not publish their 
telephone number. 


THE SCRAMBLING TIME TABLE 


These are the presently scrambled service channels or those planning to add scrambling in approximately the next 60 days. An- 
nounced scrambling dates are seldom exact with fact. For an update, call 305/771-0575 (Scramble-Fax HOTLINE) for a pre-recorded 


3 minute report on late happenings. 


GALAXY 1/134 West 

TRY HBO Promotional channel not 
available home dishes); Vidsocipher 

TRY WGN Videocipher 

TRS Showtime East; Videocipher 

TR7/ CNN; Videocipher : 

TRa’ CNN Headline; Videocipher : 

TR10/ The Movie Channel West; Videocipher 


TR12/ Request TV (not available home dishes); Videocipher 

TR14/ The Movie Channel! West; Videocipher 

TR1S/ WOR (not available home dishes); Videocipher - : 
TA1&/ Viewer's Choice Movies (not available home dishes); Videocipher 
TR/18 WTBS (expected to be testing any day Videocipher 

TR19/ Cinemax East; Videocipher 

TR23/ HBO East; Videocipher 

SATCOM F3R/ 131 West ’ : f 

TRS = Viewer's Choice (not available home dishes); Videocipher 
TR10/ Showtime West; Videocipher 

TRI¥ HBO West; Videocipher 

TR23/ Cinemax West; Videocipher 

TELSTAR 303/124 West 

TR2 SelecTV; Videocipher 


WESTAR 5/ 122.5 WEST ; 
TR2W Telebet Racing, Pennsylvania; Oak Orion 'I’ 


SPACENET 1/ 120 West 
TRY American Exxxtasy, pert time Videocipher 

TR7/ ~~ Hospinet; Oak Orion ‘I’ E s 

TR First Run, Sony encryption, Fri/Sat/Sun evenings os 
TR11/ Hospital Satellite Network, movies evenings, Oak Orion ‘I 
TR21/ Baptist Satellite Network, Oak Orion ‘I 


ANIK D/ 104.5 West 7 
TR2 The Sports Network; Oak Orion ‘I’ 

TR& CHCH, Canadian Indie; Oak Orion ‘I’ 

TRY WODIV, Detroit NBC; Oak Orion 'I’ 

TR10/ WXYZ, Detrot ABC; Oak Orion ‘I’ 

TR14/ TCTV, French indie; Oak Orion ‘I’ 

TR1& = CITV, Canadian Indie; Oak Orion ‘I’ 

TR21/ WTVS, Detroit PBS; Oak Orion ‘I’ ’ 
TR22 CHAN-BCTV, Canadian Indie; Oak Orion ‘I’ 
TR23/ WJBK, Detroit CBS; Oak Orion ‘I’ 


GTE GSTAR/ 103 West ae Band) 

TR12_ Hi-Net both halves; S-A B-MAC 

TR16/_Hi-Net both halves; S-A B-MAC 

WESTAR 4/ 99 West 

T Monmouth Park Racing; Oak Orion ‘I’ 

TRY Catholic Telecommunications Net; Oak Orion ‘I’ 

TR11/ Meadowlands Racing; Oak Orion ‘I’ 

TR20/_ Cherry Hill Racing; Orion ‘I’ 

GALAXY 3/ 93.5 Wes! 

TR2 De! Mar Racing; Oak Orion ‘il’ 

TR14/ Finger Lakes Racing; Oak Orion ‘I’ 

TR18/ NYRA Racing: S-A B-MAC 

TR21/_ Hawthorne Park Racing; Oak Orion ‘I’ 

RCA Ku-1/85 West 

TRY HBO West (not available home dishes); Videocipher 

TR1¥ Cinemax West (not available home dishes); Videocipher 

TR15/ Festival movies (HBO; not available home dishes); Videocipher 

SATCOM F4/ 83 West 

TR16/ Cable Video Store (movies; not available home dishes); Gl Starlock Il 

TR2Y_ Philadelphia Horse Racing; Oak Orion ‘Il’ 

RCA Ku-2/ 81 West 

TR14/ Soe (teleconference); S-A B-MAC 

SPACENET 2 69 West 

TR21/ (Ku) Texas State Interactive Net; GI Starlock Il ? 
Updates? Call Scramble-Fax Hotline 305-771-0575 for a 3 minute recorded 

telephone update. 
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¢ : ( ) EPOXY dropped over U30 device in newly 
Sst D shipped VC2100 (IR version) modules not 
stopping technicians from gaining entry 

to EPROM. Many had anticipated epoxy over 

top and bottom of U30 done in such a way that circuit board traces ; 

would be damaged or ruined in any attempt to remove epoxy. Mystery is 


WiViEt pS COMMUN om Inspected a remSOmpoOon iy. DrOmecned. 


LEADING rumor...through US Customs searches, mail inspections, Gl 
has accumulated sizeable list of Musketeer chip ID numbers SS ay 
will turn-off as group in perhaps well publicized 'demonstration!' of 


their abilittes to counteract chip technology. Detroit, other U.S. 
Custom points have been inspecting X-ACT, IDS and other musketeer ch- 
ips; sizeable group heading for Caribbean also grabbed by South Flor- 
ida customs late January. Subsequent chip release by customs suggests 
Gl may be planning ‘grandstand demonstration! of abilities to turn off 
chips; February I9th is one mentioned date. X-ACT and IDS may be help- 
ing these grandstand tactics by providing on-chip-ID numbers or shipp- 
ing in ways that allow chips to be intercepted. ; ; 

DISTRIBUTORS buying up old-style, unprotected vC2000 units late in 
January, could be named in Section 705 violation suit since hire it. tnh= 
tent was clearly to profit from assisting others to violate scramb | - 
ing laws. Attornies suggest such warehouse hoarding of VC2000 units 
places distributors in same jeopardy as creators of musketeer/clone 
chips. Dealers are reporting distributor sales people pushing these 
older style units with suggestion units 'can be cloned! (etc.), id= 
dicating distributors had intent to assist others in breaking law when 
they warehoused units. i k ; 

ip Cladocsebmingmstl itis saga inst pushepsson chip products Tie witli ible 
difficult for them to ignore several top distributors for M/A-Com (GI) 
products who have been enhancing sale of receiver systems with chips. 
ALSO difficult to ignore will be top government official in Caribbean 
country involved in chip distribution including large-scale modifica- 


+ion of hundreds, perhaps thousands, of VC2000 units for trans-shipment 


+o other Caribbean points. Additionally, at least two top designers of 
descrambling chips hold very high positions in US government (NASA) / 
defense related contrachor(s walks» (CEBERG wil | surtiace very quickly 
if the tip is exposed with excessive heat. GI apparently realizes the- 
se 'special problems' and is proceeding cautiously so as to not force 
issue into eyes of national media who would uncover these embarrassing 


situations. 
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BWI. Information contained herein is for the purpose of education and is not intended for use by any 
person or company to engage in any illegal act related to the descrambling of satellite television 


signals. Scramble-Fax” is a trade-mark of Scramble-Fax, Ltd. 


DESCRAMBLING SUMMIT heldin three sessions on 
Providenciales in Turks and Caicos Islands may prove to 
be ‘turning point’ in battles raging between GI/software 
(programmer) suppliers and that portion of home dish 
industry which is not satisfied with present pricing struc- 
ture of descramblers or programming. These were the 
key Summit-related events: 

1) Just prior to Summit, GI brought civil suits against 
Phoenix TVRO dealer (Mike Miller) and Phoenix supplier 
(PPE/Perfect Picture Engineering; Ralph William Heller 
and Ed Walters). Suit claimed Miller sold chip supplied by 
PPE to undercover GI agent acting as consumer. Gl 
obtained court order to seize Miller and PPE records, 
equipment. Litigants resolved suit January 19th through 
‘plea bargaining’ by defendents. Terms of plea bargain 
unknown at this time. 

2) One, perhaps more GI informants attended first 
Summit session January 14-16 and returned to states 
with educational and sample chips provided free to Sum- 
mit attendees. Chips were analyzed over weekend and 
GI went to U.S. Customs in Fort Lauderdale asking their 
assistance in detaining additional chips scheduled to be 
brought back January 19th by second group (attending 
January 16-19). Under Title 47.605(D), chips were ‘con- 
fiscated’ by U.S. Customs to determine if the chips con- 
tained copyrighted material. Before third group arrived at 
Fort Lauderdale (January 22nd), Customs had changed 
‘story and decided it was not looking for chips which 
might violate copyright but rather chips which might 
allow someone to illegally gain access to secure trans- 
missions (the ‘if you own burglary tools, you must be a 
burglar line of reasoning). 

3) Bill Miller, a newsman/reporter for Boresight had 
his %” professional videotapes confiscated as he left a 
commercial Pan Am flight in Miami, January 21st. Cus- 
toms detained the tapes by explaining that if they were 
dealing with the ‘notes of a newsman’, they would ‘Xerox 
the notes and hand them back to him’. Because they did 
not have the ability to duplicate Miller's 3%” tapes on the 
spot, they detained them for nearly one week to make 
copies. Boresight’s Shaun Kenny lodged a formal protest 
through an attorney based upon First Amendment rights 
of the press. Customs had ample opportunity to grab 1/2” 
tapes carried by attendees of the 1st and 2nd sessions 
and did not do so; those tapes contained the same 
material as Boresight’s tapes. The suspicion is that GI 
had somehow talked Customs into grabbing the 
Boresight tapes to keep the material off the air. Law- 
suits are expected. 


= Se 
UPDATE: Boresight tapes were 


returned five days after de- 
tention. Boresight now seen 


G3, transponder 7 only; 9PM 
eastern, Thursday nights. 


SSE UE re ee ee 


4) ZITS (Zero Information Turn-on System) claiming to 
come from European based descrambler group ‘shoc- 
ked’ attendees at first session, threw musketeer and 
cloning creators and sellers attending into ‘tizzy’. ZITS 
chip claims to work by being outside of sign-up-for- 
authorization ‘stream’ (ie. does not require its own basic 
turn-on as with musketeer chips; does not require master 
unit as with clone chips). They claim ZITS chip monitors 
incoming data stream looking for authorization numbers 
sent to new units being turned on, grabs a number fleet- 
ing byin the stream and ‘adopts’ that number as its own. If 
the number ‘goes down’ subsequently, it searches for 
and latches onto next ID it sees passing by. 

Musketeer and cloning people cried ‘foul’ and tried to 
create paper and test scenario to ascertain how ZITS 
‘really works’. They finally decided it had to be operating 
using a stolen-from-Gl (M/A-Com) ‘secret key list’ which 
was somehow involved at Videocipherfinal test station at 
factory in check out of each Videocipher (see CSD for 
February 15th for elaborated scenario). 

Musketeer and cloning people were also upset be- 
cause ZITS chip could apparently be freely ‘cloned’; buy 
one, make a million. Between cries of ‘fraud’ and fears of 
millions of chips proliferating, pressures built at Summit 
to have ZITS people declared ‘fraudulent’. ZITS reacted, 
through time-delayed communications with Europe, by 
offering to ‘protect chips’ from clone-copying but stood 
firm on demands for technology pointing out that those 
demanding the most were basically competitors either in 
fact or because of their special knowledge interests. The 
Summit closed with ZITS not delivering any chips (they 
were offered ONLY to people who could prove they were 
from outside the USA), or monthly key masters, and prom- 
ising delivery in February ‘after the chips are protected’. 

ZITS personnel also demonstrated the complete kill- 
ing of VC2000 units by unplugging units, disconnecting 
battery backup and connecting each pin on U7, U19, 
U20, U24 and USO to ground to empty all chips of any 
contents. And then they reactivated the ‘brain dead units’ 
using special chips and even returned the unit's original 
GI assigned ID numbers to the brain-dead units. 


UPDATE: ‘European Chip' was 
discovered to be using cloned 
master ID number after Summit 
closed. Same unit number also 
appears in many clone-cel | 
units leading to belief some- 
one extracting early ID key had 
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COLE, RAYWID & BRAVERMAN 


ATTORNEYS AT LAW ; = 
SECOND FLOOR 
1919 PENNSYLVANIA AVENUE, N. W. 
WASHINGTON, D.C. 20006 


(202) 659-9750 


VIA FEDERAL EXPRESS 
(Saturday Delivery) 


October 24, 1986 _ . 


Mr. Irving B. Kahn 
1260 Flagler Drive 
Mamaroneck, NY 10543 


Dear Irving: 


Regarding your calls of Wednesday and today and 
your meeting with Frank Drendel, scheduled for Monday, con- 
cerning the “solution" to his Descrambler, I want to advise 
extreme caution. 


Knowing your love of and patience with the law, 
please read carefully the case of Chartwell Communications 
Group v. Westbrook, out of the Sixth Circuit, a federal 
appeals court, which was decided in 1980 under Section 605 
of the Communications Act. A copy of this opinion is 
enclosed and you should give particular attention to pages 
466-67. Es 

Since 1980, when the Chartwell case was decided, 
Section 605 of the Communications Act has been substantially 
modified and has been redesignated as Section 705. This 
statutory revision took place as part of the 1984 Cable Act. 
I also enclose for you a current copy of Section 705. All 
of that included after subsection (a) (i.e., subsections (b) 
through (e)) was added by the 1984 Cable Act; and these 
additions to the statute make that holding of the court in 
the Chartwell case even that much stronger. 


The principle for which the Chartwell case stands 
is that any effort to assist third-persons to receive commu- 
nications to which they are not otherwise entitled can be 


‘deemed criminal activity. Frank Drendel is of course very 


much aware of all of this since M/A COM was actively 
involved in those legislative activities leading to that 
portion of the 1984 Cable Act which served to strengthen the 
restriction on “unauthorized publication or use of communi- 
cations”. 
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Mr. Irving B. Kahn 
October 24, 1986 
Page -2- 


Reading the Chartwell case and Section 705 of the 
Communications Act, as revised, I do not think it would be 
overly difficult for any manufacturer of encoding devices 
(i.e., a descrambler) to obtain speedy relief against any 
commercial .exploitation of knowledge or equipment (e.g., a 
chip) where a purpose is "assisting third parties in 
receiving communications to which they are not entitled". 
And this includes injunctive remedies restraining any such 
activities. 


As you can see, the potential penalties under 
subsection (d) of Section 705 of the Communications Act are 
very substantial, especially where there is shown to be any 

"purposes of direct or indirect commercial advantage or pri- 
vate financial gain" 


While .I believe that there would be no restriction 
on, for example, publishing the details of the “technical 
solution" in an appropriate journal, a court could even con- 
Strue payment for such a publication to fall within the 
"commercial purpose" clause. It would seem, however, that 
in the area of publishing the information, the First Amend- 
ment protections should be very broad. 


You will further note that the “individual" home 
owner who exploits this technical breakthrough to accomodate 
his own “private viewing" is very much insulated from any © 
meaningful consequences. It is the poor fellow who for his 
own commercial gain assists this "private individual" who is 
deemed the culprit deserving of punishment. 


What I speculate that Frank would be terrified 
over is any method by which the "individual" earth station 
owner could, with relative simplicity, buy a stock item of 
hardware and thereby break the code. But I also suspect 
that he is not overly concerned with a circumstance 
involving necessity for a sophisticated, custom-designed 

"chip" and some expert assistance in the installation. He 
probably feels that the latter can be kept reasonably under 
control with viligence and some legal intimidation. 


I do not want to be an alarmist. However, my 
assessment of the law, however cursory at this stage, is 
that it will be very difficult to obtain any financial gain 


through exploitation of this technology without risking 


potentially serious consequences. This is not to suggest 
that your meeting with Frank should be cancelled; but it is 
strongly to caution against any statements which could be 
implied as threats to market the technology or knowledge. 
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Mr. Irving B. Kahn 
October 24, 1986 
Page -3- 


I see no harm in telling Frank that his 
faulty and subject to breaking the code. 


Descrambler is 
Please be careful. 


Sincerely, 


Hh 


Enclosures (2) 


e 


BP. Colé,-ur. 


P.S. Should you want to talk to me over the weekend, 


my home number is (301) 229-7253. 
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DIGITAL ENCRYPTION STANDARD USERS GROUP Phone (716) 753-2654 


DRAWER 1065 
TO : DESUG Group Leaders - June 13, 1986 CHAUTAUQUA, NY 14722 
FROM : Bob Richardson 
SUBJECT : Some thoughts on U7/TMS70C40 - Custom Microcoding 


1. Though we have received inputs from 3 separate sources 
that Motorola has NOT delivered any custom microcoded TMS7000 
microprocessors in the past 2 years, John Davidson believes 
otherwise. John may indeed be correct as T.I. is rumored to 
have a separate "secure" group that works on DES type chips, 
and whose efforts are not known outside of the group. Further, 
Biue Throat's T.1I. rep checked on the subject and somecne at 
T.1. headquarters put the fear of the almighty into him to the 
point where he would not tell Blue Throat the time of day! 


2. No-never-mind whether it is or not. After tying U7's mode 
control pad to pin 36, upon RESET we can determine where any 
modified jump instruction might go by the process of elimina- 
tion AND single-stepping. Custom macros can be disassembled 
per my last letter on the subject. All this is certainly not 
easy. If it were, the game would be beneath DESUG's dignity. 


Se x 


DIGITAL ENCRYPTION STANDARD USERS GROUP 
DRAWER 1065 
CHAUTAUQUA, NEW YORK 14722 


April 8, 1986 NEWSLETTER # 4 (716) 753-2654 


Hello fellow Cryptanalysts: 


The VHS cassettes with VC2 digital audio on the video portion 
and plaintext audio on the audio portion are available. If you 
would like to borrow a cassette for a week, send $3 postage 
and it will be mailed to you priority mail. PLEASE make a 
copy and return it to me within 7 days so that all DESUG mem- 
bers will have a fair chance to use them. 


Congratulations to Bennett Collins who has just about complet- 
ed breaking the Oak Orion digital audio cipher ! ! ! 


Have just finished Chapter 10 of my "TV Encrvption/Decryption" 
textbook for E.E. students. Chapter i0 is titled, VideoCipher 
II video encryption and decryption. It runs about 40 pages and 
includes a fairly thorough engineering analysis of the superb 
SD-V1 video decoder designed by DESUG member, Bennett Collins. 
If you do not already have an SD-V1, we highly recommend you 
order the plans book and PCB at $50 right now. SCRAMCO, 8688 
Royal Drive, Noblesville, IN 46060. ALT @rurther ‘DESUG*VC2 
audio decoding work will use this outstandinc video decoder. 


Clue for those with SD-V1's. IC4, the CD4053 processor switch 
may have pin 1 connected to unused IC6 CD4053 switch C.T., pin 
14, IC6"s armature, pin 11 is connected to pin 10 of IC4 the 
composite blanking output from GEN2. Now, IC6 will switch the 
digital audio to its pin 13 contact whenever composite blank- 
ing 1S generated; i.e., the encrypted VC2 digital audio will 
come off of pin 13 and after suitable filtering, provides pure 
TTL digital encoded audio for input to a FIFO (or RAM) which 
can clock out steady serial digital audio ready for decoding. 
Study the Radio Shack CD Player Service Manual #42-5002 @ $10. 


DESUG ANNUAL MEETING: 

Will be held during the Dayton Hamfest, Saturday, April 26, at 
the Imperial House Hotel, corner of I-75 and Needmore Road at 
7:00 PM in Dayton. The room number will be in my name. Please 
check at the Science Workshop booth at Hara Arena for my room 
number with DESUG member, Murray Barlowe. 


The meeting will cover election of the DESUG Board of Advisors 
anc progress reports by leading members. Coincident with the 
meeting will be a cocktail party to celebrate the future con- 
guest of the VC2 encrypted audio. All members are invited and 
urged to attend this momentous first annual meeting. If you 
miss it, you will have only yourself to blame. Scotch/bourbon/ 
gin-tonic/beer and hors d'oeuvres will be provided to allevi- 
ate the great drought that this gathering of intellectual 
giants will create. Have a safe journey. See you in Dayton. 


Bob Richardson - W4UCH, DESUG Secretary 
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Sis, 
DIGITAL ENCRYPTION STANDARD USERS GROUP Phone (716) 753-2654 


BULLY P11), 1986 - CONFIDENTIAL - DRAWER 1065 


CHAUTAUQUA, NY 14722 
Hello DESUG Project Leaders: 


Some thinking "out loud" that you might wish to comment upon, 
I suspect that the partial VC2 master key and/or pointers to 
it is held in a number of bytes in U7's 128 byte RAM/working 
registers (RO to R127) of the 70C40. During the power down 
(external power removed) and power up (external power on) 
Sequence the VC2 MUST restore the capability of recognizing 
the initial authorization word/string when it is addressed. 


Presuming that Henry is able to disassemble U7's 4K of ROM 
using Homer's 500 power chip prints as a guide to bringing the 
mode control pad hich, we still have the three conundrums of: 
1. Decoding those MACRO instructions customized in U7. 

2. Determining U7's power ON initialization custom sequence, 
3. Reading the values stored in RO - R127 when powered down. 


Any suggestions would be appreciated ? ? ? Best Wishes, 


Bol. KicLachem. 


Bob Richardson, DESUG Secretary 
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Following in confidence: 
G VP and Chairman of the 


Re, posssible DESUG restructuring. 
would you be willing to become DESU 


Board of Advisors. 


Dear Roberto: 


Q- 14) 
DIGITAL ENCRYPTION STANDARD USERS GROUP Phone (716) 753-2654 


DRAWER 1065 
Julye10, 1986 NEWSLETTER # 8 CHAUTAUQUA, NY 14722 


SUMMER GREETINGS TO ALL DESUG MEMBERS: 


A number of things to discuss with you as we plunge into the 
@epths of the summer heat wave here at Lake Chautauqua, N.Y. 
Some days it hits a high of 83 degrees F. and the natives all 
jump into the lake to avoid heat stroke. This writer had the 
pleasure of being elected Commmodore of our local yacht club 
for 1986 and 1987. We have about 40 sailboats in our fleet 
ranging from the youngsters in Lasers to their fathers and 
grandfathers in Lightnings, Flying Scots, and 20* "C" scows. 
Though all are old friends of long standing on shore, when the 
starting guns go off, you will observe mortal combat beyond 
description. The Snipe class sailboat U.S. Nationals (65 plus 
entries) are being held here on Lake Chautauqua this weekend. 


CONSTRUCTIVE SUGGESTIONS: 

One can please most of the members most of the time, but not 
all of the members all of the time. DESUG members vary from 
normal mentally healthy achievers to those with mild paranoia. 
All are welcome as long as they do not overly foment dissent. 
If they cross the line they will be quietly dropped from DESUG 
rolls regardless of their contributions. The lecture is over. 


Vy 73, Bob 


DESUG PUBLIC RELATIONS: 

Bob Cooper, DESUG Board of Advisors Vice Chairman, visited 
us last week and did 5 ten minute interviews for the Boresight 
Tv show, Thursdays at 9:00 PM. Our goal in the interviews 
(Dr. Stevens - Board of Advisors Chairman was invited), was to 
establish DESUG credibility; i.e., a technically sound scien- 
tific approach to the problem at hand compared to the multi- 
tudinous weirdo squirrels out there in deciphering land. The 
showings were/will be: July 3, 10, 17, 24, and 31, 1986. 

DESUG welcomes Dr. Karl Louis, Co-Editor of the prestigious 
"Cryptologia Journal" to the DESUG fold. We prepared a brief 
paper for insertion in the next issue outlining DESUG's 
approach to the deciphering conundrum and welcoming member- 
ship applications from exverienced cryptanalysts. The timing 
was excellent for dovetailing into the DESUG PERT schedule. 


You are the expert. 


OUTSTANDING PROJECT LEADERS/CONTRIBUTORS: 

Mr. Homer Stevens and Mr. Ward Williams, two of the foremost 
DESUG project leaders deserve special “thank-yous" and con- 
gratulations from DESUG members for their recent & continuing 
significant contributions to the DESUG goal. It is only 
through team effort and dedication such as theirs that DESUG 
will achieve its end objective. Thank you, gentlemen ! ! ! ! 


coe 


Bob Richardson, DESUG Secretary 


ls 
RETRIBUTION 


WHEN ® CONSORTIUM BECOMES TOO FOWERFUL AND GREEDY TO THE 
DETRIMENT OF SOCTETY AS A WHOLE AND THEREBY ENDANGERS THE FREE 
FLOW OF INFORMATION THROUGH THE FUBLIC AIRWAY A RIGHT GUARANTEED 
THE CITIZEN BY THE FIRST AMENDMENT TO THE CONSTITUTION, 
SCRAMBLES THE WORD OF GOD, SUBVERTS THE ELECTED FOLITICAL 
GUARDIANS OF "THE FUBLIC TRUST THROUGH MEDIA ACCESS AND FAC 
CAMPATGN CONTRIBUTIONS, BLACKMAILS THE ARMED FORCES RADIO AnD 
TELEVISION SERVICE, AND FILTERS THROUGH SELECTION, MANIFULATION, 
AND INTERPRETATION, THE NEWS EVENTS OF THE DAY, THE CITIZENS 
HAVE THE RIGHT AND DUTY OF RETRIBUTION, 


THIS MESSAGE IS DIRECTED AT JOHN OF TCI, MIKE OF HBO, JAMES OF 
NCTA, MOSES OF GI, TED OF CNN, JACK OF MFAA, RONALD OF VIACOM, 
THE FACELESS PLAYERS AT TIME-LIFE, COCA-COLA, TRI-STAR, 
FARAMOUNT, AND EVERY OTHER WOULD-BRE MONOFOLIST. 

Meyer, LIMITED NUMBER OF COPY FROTECTED RETRIBUTION CHIPS EXIST 

THE MARKET WOULD CEASE TO EXIST IF: 

1 DECODING HARDWARE COSTS ARE IMMEDIATELY LOWERED TO #1¢@, 

« FROGRAMING TS MADE AVATLABLE TO ANY THIRD PARTY FOR RETAIL 
AND COMMERCTAL MARKETING UNDER THE EXISTING TERMS AND 
CONDITIONS APPLICABLE TO THE CABLE COMMUNITY. 

3 FROGRAMERS WILL NWOT BE DENIED ACCESS TO THE CABLE MARKET 
NOR THREATENED WITH CANCELLATION IF THEY ELECT TO NOT 
SCRAMBLE THETA SIGNAL. 

& THE HOUSEWIFE WHO BUYS THE SOAP GETS TO SEE THE SOAP OFERA. 
IN OTHER WORDS, NO SCRAMBLING OF NETWORK FEEDS, BACKHAULS, 
ADVERTISER SUPPORTED OR FUBLIC BROADCAST FROGRAMS., 

WHAT*S FAIR IS FAIR 


GIG A HERTZ 


a ae, is 

‘ il cy ar ¥ oe 
n . aan iy ora" 
; ha ne ae Do ma) 


(Van © . oe 7 
Wis fn A 7 1 iy ns ae " ‘ey 


_ Wis: , . 
ee wy fet Nal’ tae 


, 
e 
? i 
' a 
| 
ir 
a 
2 
' 
i 
ae 
ant a? 
E 
“a 
J 
; / 
= 
4 
“ft 
i 
é 
J 
i 
mI 
tat ie 
i z 1 hud 
» ey 
> 
b 
} os ¢ 
: 1 : 
7‘ Opa ~* 


VGll BOOTLEG BRIEFCASE IT 


INCLUDES : 


CUSTOM MADE BRIEF CASE 

IBM PC 

E-PROM BURNER 

E-PROM ERASER 

3 MUSKETEER PROGRAW 

SUPER GLIP ( WITH KEY EXTRACTION ) 
ELECTRIC VACUM SOLDER SUCKER 
VARIABLE TEMPERTURE SOLDERING IRON 
2 BRAIN DEAD VCll BOARDS | 

10 BLANK E-PROMS 

2 O28. BOOTLEG EPOXY REMOVER 


PILUS- COMPILETIE INSTRUCTIONS 


ON HOW TO REMOVE THOSE UNWANTED GRAPHICS 
HOW TO CLONE 


HOW TO EXTRACT THOSE HIDDEN KEYS 


HOW TO BRING TO LIFE A BRAIN DEAD UNIT 


HOW TO MAKE 3 MUSKETEER CHIPS 
HOW TO REMOVE U-30 AND INSTALL A SOCKET 


HOW TO MARKET YOUR PRODUCTS & MAKE A $1,000,000.00 


ALL OF THIS PLUS YOU WILL BE THE TALK OF G.l. FOR ONLY 


$99.95 CALL 1-300-855-VCll 


[1-21 


WARGO MSL TEMS 
» ( KOUTIAATES VER br Ps “o 
MINIUS BE 1IOS WAY ovK 
| OR GMRAIGIGIS LAUTR DMS # 
} ay CTHACR oe cn 
ail RVG a VNOW popes 


Awe (ee) Var Pav ORES aie 


RRND CE! RRs OIE INORININ CF HS Ji 

a | sao oF . 

ever ABI BON TO 8 OF wR 

; | TIKU CAG UARNB.A BARU OY Roa OR 
PERO? A... ATS OCA CY VOR OT 

200,094 A A @ STOUONRE UOT TERM , 


ca 
¥ beth ese ao: senor ee 


sada 


CW ELECTRONICS 


HIGH-TECH INNOVATIONS 


1073 Huron Drive 
Harrisburg, PA 17111 
(717) 564-4754 
March 10), 1987 


Coop's Satellite Digest 
PO. “Box 100858 
Fort Lauderdale, Florida 33310 
Dear Bob: 
I've had many the opportunity to speak to your personally 
meeene Various satellite shows; but, this is the first ‘time I've 


written. 


Enclosed are six (6) articles (two related) regarding 


_ several topics. I apologize in that these may seem somewhat dis- 
Beanced and unconnected; but, I wanted to get it all into print 
as quickly as possible. I just didn't have quite enough time to 


gather my thoughts in a more suitable manner, so here goes. 


There is one complete literature package regarding the 


Miller-Stephenson line of solvents. One particular item you may 
pipdeusetul to pass along is called MS-111 Stripping Agent. So 
ends my chemistry lesson for the day. The lessor of these two 


packs contains duplicates of those found in the complete set. 


The article found in Network World gives a more optimistic 
outlook towards our industry. However, this isn't exactly "C" 
Band entertainment! 


fie Te Lipproge LronoolVrDy ebrel Barr re interesting “to 
say the least. Even North of the border, they have their problems. 


The item photocopied from Microwaves & RF shows that 
entrepreneur Andy Hatfield is NOT resting on his laurels. Several 
other such advertisements have appeared in various house organs 
Petie past months. But; ‘how many individuals are this diversified? 


Now we come to the piece cut from VIA SATELLITE. Hasn't 
anybody thought of removing the Integrated Receiver/Decoder from 
an existing piece of equipment and attempted to modify it? Interest- 
ing! Let's do away with ALL the push buttons, on-screen displays, 
and whatever, and develop a purely functional piece of gear. 


Unfortunately, it would appear to me that the time may 
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Coop's Satellite Digest (2) 


be right for the American Technocratic Society (if I remember the 
name correctly) to make their move. If memory serves me, they 

had said they had the equipment (I've seen ads for this type of 
gear in Microwaves & RF or MSN & Communications Technology) and 

the know-how to construct a satellite jamming transmitter. Not 
like Captain Midnight, but actually jam the transmissions on one, 
mmnom- several birdawe Just a little scary to say, the least. I 
remember that you put both sides "on notice". There was just such 
a scenario in STV Magazine at one time last year. I believe it 
placed a lot of heat on Chris Schulthesis at the time. Bearing 
that thought in mind, I recall an article in your Digest regarding 
the losses of income by several individuals (O.E.M. designers/engi- 
neers/entrepreneurs) whoes salaries dropped from the Six (6) figure 
Hevel to barelyethat of the middle class. 


[certainly don"t advocate’ doing anything drastic. . Further- 
more, i for One witlenotebe a party to that in any manner. But, 
Hoo Delieve it’ s™high time for the “other side™ to consider the 
amiplications, possibilities, and disasters’ that COULD occur if 
somebody gets really mad. In fact, I bet some were "really mad" 
when they were met by the U.S. Customs at the airport when they 
returned from the "Descrambling Summit". 


Lxuhinkey ougget tnye drift"! 
It doesn't sound too good! 


Ligwouldn bDewn ice tvomberabile trotsert at the" barczinine table 
eHowhash this thing out. But, the only results I've observed so 
far is a lot of games (video games that is). I wonder? What would 
happen to this entire scrambling situation if the home dish industry 
just gave up and disappeared? Would we go right back to square 
one with open skies, or what? 


Come on guys, where's the harm to an industry (programmers 
and suppliers) if a few people watch? I thought that was what 
commercials were for in the first place! By the way, how DOES 
an iandustry sell a product via a scrambled signal? 


Well Bob, if you decide to insert the preceding into 
the "Industry At Large" section of your Digest, your word processor 
ori have its IC's smoking when it attempts. to correct. all, my 
Syntax and grammar errors. 


We hope to see the "old format" back soon someday (many 
advertisements and numerous articles regarding equipment evaluations) 
when all the dust settles. We're certainly glad to see you back 
at the helm! Nobody, but nobody does it better! 


Brey ; 


FC/vw - Enclosures Frank Cwynar 
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= EO NEWS ser, 


DESCRAMBLERS : 


I'll start off this Newsletter with 

the story which is likely to be of 
interest to you. In our last Newsletter 
I predicted that the scrambling systems 


currently in use would be broken in 

4 to 6 months. This has now been 
accomplished and there is now a 
proliferation of descrambling espa et 
entering the marketplace. 


Let me back track here & explain the 

two primary scrambling systems currently 
in use. The primary one uses a decoder 
called the Videocipher II. It is used 

by the major movie channels such as 

HBO, SelecTV, The Movie Channel, etc. 
The price of this decoder is in the 

area of $350 US ($650 CDN after exchange, 
duty, federal tax & shipping is added), 
and the programming subscription costs 
for all channels currently scrambled with this system total over $650 US per year 
—-thats over $900 Canadian per year! Pretty absurd. The wholesale price for these 
channels (what cable companies pay) is dirt cheap. For example, a large cable 
company can purchase HBO for a mere $1 per month. The Home Dish Satellite industry 
could not support such price gouging with you, the Satellite Dish owner, as the 
victim. That is why there has been such great effort to neutralize the current 
scrambling systems. This has been accomplished. However, before I get carried away 
here let me quickly outline the second major scrambling system. 


The second most popular method of scrambling is the one used by the federally 
anctioned monopoly called Cancom which scrambles 8 commercial stations on 

ANIK D using the U.S. system called ‘Oak Orion'. This system was broken by 

a Canadian this past summer. It is illegal to decode these signals in Canada 
(however, this has not been tested in court) and the channels on this system 

are of little interest to most people. 


Unlike the 'Oak' system, it is perfectly legal to own a VC II in Canada. 

We are very fortunate since, by being in Canada, we can decode these 

Signals to our heart's content. The only cost involved is the actual cost 

of the box that does the trick. Currently all of the methods in the 

marketplace which 'do the trick' require that you start off a VC II decoder 
box. So, right away we are looking at an initial cost of $650. Add to that 

the cost of the modifications which are added to the box results in a system 
which could cost up to $1200. This is an incredible bargain once you sit 

down & work out what you are getting for your dollars spent. Bear in mind that 
this box will unscramble all present and future channels which use this system. 


Someday, in the years to come, the Satellite Dish Industry will, working 
together with Hollywood, see to it that the artists are properly paid for 
their creative work. In the meantime we have to defuse the exorbitant 
greed of the major cable operators. 
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What if they change scrambling systems? This is very unlikely since 1) the Dish 


Industry is already working on 'breaking' all alternative systems; 2) it would 


cost a company over $50 million to switch. This is simply not economic so there 
is very little to worry about here. 


On January 19th “to 26th, 


Summit who has the best & most secure system for the dollar, 


1987, I will be attending a Scrambling Summit. 
At this Summit I will hear presentations on all 6 systems which defeat the 
VC II descrambler. I will be able to negotiate with the manufacturer at the 


I will be able 


to make a bulk purchase of this system. By making a bulk purchase, I will be 
able to pass these savings on to you. 


At the end of this Newletter you will find an order form for a descrambler. 

I am willing to guarantee a price no higher than $1200 for the complete system. 

If I can do it for less through my bulk purchase, I will certainly do so. 

The final price will be established once I return from the Summit. Delivery is 
expected to start in February. As usual, I will stand 100% behind the descrambling 
system I sell you. The order form asks for a deposit of $650 when you place your 
order. This covers the cost of the VC II descrambling box. Delivery & installation 
of the descramblers will be done in the order in which they are received. The 
deadline for the receipt of your deposit & order is Thurs. January 15, 1987. 

This deadline applies only to those who wish to take advantage of the ae 


PURCHASE PRICE. 


Speaks Up 
Dear Editor: 

Over the past few months in your 
publication I have read numerous letters 
from people upset with scrambling and 
the VideoCipher and have patiently lis- 
tened to their suggestion that the program 
prices were a lousy deal and that renting 
VCR tapes was the “‘cheaper” solution. I 
feel it is time to speak up. 

_ From the other side of the fence I 
must say that owning a VideoCipher can 
make movie viewing a pleasure again. 
First of all, if I rented all the movies on 
HBO in the month of November at the 
tape rental store, my movie viewing for 
November would have exceeded $120. In 
addition, I have numerous sporting 


ORDER FORM: 


events, and comedy specials to view that 
my tape renting friends don’t even have 
access to at any cost. My annual subscrip- 
tion to HBO comes to only $10.80 a 
month (Showtime is even cheaper). At the 
rental store, I could get only. five movies 
for my money. More than likely, the 
movie I would want to rent would already 
be out for the night. The quality of the vi- 
deo tape is horrendous compared to the 
studio quality of the movies I can watch 
on my VideoCipher. And the sound. 
Wow! If you haven’t watched a movie 
through the VideoCipher with its digital 
stereo sound, you’re in for a real viewing 
experience. 

So, to all my tape renting friends, I 


can only say go ahead and fight the traf-_ 
fic. Stand in line and hope your tape is not _ 
“out,” and hurry back the next day before 
your tape is “‘late’’ and costs you another 
$2. I prefer to enjoy VideoCipher’s ad- 
vanced technology in the comfort of my 
easy chair. And as the price of premium 
programming comes down (as we all 
know it will), I will have an even better 
entertainment bargain. 


Dave Siebert 
Evansville, IN 


YES! Sign me up for a VC II Descrambling System! Enclosed is my cheque for $650 
as my deposit for the Descrambling System. I understand that the total price 
will not exceed $1200 & that the final price could be significantly less 
depending upon the bulk purchase agreement YES is able to negotiate. 


NAME: 


ADDRESS 


PHONE: 


Make your cheque payable to YES & mail to: 


My Deposit of $650 is enclosed. Deadline: Jan. 15 ‘87. 


462 Trans Canada Hwy., Duncan, BC V9L 3R6 
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by Bill Barr 


Larry Christie from the Winnipeg branch 
of the CRTC said, ‘To collect conclusive 
evidence on signal theft requires a judge 
to authorize a search warrant to enter a 
suspects home. Therefore, getting a 
conviction will be difficult.” Christie also. 
said, Canadians watching U.S. stations | 
such as HBO, or Cinemax are not 


breaking Canadian communications law, . 


but were violating the copyright of these 
signals. “However, the fines for copyright 
violation in Canada are nothing more than 
a slap on the wrist,’ Christie said. 

Flora MacDonald, the Minister of 
Communications, announced recently 
that one of her top priorities is to revise 
Canada’s outdated copyright laws, to 
enact penalties more befitting the crime. 

Once again | must ask our readers not 
to call or write our office asking questions 
about super-chips, or where they can be 
purchased. A similar request followed a 
recent story on the VideoCipher® |! 
cloning. One day we logged over 216 
calls in 8 hours, and received over 800 
letters by mail. 


SCAC ON SCRAMBLED U.S. PAY 
CHANNELS. 

The association also endorsed a posi- 
tion on the scrambling of U.S. pay chan- 
nels and their lack of a Canadian 


vs SCAC 


marketing plan to dish owners. It reads - 


as follows: 

In the U.S. it is legal to receive satellite 
pay programming for private viewing if the 
programming is NOT encrypted and a 
marketing system has NOT been 
established for individuals to obtain 
authorization for such programming. 

In May 1983 the Canadian Radio- 
television and Telecommunications Com- 
mission (CRTC) exempted Canadian 
private dish owners from requiring a 
license to receive satellite signals. The 
CRTC also publicly acknowledged they 


have no jurisdiction over satellite signals 


Originating from the U.S., provided the 
reception of such signals is for private use 
and not rebroadcast for commercial gain. 

If a book is published and sold in 
Canada and simultaneously published in 
the U.S., it would be in the best interest 
of all Canadians to buy Canadian, pro- 
viding the price and other marketing fac- 
tors are equal. 

However, if that book is delivered to 
your door with no price tag, or with a price 
tag and no marketing mechanism for you 
to pay the asking price, you have every 
right to read the book. And therefore can- 
not be accused of stealing something you 
can’t buy. 

The same applies to U.S. satellite pay 
programming in ,Canada. Therefore, 


SCAC contends; ‘it. is NOT illegal for ” 
Canadian dish .owners to’ receive ail - 


ek 


$crambled or unscrambled U.S. cable. ~ 


programming within “our . technical 
Capabilities. We are under no obligation 
to pay anyone for these services until a 
fair marketing plan is in place allowing 
Canadian dish owners to compensate the 


programmers. 
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YESCO phone 748-6814 


AN UPDATE ON VC li CLONING 


After OnSat broke the story about the 
VideoCipher® |! being cloned in the 
Dec. 7-13 edition, our office received over 
eight hundred pieces of mail requesting 
more information. | decided in this issue to 
explain the cloning process in more detail, 
which is easier than replying to eight 
hundred letters. 

At OnSat we debated if we should write 
stories about the VC II being cloned, or 
the Oak Orion decoder being defeated by 
a super-chip. Basically our readers, by 
their response, convinced us that they 
wanted to know what is going on. After all, 
they pay for the subscriptions. If we at 
OnSat tell what we know, then the readers 
can decide if they wish to buy a VC Il 
clone, or a Cancom super-chip, and 
take the risk of prosecution or losing 
their money. 

There are three methods being used to 
clone the VC II decoder, in use by HBO, 
Showtime, CNN, etc. All methods require 
a customer to buy a normal VC II decoder. 

Method one is called “THE THREE 
MUSKETEERS” A special micro-chip is 
implanted in the U-30 location on the VC Il 
Circuit board. The customer takes his 
cloned board home, and subscribes to 
one service, such as CNN at $25/year. 
When CNN is activated all other scram- 
bled services come on automatically, 
video and audio. One for all, and all for 
one, hence the name THREE 
MUSKETEERS. Even the pay-per-view 
channels appear with this method (video 
only), and dish owners cannot subscribe 
to these channels, G1-12 and F3-5. 

This is the most reasonable method of 
cloning the VC II. You retain ownership of 
your serial number, and the VC || can be 
reverted to its original state, should you 
decide to officially subscribe to a service 
at a later date. 

Although the THREE MUSKETEERS 
is the least expensive, most experts agree 
G.|. can defeat this method by changing 
the data transmitted, via satellite, to tier the 
VC || boxes. But dealers selling the 
MUSKETEERS say they will reactivate 
their customers, for a nominal fee. How 
can you identify a MUSKETEER box. It is 
difficult, but one way is the reaction time 
for a picture to appear after a scrambled 
signal is tuned. In the MUSKETEER the 
signal appears instantly, whereas other 


From: 


by Bill Barr 


methods take half a second or more. 

The second method is labeled THE 
TRUE CLONE, sometimes referred to as 
THE CHICKEN COOP after the 
engineer who devised it working in a 
chicken coop. In this method U-30 is 
removed from the VC II board, and a 
twenty-eight pin socket is put in this loca- 
tion. After removing the original U-30 
micro-chip from the circuit board the VC II 
will always be a bandit, because it cannot 
be returned to its original state. Warranty is 
also voided because it cannot be returned 
to the manufacturer. The original software 
program in the VC II! box is killed by short- 
ing all pins of-U-7. This is not required if 
the VC II box has not been activated. The 
VC II box is now in its virgin state, just as if 
it was on the production line. Using a clip 
containing a special micro-chip, the soft- 
ware operating program is loaded into the 


_ U-7 micro-processor (MPU) by pushing 


buttons on the VC Il front panel. The soft- 
ware program is the same in all VC || 
decoders, except for twenty-eight bits of 


information which are stolen from the mas- 


ter box, and loaded into the clone. Then a 
new U-30 is inserted in the clone box, and 
this box is Hit-On by a VideoCipher® 
signal from the satellite, or jump-started 
using another micro-chip which 
synthesizes the satellite signal. 

As long as the master box is activated 
by subscriptions, the cloned copies will 
also stay on. If the cloning technician (the 
cloner) only clones twenty or thirty boxes 
from one master, it is doubtful G.|. can find 
all the masters to turn them off. However, 
most of the cloners are greedy, and will 
copy thousands of customers per master 
making it easier for G.I. to buy a box, 
transport it to their computer facility, find 
the serial number and turn it off. Bingo!, 
thousands of boxes are disabled in one 
foul swoop. The cloners give no guarantee 
and you could be out five hundred dollars. 

Just because the cloner defeats the text 
in the box, or re-writes software that no 
serial number appears on the TV screen, 
doesn't give total immunity to being shut 
off. The only thing the no-text fix does, is 
force G.1. to buy a box and take it to their 
computer facility, which, | admit, could be 
costly at $1,400 a pop. 

A variation of the TRUE CLONE 
doesn't destroy the original U-30 chip. 
This is called THE NEAT CLONE. A clip 
containing a micro-chip is temporarily 
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applied to U-30. Software is downloaded 
into U-7 MPU and the clip is removed. The 
box is also jump-started using another 
clip, or Hit-On by a satellite signal. No visi- 
ble signs of tampering can be seen on 
THE NEAT CLONE board. If you decide 
to revert to your original serial number the 
cloner can arrange this. This method is 
the fastest way to clone a VC II box, and 
takes only a few minutes. 

The original Digital Encryption 
System Users Group (DESUG) which 
was set up to defeat the VC I] back in 
February 1985, went underground when 
they were close to a VC II solution. Now it 
appears that a rift has developed amongst 
the key players of this group. Apparently, 
they cannot agree on a collective market- 
ing approach to defeat VC || decoders. 
One faction backs the THREE 
MUSKETEERS method because it is 
cheap. Another faction is convinced the 
TRUE CLONE is the way to go, because 
it cannot be defeated easily by G.I. 


The Canadian contingent to DESUG 
was astounded their U.S. partners began 
marketing the clones, and brandished 
them as economic opportunists. 
Canadian DESUG are designing a cheap 

decoder, negating the need to buy 
the expensive VC II. Then, they contend, 
G.I. will not profit from revenues 


. generated from the sale of VC II boxes. 


The Canadian wonder-box is expected to 
make its debut at the March Space/STT| 
show in Vegas. 


| am constantly asked if the clones will 
continue to work? Frankly, | wish | knew 
the answer. But logically, it appears if a 
cloned box is an exact replica of the origi- 
nal master, which is legally subscribed on, 
G.1. would have to turn off the master to 
defeat the clones. Finding all the masters 
will be a gargantuan task for G.I. There- 
fore, | must conclude, at this time, the VC II 
appears to be broken. 


What are the legal ramifications of using 
a cloned VC I! box in Canada to receive 
scrambled U.S. pay services? Will VC |! 
boxes be banned in Canada? How will 
programmers, committed to the 
VideoCipher® technology, but not scram- 
bled yet, such as Disney, react to the news 
the VC Il is defeated? What type of tech- 
nology lies ahead after the VC Il 
disappears? What will HBO do now? We 
will examine these issues next week. 
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CONCERNING THE oe DIGITAL DATA STREAM OF OES Ese oiat = 


The true digital data: is recovered and becomes available for 


. the first time at IC U28, a 74AS174.° The data is transmitted 


4 bits at;a time in tristate and at this point clocks out at 
7.15909 mc. The video transmitted with no syne still has a 
horizontal sync pulse interval. This period of time contains 
88 bits of data. They have been time compressed from the entire 
length of the horizontal line to the length of the horizontal 
interval. The first 4 bits of each line are the computer 
control bits. The other 84 bits are 42 bit pairs for each 


‘channel of audio. Each of the 88 bits are in this order: 


XXXX PAPB SBm6A SAm6B e2BmSA e2Am5B elBm4A elAm4B e0Bm3A e0Am3B 
c2Bm2A c2Am2B clBm1A clAm1B cOBmOA cOAmOB SAm6B e2Bm5A e2Am5B 
elBm4A elAm4B eO0Bm3A. S is the sign bit, e is th exponent bit 
mO-m6 = the 7 mantissa (key) bits, P is the parity bit, Cc0-C2 


"are the code error detector bits, XXXX are the computer control 


bits for authorization and maintaining authorization. 
Now all: these bits are necessary for the videocypher to put 
everything in proper order and restoration. However if one were 


“to pick off pin £5 for the A A channel and pin £10 for the B 


channel and clock them out with a 3.57945 crystal to a very fine 
homemade circuit of exclusive or gates, a register and’a DAC, 
with a 44.056 KC clock, then one would get mono audio. 


Concerning the computer interface to the microprocessor U7 
and U19, the 4 data bits enter U 24 at pins 9-12, which enter 
the 8 bit data bus as they are addressed on line. U7 has a 4K 
E-prom internally with Ram memory and battery backup. Internal 
Key seed codes can only be read by the microprocessor itself 
therefore giving high security to the system. 


Back to the recovering of the audio. At each instant of 
time the level relates to the binary code value of the digital 
word with DAC decision thresholds set at 10, 30, and 50 IRE units 
Therefore the maximum level of audio in that small instant of 
time would be 60 IRE units represented by 1 0. If 40 IRE the, 
two bits would be 11. If 20 IRE‘then 0 1. If 0 IRE--0 0. 
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VCU lI -Audiovbix 


We received the following four pages of VC II data in the mail 
from a source that wishes to remain anonymous. After reviewing 
the material, we have concluded that most of the information 
provided is accurate, and may provide the secret to solving the »- 
VC II Audio problen. 


The key element to solving for audio seems to be IC U26 in the 
vC II. By taping pins #5, and #10, and routing this output 
through a specially eee eee circuit, it should be possible to 
get audio. 


Although we were only provided with general statements about the 
nature of the circuit required to process the audio, we have 
been able to draw up what we feel will be a workable circuit. 


We are testing our own version of this circuit, and hope to have 
an operational unit in kit form within the next few weeks. Our 


engineers feel very strongly that this fix will solve the 
problem! 


Thanks for your interest. 
(Remember this information is provided for educational purposes 


only. We strongly advise you against using any information we 
provide in an unlawful manner.) 
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VC II Audio Fix 


From VC II 
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Cracking the VOID eae ir 


In recent weeks many people have found Sopp 8 wave to turn) 
the VC IJ decoder on. I’m sure that most of these people are 
# like us and are doing it for “purely research reasons”, and are 

not trying to anpegetay Use any satellite PPA GHATS. 


Poy 


Well for you “research” people, here are some ways ie. activate 


the VC II ele (this LOLG ERO presented as echnical 
nformatio and i tended to used e im an 


illegal BE 
A. As seen on Boresight. 


1. Open case, remove front panel and get to chip set. 

2. On Chip U17, jump pin 6 to 1K resistor then to chip US, 
pin 13. 

3. On chip U13, jump pin 4 to 330 ohm resistor to trim pot 
resistor then to IC US Pin 15. : 


B. Another Way. 


1. Open case, remove front panel and get to chip set. 
2. Isolate Pins #2 & #5, on U9. 

3. Place a jumper between U9, Pin #2 and U24, Pin # 16. 
4. Install circuit as follows: 


U24 #22 


Cee cera TnI pI gue enema dinmnnemnetmane tana oneeae tne neeneeenamennenenen anne emnenenanneenemnaneamnaannaaa aaa ae 
Manuals for Sale 


1. Black Box Solution eevuegeneneve0e200280802882808808088 888888 8S SS $49.95 
(Includes Year Subscription to this Newsletter) 

2. M/A-Com VC II Patent Information w.ccccccecscveeree $15.00 

3. Data Encryption Standards woccvvevsvevcccvevevvece $15.00 

4. DES Modes of Operations ceovoeveeevesevecvsvoeevevece $15.00 

6. Gated Sync Pulse Descranbler PION c ocle ce cocceecee cc 00 


You may order any of these products fron Biack Box Solution ‘py 
calling 1-501-321-1645. 


(c) 1956 by BBS Inc. All Rights Reserved. 
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It excites me very little to have to sit down and palaver with one such as you, however I*m DONE, I*m 
FINISHED, 'm CELEBRATING!!! A couple of miscellaneous items here: 


I can“t possibly believe this, but the dreaded and thieflike UK, apparently actually referred a guy to me for 
information!!! The only way | figure this could have happened is JK knew he was a nark or some other 
pinhead trying to set someone up!! Anyway, he wanted turn-on proceedures for a ZENITH 2-TAC box, so | 
told him to send you a few bucks donation---! sic*d him on YOU, my fri |. hee hee hee hee. This is the 
second time I’ve had this sort of call, so |hope weird people are laying money at your doorstep because of 
me. 


The enclosed TY catagory file is a better copy of the one you included in your USCI modification manual, and 
up to date. Since | don*t plan on drawing anything further until maybe Septembe- -- so (with the possible 
exception of the little JERROL' - - tio tuner doodle, should you send it) it should last awhile. With the 
sidebar blurb, hopefully they will not S- ‘stally stupid and order from yuu again. People are so dumb it is 
incredible!! You DO mention that the prints are available from us, but I don*t think dimbulbs can read, or do. 
Sighs htt. ech e Ad. Thanks for rumiy this, by the way. It is like a free ad, no? Sa 


In order to attempt to label some of my tagged line> r--rorhy, | had to sit down and fork through some of the 
circuitry of this pig, so Ill spew my conclusions all over you and possibly save you having to go into some 
of the circuitry you aren*t overly interested in. I could be totally all «vr* here as Im not an engineer, so if 
you feel a tine should be labelled something else, holler. (Incidentally, I have been getting orders for this 
thing already--even before it was completed!!). First off, the modulator module is capable of standing alone 
and being used in other units, so | am selling it separately under it*s own name, for tho:- ho aren*t 
interested in it. Thusky you got YOUR name on two things for the price of one as it were—I can hear the 
crackling from here! Secondly, the receiv. - module which you poo pood as being totally without interest, is 
NOT a satellite receiver as | thought, but what they adde- *- ‘urn this box into an “E” model. According to 
one each E ° Cooper, the original model was only capable of interfacing with about 30% of the receivers 
on the market, so this little module was added so to be sure of picky up the digital information off the air. 
As you can see, the 7Omes input and output jacks are jumpered together. | am assuming this board has the 
function of stripping the digital stream of information out of the sync areas and tossing aside the video and 
audio information. When you asked if there were any thing else I needed, | forgot to ask about information on 
the NEC. UPC1477 chip as Ihave nothir= ** allon it. It is not listed in my Master either. Anyway, | would 
believe if you looked at the output line of the receiver module (P/U71'"1), you*d discover the coded 
teletext and DES keys, etc there. For the receivers with LNB snor*>, this infomation is sent into the 
"Composite Vide." jack (this seems to indicate that perhaps composite video is also coming out of the 
receiver module, but this doesn*t make sense either as you also have to feed in “Clamped Video” from your 
satellite receiver if you use the 7Omes loop, so | remain confused) where the video IF. switch selects which 
hook-up proceedure you have chosen, snd the polarity switch selects this, should you be using the 7Omes 
loop. Output goes into the teletext board at the point | have labelled “DATA”. I have not made much of a 
study of this board, sn ‘vill stick with the analog shit. Meanwhile, whichever RF hookup is being used, the 
“Clamped Video” is hooked up at it*s jack from the satellite receiver, directly into C301. The video and 
audio information are processed on the teletext board and | believe the sync portion of the video is sent back 
to the analog board where | have labelled “SYNC”. On the teletext board, | have made an assumption and 
labelled U2 & U3 as D/Aconverters. These are AMI chips. There is-22 pages of D/A converters listed in 
the Master and one of the very few names NOT mentioned is Al-1!, <o | assume they normally do not make 
them. There are 11 possible data lines going into these and Kelly (rr of my engineering friends who has 
been drooling and slobbering all over this box) says it is very unlikely they would use anything over an 8 bit 
converter , so perhaps there is something else inside these chips. | was thinking for some strange reason 
M/A-COM was having AMI custom build these--since they are doing so with U4, whatever it is, and not 
using an off the shelf D/A as OAK does, but who knows ?? Anyway, | have a very <*-:ng hunch that there [S 
aD/A converter involved in this «~a, so have labelled them such (I.can always erase this later). It appears 
that U2 is for right channel audio and U3 for left. I have labelled the outputs of these as RRA and RLA for 
“recovered right (left) audio” as did Mr. Pilgrim in his/her /its work. The two channels are summed by Ul, 
so | labelled this output “R+LA™ for obvious reasons. These vulputs are fed to IC402/3 on the analog board. 
OK, as | see it the select lines (A,B,C) of all three switch chip, th the exceptioon of “A™ on IC403 are 
tied together. Assuming this line ‘- lo, all the xo turn into x, the yo into y and the zo into z. The following 
would occur: Clamped video is fed to xo, switched to zo, and outputted to z where it reaches the “Video 
Out” jack, and is also run through the 4.Sme> ver mic filter to the video input of the modulator. Yo , which 
is grounded is switched to z1, which can*t go anywhere, so this completes the video section. Right channel 
audio input is amplified by ICAO1a and fed to y! (does n-4*-3 here), and zo where it is switched to z and 
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thusly outputted to your stereo amp. This signal is also emitter coupled to xo, along with that of the left 
channel, switched to x and sent to the audio input of the modulator as a mono signal. The left channel input is 
amplified by 1C401b and shipped to y1 (nothing done here either) and zo, switched to z and thusly to the left 
channel output for to be piped to above mentioned stereo amp! Anything coming out of the teletext board at | 
point “RRA” is fed to yo, and switched to ground at Y. If anything is coming out of “RLA", it goes to yo on. 
the left chip (C403) and is switched to ground at Y. Anything coming out of the summed signal at “R+LA” is 
fed to x1 where it stops. It matters not what the “A” select line of IC403 does at this point. Therefore, if 
the select lines are lo, the box is disengaged and audio/video are sent directly through it to it*s outputs. 
‘what happens now if the select line ts hi?? Thank you for asking, and | shall forthwith tell you: All x1 turn 

yl into y and zt in’. 2. In the case of video the sync (ok, ok, this has to be video, damnit and I have 
to change my label on it) ripples down through a chain of tuned circuits into 301, y1, where is is switched 
to z1_ which is switched to the output at z, again to the “video output” jack and through the filter to the 
modulator. X1 is ground and fed to zo, which prodably adds some isolation inside the chip. On the audio side, 
our right channel input, amplified by C401a goes to yl, where it is promptly grounded at Y! Likewise the 
left channel input is grounded at it*s chip*s Y. The emitter coupled sum of these two is not seen, since it 
goes to xo. The right recovered audio from Mr. teletext goes to IC402 z1 where it is outputted to the right 
audio output jack. The left recovered audio is fed to IC403 z1 where it is likewise outputted to the left audio 
output jack. Assuming the odd man out, “A” select of IC403 be hi, there is no x1 pin, so nothing happens. 
Should this select line be lo, however, xo which is tied to our left recovered output signal is switched to x, 
which just happens to be our right recovered audio signal, thusly, suddenly we have mono forced upon the 
eudie section.. The surnmed signal of “R+LA” is fed to xi of 402, switched to x and fed as a mono signal 
to the modulator. OK, the control of the main select lines, Ihave labelled 0/0 for “On/Off”. This switches 
transistor 312, using 313 as a latch. The emitter of 313 is taken to the computer where it switches 
transistor 003 to control tii. “sideocipher signal” lamp and enable the microcomputer to allow you to fiddle 
with the front panel buttons. | labelled this line "VC" for videocipher. The only other control line is to the 
select A pin of IC403, and since this allows a stereo or forced mono signal, | have labelled it “M/S”. T 
front panel computer is very straightforward and has only three data lines. One switches from TY to 
Satellite, so | have labelled it "S/T". The other is the handshake line between this microcomputer and that 
on the teletext board. Tl labels their input pin RXL tu receive data, so | did likewise here. This works out 
since both chips receive data, so......... 


| have made no studies of the teletext board yet, so will let you engineering types play with it. | WOULD like 
any feedback you may have on it in the future. | Navy s ceived absolutely zero input from the OAK “NPION” 
unit I drew---absolutely CE RO. Has everybod; |”. 2n up on it or what?? |. am obviously going to have to 
re-label a couple of lines on this thing, so wha? about “video” in place of “data”, and “RY” in place of 
“sync"?? “RY” being for recovered video, of course. | didn*t pay enough attention to this the first time 
around, being more interested in the audio, but obviously entire video has to be outputted from the 7Omes 
receiver module, as well as being fed back into the analog board, since the “clamped video” input goes toan 
xo which is dead if the select lines are hi. Sigh... cee 


In order to break up sheets 5 and 6 into basicly analog vs basicly digital sections, | had to break up Il lines. 
These lines are not labeled, nor do they leave the board, so | used pentagons with alpha characters to 
indicate them. All tagged rectangles are lines with MY labels which DO leave the board (this is typical of all 
my prints), and all tines with tiny arrows are “functionally labeled” lines with do NOT leave the board, but 
are common to many points thereon, again typical of all my prints. | do not run address, data, clock, reset, 
ete etc lines sll over my prints. Orie other interesting thing, | was curious 2s to why they would use such a 
strange vauiw xtsi, however when you divide down twice, you get--of all things--color burst frequency , so 
| guess someone at M/A-COM was thinking after all. | guess there is nothing that says microprocessors 
have to run at any specific round figure like 4 or 8 mos anyway, right?? The LAST and perhaps most 
dangerous assumption | have made on this print is that of U7. This in-house numbered thing has the same 
pin-out 2s good old UI9, and TI just happens to have a version of this microcomputer without the UART. The 
TMS7001 has a built in UART, and the pinouts make sense only if the alternate labels are used--thusly pir * 
becomes RXD rather than AS, 39 becomes enable (for UIS) rather than B6, etc etc. At U7 on the other hand, . 
the opposite ts true, therefore | took a chance ai. :alled this chip a TMS7000. It is possible this chip ts 
nowhere near this, but it sure does fit nicely. This leaves U2/3/4/5/24 as unknowns. | do not have any 
kind of National Cash Register data book to see if US or i show up. AMI is well ks... 1 as a custom house, 
- sol rather imagine U4 is custom (as is possibly U2/s3. The RAM (U20) is mvered by the internal battery , 
SO it looks like their downloade:' © “.rmation goes re Kelly is reading out the EPROM (USO) so any 
information off this you*ll get. 
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United States Patent 19 (11) Patent Number: 4,602,274 nie 
Acampora et al. [45] Date of Patent: Jul. 22, 1986 Ree re 
[54] TYQY FORMAT TELEVISION SIGNAL A453 Simel/iL9 Sq Poetsc here cere ct ene 358/14 
ENCODING AND DECODING APPARATUS B53 95; 393" O/I9I825  PCATSOM lessccccer-szs-nneaczesceaeceres 358/310 
[75] Inventors: Alfonse Acampora, Staten Island, Primary Examiner—Michael A. Masinick 
N.Y.; Robert J. Petri, Montgomery Assistant Examiner—Michael P. Dunnam = 
Township, Mercer County, N.J. Attorney, Agent, or Firm—Joseph S. Tripoli; George E. 


[73] Assignee: RCA Corporation, Princeton, N.J. Haas; George J. Seligsohn 


[21] Appl. No.: 565,286 [57] ABSTRACT 
: Encoding apparatus, situated at the transmitter and 
22) + Filed: Dec. 27, 1983 Bes ePP , 
ap File ¥ employing digital processing, transforms an NTSC for- 
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TYQY FORMAT TELEVISION SIGNAL ENCODING 
AND DECODING APPARATUS 


This invention relates to encoding apparatus and 
decoding apparatus for transforming a television signal 
originally in composite NTSC format into a predeter- 
mined serial TLYQY time-multiplexed format television 


. Signal, and then restoring this time-multiplexed format 


back into composite NTSC format. 

There are disadvantages in transmitting a color tele- 
vision signal in NTSC format over a satellite communi- 
cation system. These disadvantages arise from the fact 
that (1) the signal-to-noise ratio of a satellite communi- 
cation system (particularly a Direct Broadcast Satellite 
system) is relatively low; (2) the noise power spectrum 
with respect to signal frequency of a frequency- 
modulated signal is parabolic, so that the noise level at 
higher signal frequencies is quite high; and (3) all of the 
chrominance information component of an NTSC tele- 
vision signal (which television signal frequency modu- 
lates a microwave carrier of the satellite communication 
system) phase modulates the relatively high 3.58 MHz 
color carrier frequency situated near the upper end of 
the television signal band, where the noise power of the 
frequency modulated microwave carrier is high. More- 
over, more of the frequency-modulation sideband 
power of the chrominance component lies outside of 
the bandwidth of the satellite transponder than would 
be the case if the chrominance component were posi- 
tioned closer to the lower end of the television signal 
band. The consequent effect is to lower both the fidelity 
and signal-to-noise ratio of the chrominance component 
of a received NTSC television signal communicated by 
satellite. 

In the near future. Direct-Broadcast-Satellites (DBS) 
will be coming into use. DBS will broadcast directly to 
the homeowner who will employ a relatively small. 
low-gain antenna to receive signals from the satellite. 
The problem of low signal-to-noise ratio is a much more 
severe problem in a DBS receiver than is the case of an 
earth-station receiver employing a large, high-gain an- 
tenna. 

A general solution to the aforesaid problem is to 
transform an NTSC format television signal at the trans- 
mitter into a more suitable format, and frequency- 
modulate the microwave carrier transmitted to the sat- 
ellite with the transformed format television signal. At 
the receiver, the transformed-format television signal is 
restored to NTSC format. One known approach is to 
convert a 3.58 MHz color carrier of the NTSC format 
to a substantially lower (and. therefore, less noisy) color 
carrier frequency (a so-called “buried carrier”). This 
has the beneficial effect of positioning more (but not all) 
color-signal frequency-modulation sideband energy 
within the bandwidth of the satellite transponder. An- 
other known approach is to do away with the color 
carrier altogether, by transforming an NTSC format 
into a Serial time-multiplexed format in which the re- 
spective chrominance and luminance information of 
each horizontal scan-line period of the transformed 
format occupies separate and distinct portions of each 
horizontal scan-line period thereof. The present inven- 
tion makes use of this latter approach. 

In order to squeeze both serial time-multiplexed lumi- 
nance and chrominance information into the time inter- 
val of a horizontal scan-line period. part of the time 
occupied by the horizontal blanking interval of the 
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NTSC format must be used. Even then, at least one of 
the chrominance and luminance information must be 
time compressed. Thus, some of the information avail- 
able in an NTSC format television signal is thrown 
away at the transmitter in the transformation process 
and, therefore, is unavailable at the receiver. This is a 
price that has to be paid for the benefits gained by trans- 
mitting a serial, time-compressed transformed-format 
television signal, rather than an NTSC format television 
signal to a receiver over a satellite communication sys- 
tem. The predetermined serial IYQY time-multiplexed 
format television signal having characteristics provided 
by the encoding apparatus of the present invention 
significantly reduces the price to be paid for using a 
serial, time-compressed transformed format signal, 
while retaining the gained benefits of such a trans- 
formed format over an NTSC format. 
Briefly, in accordance with the principles of the pres- 
ent invention, each horizontal scan-line period interval 
is divided into 910 sampling periods, each of which 
sampling periods is equal to } of an NTSC color-carrier 
period. Each horizontal scan-line period includes (1) a 
short sync pulse comprised of the leading edge and a 
fractional part of a standard-length NTSC horizontal 
sync pulse, the short sync pulse having a length equal to 
a first given integral number of sequential sample peri- 
ods, and (2) luminance (Y) video and front porch sam- 
ples situated within the time interval occupied by the 
“Y and C (chrominance) active video+front porch” 
interval of an NTSC horizontal scan-line period, the Y 
active video and front porch samples being comprised 
of a second given integral number of sequential sample 
periods. Each of alternate ones of the horizontal scan- 
line periods further includes a flag pulse immediately 
following the short sync, a first guard immediately 
following the flag pulse, a set of time-compressed I 
(in-phase) samples immediately following the first 
guard, and a second guard immediately following the 
set of time-compressed I samples and immediately pre- 
ceding any Y active video and front porch samples of 
that alternate horizontal scan-line period. The flag pulse 
has a given level above the given blanking level of the 
original NTSC format television signal and has a length 
equal to a third given number of sequential sample peri- 
ods. The first and second guards have a level substan- 
tially equal to the given blanking level and have lengths 
equal respectively to fourth and fifth given numbers of 
sequential sample periods. The set of time-compressed I 
samples have respective levels above the given blanking 
level and are comprised of a sixth given integral number 
of samples occupying sequential sample periods, with 
respective levels of the time-compressed I samples cor- 
responding to a first set comprised of successive levels 
of C that occur during each of every 2nth (where n is a 
given integer) sample period of the active video portion 
of that alternate horizontal scan-line period. Each re- 
maining horizontal scan-line period includes a third 
guard immediately following the short sync, a set of 
time-compressed Q (quadrature) samples immediately 
following the third guard. and a fourth guard immedi- 
ately following the set of time-compressed Q samples 
and immediately preceding the Y active video and front 
porch samples of that remaining horizontal scan-line 
period. The third guard has a level substantially equal to 
the given blanking level and has a length equal to the 
sum of the third and fourth given integral numbers of 
sequential sample periods. The fourth guard has a level 
substantially equal to the given blanking level and has a 
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level equal to the fifth given integral number of sequen- 
tial sample periods. The set of time-compressed Q sam- 
ples has respective levels above the given blanking level 
and is comprised of the sixth given integral number of 
samples occupying the sequential sample periods, with 
the respective levels of time-compressed Q samples 
corresponding to a second set comprising successive 
levels of C that occur during each of every 2nth sample 
period of the active video portion of that remaining 
horizontal scan-line period. Further, the second set of 
2nth period is phase displaced with respect to the first 
set 2nth sample period by solely one sample period. 

Using the Y, C and timing and control information 
contained in a received transformed serial IYQY format 
television signal having the characteristics set forth 
above, it is possible for a relatively simple and inexpen- 
sive decoder situated at the receiver to regenerate the 
original NTSC format television signal with a high 
degree of fidelity. 

In the drawing: 

FIGS. la and 1b schematically illustrate the format of 
a composite NTSC format horizontal scan-line period 
and a preferred embodiment of a transformed serial 
IYQY format of two successive horizontal scan-line 
periods in accordance with the principles of the present 
invention; 

FIGS. 2a and 28, respectively, are block diagrams of 
illustrative examples of the transmitter portion and the 
receiver portion of a television-signal satellite commu- 


nication system. which respective transmitter and re- 3 


ceiver examples incorporate apparatus embodying the 
present invention; 

FIG. 3 isa block diagram structurally illustrating the 
NTSC time-compressed IYQY multiplexed video signal 
digital processor of FIG. 2a in more detail: 

FIG. 3a comprises respective timing diagrams of 
control signals generated directly or indirectly by the 
sequence generator of FIG. 3: 

FIG. 4 illustrates a structural embodiment of the 
IYQY encoder of FIG. 3: 

FIG. 5 illustrates a preferred embodiment of the ad- 
dress control of FIG. 4: 

FIG. 5a is a timing diagram helpful in explaining the 
generation of the write clock of FIG. 5; 

FIG. 6 illustrates a preferred embodiment of the 
structure of the time-compressed IYQY multiplexed to 
NTSC video signal digital processor of FIG. 20; 

FIG. 7 is a timing diagram of two respective control 
signals generated by the sequence generator of FIG. 6: 


FIG. 8 illustrates an embodiment of the structure of 4 


the 2D interpolation filter of FIG. 6; and 

FIG. 9 contains respective timing diagrams helpful in 
explaining the operation of biphase select generator. the 
tri-state multiplexer and the 2D interpolation filter of 
FIG. 6. 

The characteristics of a composite NTSC color tele- 
vision signal are known in the art. These characteristics 
include a phase-modulated color-carrier frequency fcc 
component which 1s frequency multiplexed with a base- 
band luminance component during the active video 
portion of each horizontal scan-line period. The color 
carrier frequency fcc has a value of approximately 3.58 
MHz and each successive horizontal scan-line period 
has a length equal to 227.5 periods of the color carrier 
frequency fcc. Besides the active video portion thereof. 
successive horizontal scan-line periods include a stan- 
dard length horizontal syne pulse preceded by a front 
porch and followed by a back porch. The front porch is 
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at a given blanking level; the horizontal sync pulse 
extends below this given blanking level; and the back 
porch includes a color burst with a reference phase of 
frequency fcc that is superimposed on the given blank- 
ing level. The leading edge of the horizontal sync pulse 
precisely defines the beginning of each successive hori- 
zontal scan-line period. 

FIG. la schematically illustrates a single horizontal 
scan-line period, extending from the leading edge of one 
sync pulse the leading edge of the next following sync 
pulse. The present invention makes use of a sampling 
frequency having a period equal to } the period of the 
color carrier frequency fcc. Since a horizontal scan-line 
period is equal to 227.5 periods of the color carrier 
frequency, the scan-line period is equal to 910 sampling 
periods of 4fcc (as indicated in FIG. 1a). As further 
indicated in FIG. 1a, the first 143 sampling periods of 
each horizontal scan-line period are occupied by the 
sync pulse and the back porch. The remaining 767 sam- 
pling periods thereof are occupied by the active video 
portion followed by the front porch which precedes the 
sync pulse of the next following horizontal scan-line 
period. The active video portion is comprised of base- 
band luminance (Y) and phase-modulated color-carrier 
chrominance (C), simultaneously-occurring, frequency- 
multiplexed signals. As indicated in FIG. 1a, the phase- 
modulated C signal is a composite of a signal formed of 
the vector sum of in-phase (I) and quadrature (Q) com- 
ponents. 

In accordance with the present invention, successive 
horizontal scan-line periods each having the NTSC 
format shown in FIG. 1a, are transformed into a prede- 
termined serial IYQY time-multiplexed format of the 
type shown in FIG. 1). FIG. 15 shows two successive 
horizontal] scan-line periods, indicated, respectively, as 
“scan-line 1” and “‘scan-line 2”. The first 143 sample 
periods of scan line 1 consist of a short sync pulse of 23 
sample periods, followed by a flag pulse of 9 sample 
periods, followed by a guard 1 of 9 sample periods, 
followed by 93 I compressed samples each occupying a 
sample period, followed by a guard 2 of 9 sample peri- 
ods. The first 143 sample periods of scan line 2 are 
comprised of a short sync pulse of 23 sample periods, 
followed by a guard 3 of 18 sample periods, followed by 
93 Q compressed samples each occupying a sample 
period. followed by a guard 4 of 9 sample periods. 
Guards 1, 2, 3 and 4 all have the same given blanking 
level as that had by the untransformed original NTSC 
scan-line period. However, a short sync pulse of each of 
scan lines 1 and 2, which has a level below this given 
blanking level, is comprised of the leading edge and 
only a fractional part of the untransformed standard- 
length NTSC sync pulse (which has a length substan- 
tially greater than 23 sample periods). The flag pulse 
and the I compressed samples of scan line 1 have a level 
above the given blanking level and the Q compressed 
samples of scan line 2 also have a level above the given 
blanking level. Further. the Y active video+front 
porch samples, which occupy the latter 767 sample 
periods of each of scan line periods 1 and 2, have a level 
above the given blanking level. It is a television signal 
having the transformed serial TYYQY format shown in 
FIG. 15. that is transmitted from a transmitter to a 
receiver over a Satellite communication system. 

Examples of such a transmitter and such a receiver 
are shown in FIGS. 2a and 28. respectively. Referring 
to FIG. 2a. an NTSC composite video signal, at the 
tramsitter, 1s applied as an input to both analog-to-digi- 
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_al converter (A/D) 200 and to sync stripper and color 
surst locked timing signal generators 202. Block 202 
includes a phase-locked oscillator arrangement, respon- 
sive to the phase of the color burst of the NTSC com- 
posite video input. for deriving a continuous wave color 
carrier frequency fccat the reference phase of the color 
burst, and also deriving a sampling frequency of 4fcc 
that is phase locked to the color carrier frequency. 
Further, block 202, in response to the horizontal and 


vertical sync signals of the NISC composite video. 


input, derives a signal HS defining the leading edge of 
each horizontal sync pulse of the NTSC composite 
video input and a signal VB defining the vertical blank- 
ing interval of the NTSC composite video input. Signals 
HS and VB are applied as respective inputs to decoder 
gate 204 to produce as an output initializing pulse IP. 
Specifically, the inputs to gate 204 are such that in the 
absence of a vertical blanking interval, an IP signal is 
produced in response to each and every HS signal (.e., 
no IP is produced during a vertical blanking interval). 
The sampling frequency, the color carrier and the IP 
signal are applied as respective inputs to NTSC to time- 
compressed IYQY multiplexed video signal digital pro- 
cessor 206, which includes the encoding apparatus of 


the present invention. The sampling frequency is also 2 


applied as an input to A/D 200 and to a digital comb 
filter 208. A/D 200 samples the level of the NTSC 
composite video at the 4fcc clock rate and converts 
each sample to a multibit (e.g., eight) binary representa- 
tion thereof. As is known, comb filters take advantage 
of the fact that Y information on each of two successive 
scan lines is relatively in phase with another, while the 
C information information is relatively 180° degrees out 
of phase with one another, to separate the Y informa- 
tion from the C information. The separated Y and C 
information, in digital form, from comb filter 208 is 
applied as respective inputs to processor block 206. 
The time-compressed IYQY multiplexed video signal 
from digital processor 206 is applied to digital-to-analog 
(D/A) converter 211 preferably through digital frame- 
to-frame fine structure pre-emphasis filter 210. The 
4fccsampling frequency is applied to both filter 210 and 
D/A converter 211. Although filter 210 is not essential 
to the practice of the present invention, its use is highly 
desirable in a satellite communication system (especially 
a DBS system) for reducing (in cooperation with a 
de-emphasis filter at the receiver) the effect of transmis- 
sion-path noise. Preferably, such pre-emphasis and de- 
emphasis filters are structurally of the form disclosed in 
detail in the co-pending patent application Ser. No. 
565,285 of Acampora, et al., filed on even date herewith 
and assigned to the same assignee as the present applica- 
tion. In any case, regardless of whether filter 210 is 
included or excluded, the output from D/A 211, which 


constitutes the transformed serial ILYQY format of FIG. § 


18, is applied as a modulating signal to F-M microwave 
transmitter 212, and is then transmitted as an up-link to 
the transponder of a satellite. 

The down-link from the transponder of the satellite is 
received by F-M microwave receiver 214 in FIG. 26. 
The output from receiver 214, which has the trans- 
formed serial IYQY format shown in FIG. 18, 1s applied 
as an input to A/D 216 and to sync stripper and HS 
separator 218. Block 218, in response to the leading 
edge of each short sync pulse, derives an HS signal that 
defines the time of occurrence of each successive lead- 
ing edge. The HS signal from block 218 comprises a 
time base for the receiver, which time base is synchro- 


_ 


0 


30 


. 


6 


nized with the timing of the transmitter. Other timing 
signals in the receiver are derived from the HS signal. 
In particular, the HS signal is applied as a synchronizing 
input to timing frequency generator 220. which includes 
such means as a voltage-controlled oscillator and fre- 
quency dividers arranged in a phase-locked loop for 
deri'ing successive sampling periods at the sampling 
frequency of 4fccin synchrony with the occurrence of 
successive HS signals, so that exactly 910 sampling 
periods occur during each successive horizontal scan 
line period defined by the interval between the occur- 
rence of two successive HS signals. The timing fre- 
quency generator 220 also generates a continuous wave 
color carrier frequency fccin synchrony with both the 
HS signal and the sampling frequency. Color carrier 
fcc and the HS signal are applied as control inputs to 
NTSC processing amplifier 222, discussed in more de- 
tail below. The HS signal is also applied as an initialized 
pulse (IP) to time-compressed IYQY multiplexed to 
NTSC video signal digital processor 224, which in- 
cludes the decoder of the present invention. The Sam- 
pling frequency 4fcc is also applied as respective inputs 
to A/D 216, frame-to-frame fine structure de-emphasis 
filter 226, digital processor 224, and D/A 228. 

A/D 216 samples the output from receiver 214 at a 
rate of 4fcc and converts the level of each sample to 
multi-bit (e.g., eight) binary representation thereof. The 
digital output from A/D 216 is applied as an input to 
digital processor 224 preferably through de-emphasis 
filter 226. Although de-emphasis filter 226 is not essen- 
tial to the present invention. its inclusion, along with 
pre-emphasis filter 210, is desirable for reasons dis- 
cussed above. De-emphasis filter 226 may have the 
structure discussed in detail in the aforesaid co-pending 
(Ser. No. 565.285) patent application. 

The output from digital processor 224, which com- 
prises in digital form the Y and C active video samples 
in NTSC format, is converted to analog form by D/A 
228 and is appied as a signal input to NTSC processing 
amplifier 222. Amplifier 222 may be a standard process- 
ing amplifier. of the type employed in television studios 
and the like. which. in response to applied color carrier 
and HS sync information. derives, with the appropriate 
relative timing. the NTSC standard-length sync pulse 
and color burst during the sync + back porch interval of 
a composite NTSC horizontal line period. The output 
from amplifier 222 is a complete NTSC format color 
television signal. 

As discussed above in connection with FIG. 2a. 
NTSC to time-compressed IYQY multiplexed video 
signal digital processor 206 includes the encoder of the 
present invention. More specifically. as shown in FIG. 
3, digital processor 206 is comprised of sequence gener- 
ator 300, D flip-flop 302. and IYQY encoder 304. Se- 
quence generator 300 includes 2 counter responsive to 
the sampling frequency 4fcc applied to it clock (CLK) 
input for counting 910 sequential sampling periods. This 
counter is reset at the beginning of each horizontal 
scan-line period in response to an initializing pulse IP 
applied to its reset (R) input. Sequence generator 300 
further includes appropriate gates coupled to the 
counter thereof for deriving. as respective outputs 
therefrom. a plurality of control signals which are ap- 
plied as respective inputs to TYQY encoder 304. As 
indicated in FIG. 3, the respective control signals are 
comprised of flag (F). guard 1 (G1). read 1/Q (RIQ). 
guard 2 (G2). Y enable (YENB). and blanking level 
sample (BLS). As indicated in the timing diagram of 
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FIG. 3a, YENB occupies both the first 23 sampling 
periods and the last 767 sampling periods of the 910 
sampling periods comprising a scan line (i.e, YENB 
occupies the entire interval starting with the 143rd sam- 
pling period of one horizontal scan line and extends to 
the end of the first 23 sampling periods of the next hori- 
zontal scan line). Further, F occupies 9 sampling peri- 
ods beginning with sampling period 23, G1 occupies 9 
sampling periods beginning with sampling period 32, 
RIQ occupies 93 sampling periods beginning with sam- 
pling period 41, and GS occupies 9 sampling periods 
beginning with sampling period 134. In addition, BLS, 
which is only one sampling period long, occupies sam- 
pling period 904 (which occurs during the front porch 
portion of an NTSC format horizontal scan line). 

D flip-flop 302 has the color carrier fccapplied to its 
data (D) input and the initializing pulse IP applied to its 
clock input. In response thereto, phase signal @ is high 
and phase signal ¢ is low during alternate horizontal 
scan lines, while d is low and ¢ is high during the re- 
maining horizontal scan lines. Both } and é are shown 
as applied as inputs to IYQY encoder 304 (although 
they provide redundant phase information so that only 
one of the two is essential). 


TYQY encoder 304 further has the Y and C digital 2 


signals from filter 208 applied as inputs thereto and also 
has sampling frequency 4fcc applied as inputs thereto. 
The preferred embodiment of encoder 304 is shown in 
FIG. 4. 

FIG. 4 includes tri-state buffers 400, 402 and 404 and 
tri-state multiplexer (MUX) 406. Each of these elements 
is a commercially available device, which is capable of 
transferring a multibit binary signal from its input to its 
output only if its enabling (EN) control is low. If EN is 
high, the output thereof is decoupled from the input 
thereof by a high impedence (effecting an open circuit). 
For this reason, each of elements 400, 402, 404 and 406 
are shown as having respective control signals applied 
to the EN control thereof through an inverter (schemat- 
ically designated by a small circle at the EN control). 

Tri-state buffer 400 is enabled by a write enable (WE) 
control signal from address control being applied to the 
EN control thereof. This permits the C digital output 
from comb filter 208 to be applied through buffer 400 as 
an input to memory 410, which at this time is placed in 
its write mode by the presence of the WE signal applied 
as a control input thereto. Address contro] 408, which is 
shown in greater detail in FIG. 5, applies multi-bit ad- 
dress information to memory 410 for storing each of 
successive I/Q applied C samples at sequential address 
locations within memory 410. 

As indicated in FIG. 4, address contro] 408 is respon- 
sive to the 4fcc sampling frequency, the @ phase signal 
and the G1, G2, RIQ and BLS control] signals applied as 
respective inputs thereto. As indicated in FIG. 5, ad- 
dress control 408 includes an address counter 500, 
which is cleared in response to either G1 or G2 control 
signals being applied to the clear input thereof through 
OR gate 502. Further, in response to the G2 control 
signal, the binary value of the phase signal ¢ is loaded 
into divide-by-eight 504. The 4fcc sampling frequency 
is applied directly as a read clock to contro] 506. Fur- 
ther the 4fcc sampling frequency is applied through 
divide-by-eight 504 as a write clock to contro] 506. 
Therefore, the write clock, which occurs at only one- 
eighth the sampling frequency 4fcc, has a period of 
2/fcc. However, as indicated in FIG. 5a, the write 
clock when @ has the binary value one, is phase dis- 
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placed by one sampling period of 4fcc with respect to 
the write clock when @ has the binary value zero. In 
this way, the color components on successive lines have 
respective quadrature displacement. Note that the re- 
spective phase values of I (in-phase) and Q (quadrature 
phase) are not necessarily the NTSC standard values. 
All that is essential is that the relative phase difference 
therebetween be substantially 90°. 

Flip-flop 508 is set in response to the G2 control 
signal being applied to its set (S) input and is reset in 
response to the BLS control signal being applied to its 
reset (R) input. The output from flip-flop 508 is a write 
1/Q (WIQ) control signal which is applied as a first 
control input to control 506. As indicated in FIG. 3a, 
the WIQ control signal occurs for 770 sampling periods 
beginning with sampling period 134. The WIQ control 
signal is applied as a second contro] input to control 
506. 

During the presence of WIQ, a write clock is for- 
warded by control 506 as the clock input being counted 
by address counter 500. During the presence of RIQ the 
read clock is forwarded by control 506 as the clock 
input to address counter 500. Address counter 500. after 
being cleared, counts the number of clocks applied 
thereto and then applies this count, in binary form, over 
its bus to memory 410 as indicated in FIG. 4. 

Control 506 also produces as an output the WE con- 
trol signal, discussed above in connection with FIG. 4. 
The WE control signal is in the form of successive 
pulses occurring at the relatively slow write clock fre- 
quency of fcc/2. 

Referring to FIGS. 3a and 4 again, it is seen that the 
interval of the WIQ signal includes the interval of the 
active video. so that a signal one out of each successive 
set of eight consecutive C samples, occurring during the 
active video portion of each horizontal scan-line is writ- 
ten into memory 410 and stored at each of consecutive 
address locations thereof. This results in a total of 93 C 
samples being stored in memory 410. During the 93 
sample period interval of RIQ of the next-occurring 
horizontal scan-line period. these 93 samples are read 
out, in order, at the sampling-frequency rate of 4fccand 
applied through then-enabled tri-state buffer 402 and 
chroma processing 412 to the encoder output that is 
coupled to filter 210 of FIG. 2a. 

While chroma processing 412 is desirable. it is not 
essential. Specifically, chroma processing 412 is used to 
modify the chroma samples for such a purpose as in- 
creasing the chroma signal-to-noise ratio at the receiver. 
For instance. since the chroma dynamic range is sub- 
stantially less than the luminance dynamic range. it 
might be helpful to increase the dynamic range of the 
chroma samples. This can be accomplished by such 
linear means as amplification or by such non-linear 
means as companding, by way of example. 

The Y samples from comb filter 208 (FIG. 2a) are 
delayed by one horizontal scan-line period by | H delay 
414. During the YENB interval. during which tri-state 
buffer 404 is enabled, the delayed Y samples are for- 
warded to the encoder output to filter 210. Further. 
during the BLS sampling period. which occurs during 
the front porch portion of the NTSC format television 
signal. delayed Y samples are sampled by blanking level 
sampler 416 (which is a sample-and-hold circuit). Blank- 


5 ing level sampler 416 applies the given blanking level 


held thereby as a first input to tri-state MUX 406. Flag 
word generator 418 applies a binary word representing 
a predetermined level above the given blanking level as 
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a second input to tri-state MUX 406. Tri-state MUX 406 
is similar to tri-state buffers 400, 402 and 404. except for 
the fact that tri-state MUX 406, when enabled, selec- 
tively couples one of its two inputs to its output in ac- 
cordance with whether its select (SEL) control is high 
or low. The blanking level from sampler 416 input is 
forwarded to the encoder output in response to SEL 
contro! being low and the flag word input is forwarded 
to the encoder output in response to the SEL control 
being high. Tri-state MUX 406 is enabled in response to 
any of the G1, G2, and F control signals being applied 
to the EN contro! thereof through OR gate 418. The 
SEL control is normally low, and is rendered high by 
an output from AND gate 420 that occurs in the pres- 
ence of the F contro! signal solely during those alternate 
horizontal scan-line periods in which the phasing signal 
& is 1 (high). 

Based on the above description of FIGS. 3, 3a, 4, 5 
and 5A, it is apparent that the encoder output to filter 


210 corresponds with the transformed serial IYQY for- 2 


mat shown in FIG. 16. It is further apparent that during 
scan line 1 of FIG. 16 (which can be designated an IY 
component horizontal scan-line period), the 93 I com- 
pressed samples correspond to a first set comprised of 
successive levels of C that occur during each of every 
eighth sample period of the active video portion of the 
immediately preceding NTSC format horizontal scan- 
line period and which I samples have been delayed by a 
fraction of a scan-line period to occupy thereby the 


back-porch position of a scan line shown in FIG. 1d. 3 


The Y component relative position in the scan line re- 
mains unchanged, since it is delayed a full scan line by 
1 H delay 414. Similarly. it is apparent that during scan 
line 2 of FIG. 16 (which can be designated a QY compo- 


nent horizontal scan-line period) the 93 Q compressed 


samples shown in FIG. 16 correspond to a second set 
comprised of successive levels of C that occur during 
each of every eighth sample period of the active video 
portion of the immediately preceding NTSC format 
horizontal scan-line period. while the Y samples thereof 
again have been delayed one full scan line by | H delay 
414. In addition. it is apparent that the second-set eighth 
sample period is phase displaced with respect to the 
first-set eighth sample periods by solely one sample 
period of 3fcc. 

In the preferred embodiment of the encoder, dis- 
cussed above. the compression ratio is eight-to-one. 
This permits each of the compressed I samples and Q 
samples to just fit into the interval of 143 sample periods 
occupied by the sync—back porch of a composite 
NTSC format televison signal. A lower compression 
ratio would require that the Y samples also be com- 
pressed. On the other hand. unnecessary loss of color 
information would result from a compression ratio 


more than eight-to-one. Nevertheless. the present in- 55 


vention contemplates a compression ratio of 2 n (where 
nis any given integer). In this case. if n is an odd integer. 
It IS necessary to invert the polarity of every other sam- 
ple. 

Time-compressed ILYQY multiplexed to NTSC video 
signal digital processor 224 of the receiver shown in 
FIG. 28, is shown in more detail in FIG. 6. Referring to 
FIG. 6. the digital output from filter 226 is applied as an 
input to both sequence generator 600 and demultiplexer 
602. Sequence generator 600. like sequence generator 
300 described above. includes a counter for counting 
910 sampling periods of the sampling frequency of 
4fcc. The counter is reset at the beginning of each hori- 
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zontal scan-line period by initialize pulse IP. Sequence 
generator 600 further includes means for providing a 
phase signal & for distinguishing between IY horizontal 
scan-line periods and QY horizontal scan-line periods. 
In particular, sequence generator 600 includes a detec- 
tor for detecting the presence of a flag word during the 
9 sequential sampling periods beginning with sampling 
period 23, which designates an IY scan-line period. In 
response to such detection the phase signal ¢ has a first 
binary value during such an IY horizontal scan-line 
period. During a QY horizontal! scan-line period (indi- 
cated by the absence of a detected flag word). the phase 
signal @ has a second binary value. Further, as indicated 
in the timing diagram of FIG. 7, sequence generator 600 
includes gates coupled to the counter thereof for deriv- 
ing a write interval (WI) control signal during the 93 
sampling periods beginning with sampling period 41, 
and for deriving a read interval (RI) during the 760 
sample periods beginning with sample period 143. 

During the WI interval of a horizontal scan-line per- 
iod, in which either the I compressed samples or the Q 
compressed samples are applied to demultiplexer 602 
from filter 226, demultiplexer 602 forwards the signals 
from filter 226 through tri-state buffer 604 as an input to 
memory 606. During all of the remaining portion of the 
horizontal scan-line period (when the WI control signal 
is not present) demultiplexer 602 forwards the output 
from filter 226 (which now compnises the Y informa- 
tion) through delay 608. discussed below, as a first input 
to adder 610. 

Address generator 612, which has the WI and RI 
control signals and the 4fccsampling frequency applied 
as inputs thereto, is effective during the write interval in 
storing each of the 93 I or the 93 Q time-compressed 
samples applied thereto through buffer 604 at sequential 
address locations thereof. The sequential addresses are 
applied to memory 606 from address generator 612 at 
the sampling frequency rate of 4fcc. During the read 
interval. address generator 612 causes each of the stored 
samples in memory 606 to be read out at the rate that 
memory 606 is addressed by address generator 612. 
Address generator 612, like address generator 408, in- 
cludes means for dividing the 4fcc sampling frequency 
by eight during the read interval, so that each read out 
sample from memory 606 occupies eight consecutive 
ifcc sampling periods, as indicated in diagram 900 of 
EIGs9: 

The read out samples from memory 606 are applied 
through chromia processing 614 and tri-state buffer 616 
to a first input of tri-state multiplexer 618. Chroma 
processing 614, like chroma processing 412, is not essen- 
tial and may be omitted. However. if chroma processing 
412 is emploved in the encoder, chroma processing 614 
has a characteristic opposite to (effectively cancels) the 
processing done by chroma processing 412. 

Null word generator 620 applies a null word (1.e., a 
binary representation of zero) as a second input to tri- 
state multiplexer 618. Tri-state multiplexer 618, which is 
enabled during the read interval, has the output of bi- 
phase select generator 622 applied to its SEL control. 
Bi-phase select generator 622 includes a divide-by-eight 
means. similar to that shown in FIG. 5, that is respon- 
sive to the binary value of the phase signal d and the 
sampling frequency 4fcc for producing a high output 


5 from biphase select generator 622 only during a selected 


ordinal one of each set of eight consecutive sampling 
periods shown in diagram 900 of FIG. 9. In accordance 
with the binary value of the phase signal d, the respec- 
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tive selected ordinal sampling periods during IY scan 
lines and QY scan lines are phase displaced from one 
another by solely one sampling period. In principal, the 
selected sampling period of either the IY or QY scan 
line can occupy any one of each set of eight consecutive 
sampling periods shown in diagram 900 of FIG. 9. 
However, in practice, it is desirable that neither selected 
sample period, be the first or the last (sampling period 
one or eight) of a set, in order to avoid transient effects 
that occur when the sample values from memory 606 
are changing. 

Respective diagrams 902 and 904 of FIG. 9 schemati- 
cally illustrate the output from tri-state MUX 618 dur- 
ing an IY scan line and during a QY scan line (assuming 
that biphase select generator 622 selects sampling per- 
iod 2 during an IY scan line and selects sampling period 
3 during a QY scan line). 

The output from tri-state multiplexer, the phasing 

signal d, and the sampling frequency 4fccare applied as 
inputs to two dimensional (2D) interpolation filter 624, 
which is shown in detail in FIG. 8. 
- Referring to FIG. 8, there is shown a vertical (V) 
filter 800 comprised of serially-connected delays 802 
and 804. each providing a delay of one horizontal scan- 
line period. Each of delays 802 and 804 may comprise a 
shift register having 910 stages, each of which corre- 
sponds to a separate sample. Successive samples from 
the output of multiplexer 618 are applied as an input to 
delay 902. V filter 800 is further comprised of a summer 
(2) circuit 806 and divide-by-two weighting circuits 808 
and 810. The successive digital samples from MUX 618 
is divided by two by element 808 and applied as a first 
input to summer 806. The digital output from delay 802 
is applied a second input to summer 806 and the digital 
output of delay 804 is divided by two by element 810 
and applied as a third input to summer 806. As indicated 
in diagrams 906 and 908, during both IY and QY scan- 
lines. the output of V filter 800 includes sample data 
during sample periods 2 and 3 and null word data dur- 
ing sample periods 1. 4. 5, 6, 7 and 8 of each set of eight 
consecutive sample periods. In particular. during IY 
scan lines. interpolated Q samples are associated with 
actual (non-interpolated) ] samples. However. because 
of the one-sample-period phase displacement between I 
samples and Q samples, there is absolutely no mixing at 
all of I sample information with Q sample information. 
The situation is the same during each QY scan line. 
except that. in this case. interpolted I samples are associ- 
ated with actual (non-interpolated) Q samples. 

As is known. NTSC format requires that the color 
carrier On successive scan lines be phase inverted with 
respect to one another. To accomplish this function, the 
output of summer 806 of V filter 800 is applied directly 
to one input of multiplexer 812 and is also applied 


through a digital inverter (made up of “one” word 5 


generator 814, inverter 816 and adder 818) to a second 
input of multiplexer 812. Phasing signal @ is applied to 
the SEL control of multiplexer 812. so that the output 
therefrom corresponds to one of its inputs during one 
scan line and the other of its inputs during the next scan 
line. 

The output of multiplexer 812 is applied to a horizon- 
tal (H) filter 820 comprised of a twelve-stage shift regis- 
ter 822. Shift register 822 is shifted at the sampling 
frequency of 4fcc. as indicated. Summer circuit (=’) 824 
includes seven inputs thereto originating respectively 
from the output from MUX 812. and the respective 
outputs of stages 2, 4. 6. 8.10 and 12 of shift register 822. 
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As indicated schematically, the respective outputs from 
multiplexer 812 and stage 12 of register 822 are 
weighted by }, the respective outputs from stages 2 and 
10 are weighted by 3, the respective outputs of stages 4 
and 8 are weighted by 3, while the entire output from 
stage 6 of shift register 822 is applied as an input to 
summer 824. 

As indicated in diagram 910 of FIG. 9, the output 
from summer 824 (which applies the C input to adder 
610) fills in sample periods 1, 4, 5, 6, 7 and 8 of each set 
of eight consecutive sample periods with interpolated 
values. 

In FIG. 8, both the vertical and horizontal filters use 
weighting functions that provide linear interpolation. 
However, if desired, other non-linear interpolating 
weighting function can be used instead. 

Returning to FIG. 6, delay 608 provides a delay equal 
to somewhat more than one horizontal scan line that is 
comprised of 910 sample periods plus six additional 
sample periods. The purpose of this js to ensure that the 
Y component experiences a delay just equal to the delay 
experienced by the C component passing through inter- 
polation filter 624. Therefore, the Y component samples 
of the restored NTSC format, appearing on output of 
delay 608 and applied as a first input to adder 610, oc- 
curs in substantially exact time registration with the 
corresponding C component samples of the restored 
NTSC format, appearing at the output of filter 624 and 
applied as a second input to adder 610. Thus, the output 
of adder 610 yields, in digital form, the restored NTSC 
signal that is applied through digital processor 224 to 
D/A 228 in FIG. 28. 

As discussed above, the compression ratio need not 
be eight, but may have any value 2 n (where n is a given 
integer). In those cases where n is an odd number, it is 
necessary that interpolation filter 624 include means for 
effectively inverting the polarity of alternate C samples. 

What is claimed 1s: 

1. Encoding apparatus for transforming a television 
signal originally in composite NTSC format into a pre- 
determined serial IYQY time-multiplexed format televi- 
sion signal, wherein said composite NTSC format is 
comprised of successive horizontal scan-line periods 
each consisting of a “sync+back porch” portion fol- 
lowed by a “Y and C active video+front porch” por- 
tion, said “‘sync+back porch” portion being comprised 
of a standard length horizontal sync pulse extending 
below a given blanking level followed by a back porch 
at said given blanking level on which a color burst at 
frequency f,, is superimposed, the leading edge of said 
standard sync pulse defining the beginning of each suc- 
cessive horizontal scan-line period, and said front porch 
of said “Y and C active video+front porch” portion 
being at said given blanking level; said encoding appara- 
tus comprising: 

first means responsive to the leading edge of each of 

said NTSC successive standard-length horizontal 
sync pulses (1) for dividing each of successive hori- 
zontal scan-line periods into 910 sequential sample 
periods, each sample period being } the period of 
f.-. and (2) for designating alternate ones of succes- 
sive horizontal scan-line periods as IY horizontal- 
scan-line periods and the remaining ones of succes- 
sive horizontal scan-line periods as QY horizontal- 
scan-line periods; 

second means for filtering said NTSC format televi- 

sion signal during each of said successive horizon- 
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tal scan-line periods into separate C and Y compo- 
nents; and 

third means coupled to said first and second means 
for deriving as said predetermined serial IYQY 
time-multiplexed format a serial TY time-multi- 
plexed television signal component having a first 
predetermined format during each horizontal scan- 
line period designated as an IY horizontal scan-line 
period and for deriving a serial QY.time-multi- 
plexed television signal component having a sec- 
ond predetermined format during each horizontal 
scan-line period designated as a QY horizontal 
scan-line period; 

wherein both said first and second predetermined 
formats of said IY and QY components include (1) 
a short sync pulse comprised of the leading edge 
and a fractional part of said standard-length NTSC 
sync signal, said short sync pulse having a length 
equal to a first given integral number of sequential 
sample periods, and (2) Y active video and front 
porch samples situated within the time interval 
occupied by the “Y and C active video+front 
porch” portion of the NTSC horizontal scan-line 
period, said Y active video and front porch samples 


1S 


4 


wherein: 


14 


pressed Q samples having respective levels above 
said given blanking level and being comprised of 
said sixth given integral number of samples occu- 
pying sequential sample periods, with the respec- 
tive levels of said set of time-compressed Q samples 
corresponding to a second set comprised of succes- 
sive levels of C that occur during each of every 
2nth sample period of the active video portion of a 
QY component horizontal scan-line period. said 
second-set 2nth sample period being phase dis- 
placed with respect to said first-set 2nth sample 
period by solely one sample period. 

The encoding apparatus defined in claim 1, 


the time occupied by said second given number of 


sequential sample periods is substantially equal to 
the time occupied by said second “Y and C active 
video+ front porch” portion of a composite NTSC 
format horizontal scan-line period; and 


the time occupied by the sum of said first, third, 


fourth, fifth. and sixth sequential sample periods is 
substantially equal to the time occupied by said 
“sync +back porch” portion of a composite NTSC 
format horizontal scan-line period. 


—= 
=. 


3. The encoding apparatus defined in claim 2, 
wherein: 

said first given integral number is 23, said second 
given integral number is 767, said third given inte- 
gral number is 9. said fourth given integal number 
is 9, said fifth given integral number is 9, and said 
sixth given integral number is 93. 

4. The encoding apparatus defined in claim 2. 


being comprised of a second given integral number 25 
of sequential sample periods; 

wherein said first predetermined format of an IY 
component further includes a flag pulse immedi- 
ately following said short sync, a first guard imme- 
diately following said flag pulse, a set of time-com- 
pressed I samples immediately following said first 
guard, and a second guard immediately following 
said set of time-compressed I samples and immedi- wherein n is 2. 
ately preceding any Y active video and front porch 5. Decoding apparatus to transform a received serial 
samples of that IY component horizontal scan-line 35 ITYQY time-muluplexed television signal having said 
period, said flag pulse having a given level above predetermined format defined in claim 1 into a compos- 
said given blanking level and having a length equal ite NTSC format: said decoding apparatus comprising: 


toa 
(=) 


to a third given number of sequential sample peri- 
ods, said first and second guards having a level 
substantially equal to said given blanking level and 
having lengths equal respectively to fourth and 
fifth given integral numbers of sequential sample 
periods, and said set of ttmé-compressed I samples 
having respective levels above said given blanking 
level and being comprised of a sixth given integral 
number of samples occupying sequential sample 
periods, with the respective levels of said set of 
time-compressed I samples corresponding to a first 
set comprised of successive levels of C that occur 
during each of every 2nth (where n is a given inte- 
ger) sample period of the active video portion of an 
ITY component horizontal scan-line period; and 

wherein said second predetermined format of an QY 
component includes a third guard immediately 
following said short sync. a set of time-compressed 
Q samples immediately following said third guard, 
and a fourth guard immediately following said set 
of time-compressed Q samples and immediately 
preceding said Y active video and front porch 
samples of that QY component horizontal scan-line 
period, said third guard having a level substantially 
equal to said given blanking level and having a 
length equal to the sum of said third and fourth 
given integral numbers of sequential sample peri- 
ods, said fourth guard having a level substantially 
equal to said given blanking level and having a 
length equal to said fifth given integra] number of 
sequential sample periods, and said set of time-com- 


40 


45 


$5 


60 


fourth means responsive to said short sync pulses of 


said received television signal for dividing each of 
successive horizontal scan-line periods into 910 
sequential sample periods. each sample period 
being 3 the period of fic: 


fifth means coupled to said fourth means and respon- 


sive to the presence of said flag pulse in said re- 
ceived television signal during said third given 
number of sequential sample periods immediately 
following a short sync pulse of a horizontal scan- 
line period for degignating that horizontal scan-line 
period an IY horizontal scan-line period. and re- 
sponsive to the absence of said flag pulse in said 
received television signal during said third given 
number of sequential sample periods immediately 
following a short sync pulse of a horizontal scan- 
line period for designating that horizontal scan-line 
period a QY horizontal scan-line period: 


sixth means coupled to said fourth and fifth means 


that (1) is operative during each IY horizontal 
scan-line period for expanding the set of time-com- 
pressed I samples into a set of corresponding ex- 
panded I samples that occur each of every 2nth 
sampling period of the active video portion of that 
IY horizontal scan-line period occupied by the 
samples thereof. and (2) is operative during each 
QY horizontal scan-line period for expanding the 
set of time-compressed Q samples into a set of 
corresponding expanded Q samples that occur 
each of every 2nth sampling period of the active 
video portion of that QY horizontal scan-line per- 
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ibe 
iod occupied by the samples thereof, said set of 
corresponding expanded Q samples of a QY hori- 
zontal scan-line period being phase displaced with 
respect to said set of corresponding expanded I 


16 
2 (G2) control signal, a Y enable (YENB) control 
signal. and a blanking level sample (BLS) control 
signal; 
said YENB control signal only occupies those sam- 


samples of an IY horizontal scan-line period by 5 pling periods of a horizontal scan-line period that 
solely one sample period; and occur during an initial fractional portion of the 
seventh means coupled to said sixth means and re- horizontal sync pulse and during the active video 
sponsive to both of said respective sets of corre- portion plus the front porch portion of an NTSC 
sponding I and Q expanded samples for inserting format horizontal scan-line period; 
vertically and horizontally interpolated I and Q 10 said F, G1, RIQ, and G2 control signals, in that order, 
samples in each of the sequential sampling periods occupy the remaining sampling periods of a hori- 
that occur between the sampling periods occupied zontal scan-line period: and 
by said expanded samples of each of said TY and of BLS control signal occupies a given sampling period 
said QY horizontal scan-line periods. — that occurs during the front porch portion of an 
6. The decoding apparatus defined in claim 5, 15 NTSC format horizontal scan-line period. 
wherein said predetermined format of said received 9. The system defined in claim 8, wherein said digital 
serial IYQY tme-multiplexed television signal was gen- encoder comprises: 
erated by said encoding appara defined in claim 1. a memory for storing C samples successively written 
7. A system incorporating a digital encoder for trans- thexeinialoueceaswe Addresses (heveor 
forming a television signal originally in composite 20) oo, ; : fares 2 
: : : ; y control means having said sampling signal 
NTSC format into a predetermined serial IYQY time- frequency 4fre, said phasing signal‘ ¢ and said con- 
multiplexed format television signal, said system com- trol signals G1. G2, RIQ, and BLS applied thereto = 
Being: ; ‘ ; (1) for permitting every 2nth C sample (where n is 
first Nea pcTuaing Bie valtee i ae coor Durst a given integer) occurring from the end of said RIQ 
locked timing signals generator that is responsive 25 satibeihe Beginnme-oficaidl BLSeaadecolsignals to 
to said composite NTSC television signal being : acne : 
; w 3 pete be successively written in said memory at said 
applied thereto for deriving (1) an initializing pulse , Ge 
IP i é : ; successive addresses thereof, each of the respective 
in synchronism with the leading edge of hori- : : : a 
: . -: 2nth C samples of a QY horizontal scan-line period 
zontal sync pulses of said applied NTSC television bei iasehak Mlackdmenelas i 
signal, (2) the color carrier frequency fcc of said 30 SUIENP USStaC baer CORP aU Nera ern re: Dele 


applied NTSC television signal. and (3) a sampling 
signal frequency 4f,- that is phase locked to said 
color carrier and that defines a sampling period 
equal to 1/910 of a horizontal scan-line period of 
said NTSC television signal; 

an analog-to-digital converter, operating at said sam- 
pling signal frequency 4f,- and responsive to said 

- composite NTSC television signal being applied 
thereto for deriving samples of the level of said 


applied NTSC television signal at intervals of 4fec; 40 : 

a digital comb filter responsive to said digital samples samples to the output from said encoder: ae 
from said analog-to-digital converter for deriving means effective during the presence of said YENB 
separate luminance Y and chrominance C digital control signal for forwarding said Y samples to the 
samples; and output from said encoder: 

an NTSC to time-compressed multiplexed video sig- 45 4 blanking level sampler for storing the blanking level 
nal digital processor including sequence generating defined by the sample that OCCUrsS during the Even 
and phasing means and said digital encoder, said sampling period in which said BLS control signal is 
processor coupled to said first means and to said present, 
comb filter for deriving digital samples of said a flag word generator; and 
predetermined serial IYQY time-multiplexed for- 50 | ™means effective during the presence of said G1 and 
mat television signal in response to said color car- G2 control signals and also during the presence of 

"rier fcc, said sampling signal 4f¢-, said initializing an F control signal of a QY horizontal scan-line 
pulses IP, and said luminance Y and chrominance period for forwarding said stored blanking level 
C samples being applied thereto, said sequence sample to the output of said encoder. and effective ae 
generating and phasing means (a) deriving from the 55 during the presence of an F control signal of an TY 


910 2f-- sample periods of a horizontal scan-line 
period interval between successive initializing 
pulses IP a plurality of different control signal 


ta 
tn 


iod with respect to each of said respective 2nth C 
samples of an IY horizontal scan-line periods, and 
(2) for reading out from said memory each of said 
C samples stored at each of said successive ad- 
dresses thereof during each successive sampling 
period that occurs during the presence of an RIQ 
control signal to thereby time compress said read- 
out C samples: 

means effective during the presence of said RIQ con- 
tro] signal for forwarding said time-compressed C 


horizontal scan-line period for forwarding said flag 
word to the output of said encoder. 
10. The system defined in claim 9, wherein said means 


intervals and (b) deriving a phasing signal for for forwarding said time-compressed C samples in- 
designating alternate ones of said horizontal scan- 60 cludes a chroma processor having given characteristics 
line periods IY horizontal scan-line periods and for for modifying the respective levels defined by said C 
designating remaining ones of said horizontal scan- samples in accordance with said given characteristics. 


line periods QY horizontal scan-line periods. 

8. The system defined in claim 7, wherein: 

said plurality of different control signals generated by 
said sequence generating and phasing means in- 
clude a flag (F) control signal, a guard 1 (G1) con- 
trol signal. a read I/Q (RIQ) control signal, a guard 


11. The system defined in claim 9. wherein: 

said YENB control signal occupies sampling periods 
1-23 and 143-910 of a horizontal scan-line period: 

said F, G, RIQ. and G2 control signals respectively 
occupy sampling periods 24-32, 33-41. 42-134. and 
135-143 of a horizontal scan-line period: 
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said BLS control signal occupies sampling period 904 

of a horizontal scan-line period: and 

n is equal to four. 

12. The system defined in claim 9, further including: 

means inserted between said comb filter and the out- 

put of said digital decoder for providing a one 
horizontal scan-iine period delay of said Y samples. 

13. The system defined in claim 7, 

wherein said sync stripper of said first means includes 

means for detecting the occurrence of the vertical 
blanking VB interval of said NTSC television sig- 
nal, and said first means includes gate means for 
preventing the derivation of IP during the presence 
of VB. 

14. The system defined in claim 7, further including a 
digital-to-analog converter responsive to the output of 
said digital encoder for deriving said predetermined 
T1YQY format in analog form. 

15. A system including a digital decoder for trans- 
forming a received encoded IYQY format television 
signal into an NTSC format television signal, wherein 
said IYQY format is comprised of alternately received 
IY and QY horizontal scan-line periods each of which is 
initiated by the leading edge of a sync pulse and is the 
same length as an NTSC format horizontal scan-line 
period, wherein each of both said TY and QY horizontal 
scan-line periods includes a time-compressed C compo- 
nent that occurs during a given portion thereof and a Y 
component that occurs during the remaining portion 
thereof. and wherein only each of said IY horizontal 
scan-line periods includes a flag pulse for distinguishing 
between IY and QY horizontal scan-line periods: said 
system comprising: 

first means responsive to the occurrence of the lead- 

ing edge of each of successive sync pulses for de- 
riving (1) an initialize pulse IP isochronous with 
such leading edge. (2) a color carrier frequency fe, 
and (3) a sampling frequency 4f,. which ts phase 
locked with respect to one another and occur in 
synchronism with the horizontal scan-line fre- 
quency of said received television signal. whereby 
a horizontal scan-line period is equal to 910 sam- 
pling periods of 3ftc 

an analog-to-digital converter coupled to said first 

means and responsive to said C and Y components 
of said received television signal for converting 
said C and Y components to digital samples 
thereof. wherein each digital sample of said C and 
Y components occupies a sampling period of }fce: 
and 

a time-compressed TYQY multuplexed to NTSC 

video signal digital processor including a sequence 
generator and said digital decoder which processor 
is coupled to said first means and said analog-to- 
digital converter for deriving digital samples in 
NTSC format of the sum of Y and C in response to 
said ininalize pulse IP. said sampling frequency 
4f... and said digital samples of said Y and time- 
compressed C components being applied thereto. 
said sequence generator (a). in accordance with the 
respective ordinal values of the consecutive 910 
3f-- sampling periods of a horizontal scan-line per- 
iod that exists between successive initialize pulses 
IP signal. sequentially deriving a plurality of differ- 
ent contro] signals. and (b) deriving a phasing sig- 
nal } in response to the presence of said flag pulse 
for distinguishing between TY and QY horizontal 
scan-line periods. 
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16. The system defined in claim 15, wherein: 

said given portion of both IY and QY horizontal 
scan-line periods occurs within a first given inter- 
val thereof which corresponds to the back-porch 
interval of an NTSC horizontal scan-line period, 
and said flag pulse occurs prior to said given por- 
tion but within said first given interval of an IY 
horizontal scan-line period; 

said plurality of different control signals generated by 
said sequence generator include a read-interval 
(RI) control signal and a write-interval (WI) con- 
trol signal; 

said WI control signal occupies the sampling periods 
occupied by said time-compressed C samples of 
said given portion of both said IY and QY horizon- 
tal scan-line periods; and 

said RI control signal occupies the sampling periods 
that occur during a second given interval that cor- 
responds to the active video portion of an NTSC 
format horizontal scan-line period. 

17. The system defined in claim 16, wherein said 

digital decoder comprises: 

a demultiplexer coupled to said analog-to-digital con- 
verter and controlled by said WI control signal for 
separating said time-compressed C samples and 
said Y samples; 

a memory for storing C samples successively written 
therein at successive addresses thereof; 

memory control means having said sampling fre- 
quency 4f,-, said WI control signal and said RI 
control signal applied thereto (1) for permitting 
successive time-compressed C samples which 
occur during successive sampling periods of a 
write interval to be written in said memory at suc- 
cessive addresses thereof, and (2) for reading out 
from said memory each of said C samples stored at 
each of said successive addresses thereof during 
each of successive sets of 2 n consecutive sampling 
periods (wherein n is an integer) of a read interval; 
and 

second means including a biphase select generator, a 
null word generator and a 2-dimensional interpola- 
tion filter, said second means having said phasing 
signal , said sampling frequency 4fc- and said RI 
control signal applied thereto for (1) effectively 
coupling said second means to said memory to 
permit the application of said read-out samples to 
the input of said second means only during said 
read interval, (2) decimating the respective read- 
out I sample occurring during each of said succes- 
sive sets of 2 n consecutive sampling periods of an 
IY horizontal scan-line period to provide that read- 
out sample only during a first given ordinal one of 
the 2 n sampling periods of that set and to provide 
said null word during the remaining sampling peri- 
ods of that set, (3) decimating the read-out Q sam- 
ple occurring during each of said successive sets of 
2 n consecutive sampling periods of a QY horizon- 
tal scan-line period to provide that read-out sample 
only during a second given ordinal one of the 2 n 
sampling periods of that set and to provide said null 
word during the remaining sampling periods of 
that set. said second ordinal one of the 2 n sampling 
periods being displaced by solely one sampling 
period from said first ordinal one of the 2 n sam- 
pling periods. (4) vertically interpolating the deci- 
mated samples of said IY and said QY horizontal 
scan-line periods with one another. and (5) hori- 
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zontally interpolating the vertically interpolated 
samples of each horizontal scan-line period to sub- 
stitute interpolated samples for each of the null- 
word sampling periods thereof. 

18. The system defined in claim 17, wherein said first 
given ordinal one of said set of 2 n sampling periods is 
other than the first sampling period of said set and said 
second given ordinal one of said set of 2 n sampling 
periods is other than the nth sampling period of said set. 

19. The system defined in claim 17, wherein said 
second means further includes a chroma processor hav- 
ing given characteristics for modifying the respective 
levels defined by said read-out samples in accordance 
with said given characteristics. 

20. The system defined in claim 17, wherein: 

said interpolation filter inserts a given delay between 


the sampled input and output of said second means; 5 


delay means coupled to said demultiplexer for delay- 
ing said Y samples by said given delay; and 


n 
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20 
a digital adder for summing the delayed Y samples 
and the interpolated C samples that appear at the 
output from said second means. 
21. The system defined in claim 15, wherein: 
said flag pulse occupies sampling periods 23-32 of an 
IY horizontal scan-line period, and said WI control 
signal occupies sampling periods 41-134 and said 
RI signal occupies sampling periods 143-904 of 
both an IY and an QY horizontal scan-line period. 
22. The system defined in claim 15 further including 
a digital-to-analog converter responsive to the digital 
samples in NTSC format from said digital processor for 
converting them to an NTSC analog form signal; and 
an NTSC processing amplifier coupled to said first 
means and said digital-to-analog converter and 
responsive to said color carrier f,- and the leading 
edge of said sync pulse for inserting NTSC hori- 
zontal and vertical blanking signals and color burst 
to the NTSC analog form signal from the digital- 
to-analog converter for deriving a television signal 


in composite NTSC format. , 
* * * * * 
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DIGITAL ENCRYPTION STANDARD USERS GROUP 
DRAWER 1065 
CHAUTAUQUA, NEW YORK 14722 


(716) 753-2654 


NEWSLETTER #5 


May 5, 1986 


Hello fellow Cryptanalysts: 

The DESUG annual meeting in Dayton, Ohio, on April 26, 1986 
was a smash hit, sellout, with members Bob Egan and his 
associate Ken Klimasewski, having to sit on the floor when we 
ran out of chairs in the Directors Room at the Imperial House 
Hotel. 


The 4 weeks before the meeting drove us absolutely bananas 
with the phone ringing from 6:00 AM through midnight with TVRO 
buffs wanting to join DESUG. After Bob Cooper's excellent CSD 
March ‘86 issue, which was followed by his outstanding CSD 
April '86 issue, we realized that unless DESUG went into the 
publishing business, we must of necessity limit membership to 
those who had the technical qualifications and the will to 
contribute. Our answers to the 200+ TVRO buffs who were turned 
down for membership either by phone or letter were: "we would 
be delighted to have professional cryptanalysts join us." Most 
understood and did not go away mad after I told them that we 
would submit progress reports to CSD. 


Agenda for the meeting included: introductions, charter and 
objectives, balance sheet, advisory board (Dr. Bepko-Chairman 
Mr. Bob Cooper~-Vice Chairman, Members: Mr. Bennett Collins, 
Mr. Keith Anderson, Mr. Mark Fimoff, Mr. Murray Barlowe, Mr. 
Jerry Minor, and myself), DESUG Information Exchange, Public 
Information Policy, Swindler Gambits, Progress Reports by Dr. 
Bepko - Mr. Minor - et al, The Next Step - open discussion, 
and Project Leader Assignments. 


Trying to summarize a 5 hour meeting is difficult at best 
without having a Court Stenographer present. I will try to 
present the conclusions and project assignments. 


DESUG's charter is fundamentally to investigate the vc2 
digital audio encryption system because of the intellectual 
challenge. No more, no less, climb the mountain because “it 
is there." Also, at the appropriate times, DESUG will report 
its progress to the public at large and M/A-Com unless M/A-Com 
chooses to interfere with DESUG's investigation. Actually, we 
look to M/A-Com for encouragement because of the invaluable 
no-charge exploratory service DESUG is providing them. 


DESUG's end objective is to design a totally independent 
decoder that will decode any and all audio channels using the 
M/A-Com VideoCipvher II system. The fundamental video de- 
coder will be Mr. Bennett Collins' - SCRAMCO SD-V1 system. 


The “first step" of many steps, will be to thoroughly analyze 
the VC2000F and fully comprehend its operation. Schematics of 
the VC2000E were distributed. They are obtainable for $10 ppd 
from: Bomarce Services, POB 1113, Casper, Wyoming 82602. 
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We have five task forces with project leaders as follows: 


1. Validate/expand VC2000E schematics and determine battery 
backup utilization - serial number storage. 

Mr. Jerry Minor = Project Leader 

Mr. William Ward - Asst. Project Leader 

Validate type of VC2 digital audio modulation, Design PAM 
demodulator, FIFO queue, deinterleaver, & MUX per M/A-Com 
European Patent Appl. 84303321.8 of May 16, 1984. 

Mr. Rob Egan = Project Leader 

Mr. Jim Keeth - Asst. Project Leader 

Disassemble and comment VC2000E operating system: 

Mr. Bob Richardson - Project Leader 

Mr. Derek Chai - Asst. Project Leader 
Cryptanalysis/Key/Tier/Alt Keys/Keystream register design. 
Dr. Steve Bepko = Project Leader 

Mr. David Emery ~ Asst. Project Leader 

Design Hamming code error corrector, parity check, expan- 
sion, demultiplexer and L/R audio D/A convertors. 

Mr. Murray Barlowe = Project Leader 

Mr. Henry Ruh - Asst. Project Leader 


2. 


3. 


Now, all of the above projects cannot obviously be accomp- 
lished in parallel as many depend upon the results of other 
projects. What the DESUG Secretariat will try to do is to: 
A. Coordinate information flow between project leaders. 

This of course presumes that project leaders furnish 
DESUG with weekly progress reports. These reports may 

be by phone or preferably written. 

On a timely basis, update all DESUG members via our news- 
letter. All is not fair and beautiful in the real world, 
so we will highlight proklems and glitches which are just 
as important to future progress as short term gains. Of 
course short term gains will be reported with due credit 
to the project leader and project members, 


PUBLISH OR PERISH: 

Many academics will "throw-up" at the mention of publish or 
perish. Nevertheless, this trite saying describes DESUG and 
its fundamental policy to a tee. Perhaps a better motto would 
be, "contribute or you are out.” By contribute we mean tech- 
nological contribution, and not financial contributions. This 
contribution may take many forms; i.e., participation in one 
or more of the above projects, researching an aspect not 
listed above that is of value to the group effort, and/or aid- 
ing DESUG with mundane housekeeping chores. 


The foregoing is not meant to be a threat, it is a promise 
since we have neither the manpower or resources to become 
another "Coop's Satellite Digest" (CSD) that is without doubt 
the finest publication in its field. Coordinate we can do, 
update we can do, information exchange we most certainly can 
do, but we cannot manage hundreds of newsletter mailings to 
the curious TVRO dealer who understandably wants the latest 
reports on our progress. We must of necessity leave report- 
ing to professional journalists, Bob Cooper and Bill Barr. 
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If you do not already belong to one of the project groups or 
would like to join or transfer to another group, please Xerox 
the form below and mail it to me ASAP. I will forward it to 
the project group leader who will contact you by phone or mail 
with his address and phone number. Thereafter, you are of 
course free to contact and work with him directly, but FIRST 
we have to know who is working with whom. If we do not know 
who is doing what with which and to whom we might as well dis- 
solve DESUG, pickup our marbles, and all go home. 


Project leaders have the right to bring anyone into their pro- 
ject they wish. We would not have it otherwise. They may 
choose to share their results with anyone they wish except the 
media. By media we mean anyone who publishes or distributes 
anything and that includes the written word as well as TV pro- 
gram producers, etc. DESUG will be tne sole outlet to the 
media, anykind. If that bugs you, then goodbye. Without this 
control, we would have chaos (more than we have now), ultimate 
entropy (more confusion than we have now), and a mad house 
(more than we have now) if you will. 


There will be times when you will sorely be tempted, much like 
St. Augustine's vow of chastity, but "get thee Satan away" you 
will say because your loyalty is to the DESUG team....and only 
through team effort are we going to win this one. Now that the 
*“Gipper™ has spoken to Ronnie, let's all get back in the game. 


Best wishes, 
te FE ital o 


Bob Richardson, DESUG Secretary 


TO: Bob Richardson, DESUG Secretary 
POB 1065, Chautauqua, NY 14722 


name 


home address 


city state zip 


home phone ( ) - office phone ( ) - 


please add my name to following projects: 


please remove my name from following project: . 


please check box below (no answer is keel haul and goodbye): 


bugger off jackeroo good luck we'll beat ‘em 


/-"s 
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DES USERS GROUP MEMBERS: as of May 5, 1986 
TECHNICAL CONTRIBUTORS * 


(this list is confidential and restricted to DES members only) 


Mr. Robert M. Richaxdson, W4UCH Dr. Stephen J. Bepko 


Mr. Robert B. Cooper, K6EDX Mr. Derek Chai 

Mr. Murray Barlowe, WA2PZO Mr. Bennett R. Collins 
Mr. William Barr Mr. Keith V. Anderson 

Mr. Mark Fimoff Mr. Henry B. Ruh, A3TV 
Mr. Oakie Peck Mr. ROneee Egan 

Dr. William M, Laird, W2CIX Mr. Ken Klimasewski 


Mr. David I. Emery 

Mr. Robert Schultz 

Mr. L. L. (Barry) Filby, KILPS 
Mr. John Langtry, Vi3NEC | 

Mr. James M. Keeth, AF9A 

Mr. Michael Kasmetis 

Mr. Jerry R. Minor, WB4DBJ 

Mr. William S. Ward, KB3BD 


Dr. Peter Anon E. Mousse 


ASSOCIATE MEMBERS: 

Mr. Tom G. Frewsburg Mr. Mauna Loa Video 
Mr. Edward J. Ermrler 

Mr. John Skakel 

Mr. Wendell Wyly, W5FL 

Mr. Chad Clahr 


* Significant technical contributions are a requirement for 
continuing DESUG membership. There is NO free lunch here. 


